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Industry Solution: Military

NRust

1.Product Evaluation & Mapping

The NQRust suite offers a comprehensive set of products, each addressing critical pain points
in Indonesia’s military and intelligence digital modernization. Below we map each NQRust
product to Indonesia-specific challenges, security constraints (data sovereignty, zero-trust),
varying digital maturity levels, and strategic defense priorities (e.g. C4ISR, autonomous
systems, cyber defense). Each product is selected with explicit justification for its role:

NQRust-Zerocode
Zero-code platform for rapid
application and API creation

Visual drag-and-drop

NQRust-Insight Miriaces are Unad NQRust-BPMN
Infrastructure intelligence and Workflow automation
monitoring platform. Uses platform supporting BPMN
AU/ML for proactive 2.0 standard. Automates
observability. processes for enterprise use
platform. Unifies enterprise

data analytics with high '

performance I i I

NQRust-LLMOps
Large-language-model
operations platform. Trains,
fine-tunes, and deploys Al
models at enterprise scale

NQRust-Identity
Unified identity and access
management platform
Features SSO, MFA, and zero-
trust security.
A~
NQRust-FleetMgr

e Cloud-native orchestration

NQRust-Lake
Rust-powered data lakehouse

platform managing
containers and VMs. Al/ML
workloads and edge nodes
are managed

NQRust-SecureGPU NQRust-HV
Rust-powered GPU sharing Next-generation enterprise
and isolation layer. Virtualizes hypervisor with memory-safe
high-end GPUs with hardware- virtualization. Rust-based
level security. isolation and ultra-fast VM

startup are offered

Figure 1: NQRust Products and Role

* NQRust-Zerocode: A zero-code development platform that enables rapid creation of
applications and APIs via visual drag-and-drop interfaces. This directly addresses the
severe shortage of software developers and long development cycles in defense
organizations — an acute issue given 85% of enterprises can’t find qualified developers and
projects often take 18 months using traditional methods. With NQRust-Zerocode, non-
technical defense staff (e.g. analysts at TNI or BIN) can build and integrate systems 90%
faster without coding. This is invaluable for a military with limited IT manpower, allowing
quick deployment of solutions (from logistics tracking to intelligence databases) and
reducing reliance on foreign contractors. The platform’s Rust foundation guarantees
memory-safe, high-performance code generation, aligning with zero-trust principles by
minimizing vulnerabilities. Built-in authentication and compliance frameworks ensure any
apps meet security and data sovereignty needs. For a digitally nascent unit, Zerocode
provides an entry-level capability to digitize processes and integrate legacy systems
quickly, supporting Indonesia’s push for agile, locally-developed defense software.

¢ NQRust-BPMN: An enterprise workflow automation platform supporting the BPMN 2.0
standard for modeling and automating processes. Indonesian defense agencies still rely
heavily on manual, paper-based processes and disparate systems, leading to slow
decision cycles and errors. -
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Industry Solution: Military

¢ NQRust-BPMN addresses these by enabling intelligent process automation, with up to 85%
process efficiency gains through removal of manual bottlenecks. For example, military
procurement or intelligence dissemination workflows can be standardized and executed
automatically, ensuring consistency and compliance. BPMN's visual nature allows non-IT
personnel to optimize workflows, bridging maturity levels — even entry-level organizations
can model their standard operating procedures into the system. Crucially, the platform
provides audit trails and “auto compliance” for each process step, aiding regulatory
compliance (important for sensitive operations that must be auditable) and supporting a
zero-trust environment where every action is logged and verified. By eliminating 70% of
manual process costs and reducing human error to near-zero, NQRust-BPMN helps TNI and
related agencies modernize internal operations and coordinate across Army, Navy, Air
Force, and Intelligence units with unprecedented speed and reliability.

¢ NQRust-Identity: A unified identity and access management platform featuring single
sign-on (SSO), multi-factor authentication (MFA), and a zero-trust security architecture.
This directly tackles the defense sector’'s identity sprawl and security risks: currently,
personnel juggle numerous credentials across siloed systems, and 81% of breaches involve
compromised credentials. NQRust-Identity provides one federated identity across all
defense applications with strong MFA, vastly improving user experience and security (95%
reduction in login friction and elimination of password reuse risks). More importantly, it
enforces continuous verification and least-privilege access as per zero-trust principles.
Every access request is dynamically authenticated and authorized, minimizing insider
threat and lateral movement risk. The platform is compliance-ready, with built-in support
for audit trails and regulatory standards, ensuring sensitive military data (e.g. classified
intelligence or citizen data in national security systems) never violates sovereignty
requirements. By consolidating identity infrastructure, NQRust-Identity also cuts identity
management costs by ~80%. This product is fundamental at all maturity levels — it
provides the security backbone for zero-trust defense networks, from basic IT environments
to advanced cloud deployments. It aligns with Indonesia’s cybersecurity improvement
goals (Indonesia currently lags regional peers in cyber index rankings) by significantly
hardening access control and reducing breach likelihood in military systems.

* NQRust-FleetMgr: A unified cloud-native orchestration platform that manages containers,
virtual machines (VMs/microVMs), Al/ML workloads and edge nodes through a single
control plane. In Indonesia’s defense IT, management is often fragmented — e.g. separate
tools for on-prem VMs, Kubernetes clusters, and custom systems for Al, leading to
operational chaos and underutilization of resources. FleetMgr solves this by providing one
“single-pane-of-glass” control for all infrastructure, with intelligent scheduling and policy
enforcement across hybrid environments. This is crucial as TNI modernizes: for example, an
intermediate-stage deployment might have some containerized apps (for logistics or
C4ISR), some legacy VMs, and emerging Al workloads - FleetMgr can orchestrate all of
these consistently. It natively embeds Indonesian compliance rules (automatic audit logs,
data residency policies) ensuring 100% compliance automation with local regulations — a
key advantage for defense, where governance and accountability are paramount.
Moreover, FleetMgr's optimizer improves resource utilization by ~85% and cuts operational
costs by ~70%, meaning the military can do more with limited IT budgets. This platform
particularly supports “growth” and advanced maturity stages: as the defense enterprise
expands its digital footprint (cloud, edge, Al), FleetMgr provides the scalable management
needed to coordinate multi-domain operations. It aligns with strategic priorities like C4ISR
by making it feasible to integrate data and applications across land, seq, air, and cyber
domains on one platform, and supports autonomous or Al-enabled operations through its
Al-workload manager and edge orchestration capabilities.
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¢ NQRust-HV: A next-generation enterprise hypervisor offering memory-safe virtualization
with Rust-based isolation, ultra-fast VM startup, and full sovereignty compliance.
Traditional hypervisors (like VMware) pose several issues for defense: high licensing costs,
foreign control (potential backdoors or compliance issues), slow provisioning, and frequent
security vulnerabilities (70% of critical infra breaches stem from memory safety bugs in
hypervisors). NQRust-HV is designed to overcome these. It provides sub-100ms VM boot
times (enabling rapid scaling or quick redeployment of services in crisis) and reduces TCO
by ~74% vs VMware — freeing budget for other defense needs. More critically, it ensures
complete data sovereignty: it's an open, Rust-based platform with no dependency on
foreign vendors, guaranteeing that Indonesian defense data and workloads remain under
national control and compliant with local regulations. Built-in memory safety eliminates
entire classes of security vulnerabilities (no buffer overflows or memory exploits), drastically
reducing risk of breaches or hypervisor-targeted attacks. By adopting NQRust-HV, even an
entry-level defense data center can enhance its security posture immediately (mitigating
cyber threats from state actors targeting infrastructure) and achieve *“technology
sovereignty” — a strategic goal as Indonesia seeks independence from foreign IT products.
This hypervisor underpins many modernization efforts: it can host legacy systems more
securely, form the basis of a private cloud for the military, and isolate critical workloads (for
example, separating intelligence, operational, and administrative systems into secure VMs
on shared hardware with provable isolation). As a result, NQRust-HV is a cornerstone for
sovereigh compute capability in the advanced stage, enabling the secure foundation upon
which other NQRust components (LLMOps, Lake, etc.) run.

¢ NQRust-SecureGPU: A Rust-powered GPU sharing and isolation layer that virtualizes high-
end GPUs (e.g. NVIDIA A100/H100, AMD M series) with hardware-level security. Modern Al and
surveillance workloads require expensive GPUs, yet without virtualization, these GPUs sit idle
much of the time (dverdge ~35% utilization). For Indonesian defense, GPU resources are
scarce and costly (importing high-end chips is expensive and subject to restrictions), so
maximizing their use is critical. SecureGPU allows multiple Al workloads or units to safely
share a GPU with up to 7 isolated instances per physical GPU, raising utilization to 85%+ and
effectively multiplying capacity. Importantly, it maintains strong isolation - memory-safe
Rust drivers and features like NVIDIA MIG and AMD SR-IOV ensure zero data leakage
between tenants and hardware-enforced security. This means a classified Al model
running for, say, strategic intelligence analysis can share hardware with an unclassified
training job (or a different agency’'s workload) without risk, addressing multi-tenancy
security concerns that would otherwise prohibit consolidation. The platform also supports
full compliance auditing and integrates with FleetMgr for scheduling, aligning with zero-
trust by treating each GPU workload as untrusted and isolated. NQRust-SecureGPU is
particularly relevant at growth to advanced stages when TNl and defense R&D units ramp
up Al projects (e.g. image recognition for surveillance, wargaming simulations, language
models for intelligence). It slashes infrastructure costs by ~75%, enabling ambitious Al
initiatives within budget. By deploying SecureGPU in an on-premises Al center, Indonesia’s
military can boost Al capabilities (like faster model training and real-time analytics) without
waiting for massive hardware investments — a strategic force multiplier given the GPU
procurement lead times and global shortages. In summary, SecureGPU directly supports
autonomous defense and Al modernization by providing the secure, efficient computing
power those initiatives require.

* NQRust-Lake: A Rust-powered data lakehouse platform that unifies enterprise data
analytics with high performance, security, and scalability. Indonesia’s defense and
intelligence community currently struggle with siloed data (e.g. separate intel databases,
operational reports, sensor feeds) and slow, complex analytics that delay critical
decisions.-
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¢ NQRust-Lake transforms this by providing a central data platform for C4ISR: it ingests and
stores diverse data (structured, unstructured, streaming) and enables query and analysis
5-10x faster than legacy data warehouses. This speed is vital for military operations -
faster queries mean faster situational awareness (e.g. identifying a threat pattern in
minutes rather than hours). The platform’s use of Rust ensures a memory-safe
architecture, eliminating ~70% of common vulnerabilities in data systems, which is crucial
when handling sensitive intelligence data (no buffer overflow or injection exploits). By
consolidating data on an open, secure platform, NQRust-Lake also reduces total cost of
ownership by ~68% while avoiding vendor lock-in — an important sovereignty consideration
so that Indonesia’s defense isn't tied to a foreign cloud or proprietary database. The
capabilities map to multiple priorities: for C4ISR, NQRust-Lake can fuse sensor datg,
surveillance feeds, and communications into one repository accessible in real-time,
supporting a “common operating picture.” For cyber defense, it can serve as a security
data lake analyzing logs for threats. And for Alfautonomy, it provides the training and
analysis data backbone (feeding NQRust-LLMOps and other Al tools with quality data). Even
at an entry level, portions of NQRust-Lake can be deployed to start centralizing data (e.g.
combine Navy and Air Force radar data for joint maritime domain awareness). By the
advanced stage, it would evolve into the core of a Defense Data Cloud, powering
everything from predictive maintenance to battlefield analytics — truly turning data into a
“competitive advantage engine” as its business case suggests.

¢ NQRust-LLMOps: A large-language-model operations platform for training, fine-tuning,
and deploying Al models at enterprise scale with unprecedented efficiency and security.
Globally, militaries are racing to harness Al for intelligence and decision support; however,
traditional Al infrastructure is costly, slow, and often cloud-dependent. NQRust-LLMOps
gives Indonesian defense a way to build and run advanced Al on-premises — it is built for
data sovereignty and compliance, with 100% on-prem deployment (no data ever leaves
the facility) and full audit trails. This is essential for defense Al, as training data (which could
include classified reports or surveillance imagery) must remain secure and sovereign. The
platform leverages Rust's performance to achieve 4.8x faster model training and 72%
infrastructure cost reduction, removing the usual bottlenecks in Al development. For
example, fine-tuning a large language model (LLM) for Indonesian intelligence analysis that
used to take weeks on siloed hardware could be done in days, enabling rapid iteration and
deployment of Al models to the field. NQRust-LLMOps also supports the latest open models
(GPT, LLaMA, Mistral, etc.) ensuring the defense community can utilize state-of-the-art Al
without relying on foreign API services. This product explicitly addresses Indonesia’s aims to
leverage Al for enhanced decision-making, cyber defense, and deterrence — it provides the
tooling to develop Al solutions for these aims internally. At a growth maturity level, NQRust-
LLMOps might be introduced in a dedicated Al Hub for tasks like automated analysis of
surveillance footage or multilingual open-source intelligence processing (especially
relevant given Indonesia’s linguistic diversity and the need for Al that understands Bahasa
Indonesia and local dialects). By the advanced stage, it underpins agentic Al systems and
autonomous capabilities: models trained on this platform could power virtual assistants for
commanders, autonomous drones’ vision algorithms, or cyber-defense Als that identify and
respond to intrusions. With built-in compliance and security (e.g. memory-safe Rust
eliminating common ML stack vulnerabilities), it ensures these powerful Al tools operate
within the strict trust boundaries required by defense. NQRust-LLMOps essentially gives
Indonesia a sovereign Al pipeline, accelerating Al from experiment to deployment as a
strategic force multiplier.

* NQRust-Insight: An infrastructure intelligence and monitoring platform that uses Al/ML for
proactive observability across complex IT environments. As the military digitizes, its IT
infrastructure (data centers, networks, cloud and edge nodes) becomes mission-critical —
downtime or performance issues can directly impact operational readiness. -
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Traditional monitoring yields alert fatigue and often catches issues only after failures. NQRust-
Insight addresses this by providing predictive, Al-driven monitoring tailored for modern
workloads like Al and edge computing. It can detect anomalies (e.g. a sudden spike in network
latency to a radar outpost or an unusual memory pattern in a server that could indicate a
cyber attack) and automatically correlate events across systems. The platform promises up to
87% incident reduction through proactive detection and 94% automation in incident
response/self-healing — meaning it can fix issues (restart services, reallocate resources) before
they impact military operations. For Indonesian defense, where limited IT personnel oversee a
growing network of systems, this is a game-changer: it preserves operational continuity of
C4ISR systems, communications networks, and data centers with minimal manual intervention.
Insight aligns with cyber-defense priorities too — its anomaly detection can help spot cyber
intrusions or suspicious behaviors in critical infrastructure (augmenting security operations).
The product is built in Rust, so it efficiently handles high volumes of telemetry with memory
safety (avoiding any monitoring tool becoming a security loophole itself). At an entry level,
NQRust-Insight could be used to monitor a new private cloud or data center the military sets
up, ensuring high uptime (99.9%+ SLA) for initial digital services. At advanced maturity, it will
monitor a vast, distributed environment from HQ data centers down to edge devices on remote
islands — effectively an intelligent nervous system for Indonesia’s defense IT. By optimizing
resource use (up to 65% cost savings via resource optimization), it also contributes to cost
efficiency, ensuring the expensive new technologies (HPCs, networks) are fully utilized and
automatically tuned. In sum, NQRust-Insight provides the reliability and resilience layer needed
for a modern digital military: it keeps critical systems running and secure, which translates to
higher mission success rates and trust in the digital backbone of defense.

Note: The NQRust Secure-Al-DC architecture blueprint integrates many of the above
components into a cohesive reference for a “secure Al data center.” It combines NQRust-
HV, MicroVM, SecureGPU, Enclave, Storage, FleetMgr, LLMOps, Lake, and more into a

vertically integrated stack. We will leverage this integrated approach in the advanced
solution design to show how these products work in concert to deliver a sovereign, Al-
driven defense cloud.

Each NQRust product has been selected to address specific Indonesian defense needs: data
sovereignty is enforced at every layer (from HV's compliant hypervisor to LLMOps’ on-prem Al);
zero-trust security is baked in (Identity’s continuous verification, micro-segmentation via HV
and SecureGPU isolations, Insight's anomaly alerts); and the solutions cater to multiple
maturity levels — from quick wins like Zerocode/BPMN for immediate efficiency, to intermediate
Al adoption (LLMOps, SecureGPU) and culminating in advanced unified platforms (FleetMgr,
Secure-Al-DC). Together, the NQRust suite maps to Indonesia’s strategic modernization
priorities: accelerating C4ISR integration via data unification and orchestration, enabling
autonomous and Al-enhanced defense capabilities on sovereign infrastructure, and fortifying
cyber-defense by design. The following sections present three integrated solution designs built
from these components, each tailored to a different maturity stage and architectural focus.

2.Solution 1: Al-Driven Decision Support (Agentic Al for Command & Intelligence)
2.1 Problems & Challenges

Indonesian defense planners and intelligence analysts face information overload and slow
decision cycles. Currently, critical insights are buried in vast volumes of reports (in Bahasa
Indonesia and other languages), open-source intelligence, and sensor data, which analysts
must manually digest. Decision-making is often reactive and time-consuming, as traditional
intelligence workflows rely on humans to filter and summarize data. Globally, advanced
militaries are deploying “agentic Al” — Al assistants and agents — to augment human
decision-making, using Al to triage data and even propose actions. For example, the US Project
Maven demonstrated Al's value in analyzing drone imagery to identify threats faster than
analysts.-
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In comparison, Indonesia is at an earlier stage: while the government acknowledges Al's
promise in streamlining operations and enhancing decision accuracy, the implementations
remain nascent. The gap is evident in scenarios like maritime security — an Indonesian
commander might receive dozens of reports about suspicious vessels, but limited analytical
staff means slow compilation of a clear picture, potentially allowing threats (piracy, illegal
fishing) to slip by. Additionally, Indonesia’s multilingual environment and dispersed data make
it hard to consolidate intelligence. Internally, there’s also resistance and skill gaps in adopting
Al tools — many TNI and agency staff are not trained data scientists, and trust in Al must be
built. Externally, peer nations (e.g. Singapore, US, China) are investing heavily in Al for defense; if
Indonesia lags, it could face strategic disadvantage in awareness and decision speed.
Moreover, any Al solution must respect Indonesia’s security constraints: sensitive military data
cannot be sent to foreign cloud Al services (raising sovereignty concerns), and any Al must
operate under human oversight (to align with rules of engagement and ethical use). In
summary, the challenge is how to rapidly implement an Al decision support capability that fits
Indonesia’s context: one that can process multilingual, multi-source data, deliver actionable
insights to commanders and analysts in real-time, and do so on sovereign infrastructure with
robust security (preventing the Al from becoming a leak or rogue actor).

2.2 Solution Architecture

The solution is an Al-Driven Decision Support platform built from NQRust components,
essentially creating a virtual intelligence assistant for commanders and analysts. This agentic
Al system ingests data from various sources (intelligence reports, field sensors, open-source
feeds) into a secure knowledge repository, uses large language model (LLM) technology to
analyze and answer questions, and interfaces with humans through natural language. The
architecture diagram below illustrates the design:

I
i

{

NORut Deomon Suopon
User Lovel W tom & ey aton
e — - |
F====1
) oo & Raram

r— Tz

B20 tokr

oo

N Cogra

Figure 2: NQRust Decision Support Platform Flow

Workflow: A commander or analyst interacts with the system through a secure chat interface
(built with NQRust-Zerocode as a web app or chat portal, ensuring it's custom-fit to
Indonesian language and military terms). They can ask questions like “Summarize maritime
threats in sector X in the last 24 hours” or “What are the likely intentions of vessel Y?". -
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The query first goes through NQRust-Identity, which authenticates the user via SSO/MFA and
checks authorization (ensuring, for example, only an intelligence officer with the right clearance
can query classified data). Once cleared, the query is forwarded to the Al engine.

The data needed to answer the query resides in NQRust-Lake, which stores consolidated
information: intelligence bulletins, sensor readings, drone imagery metadata, translations of
foreign news, etc. NQRust-Lake’s lakehouse provides a unified, fast-access repository that can
be queried in real-time. When the Al engine (an LLM) receives the query, it uses NQRust-
LLMOps to retrieve relevant context from the Lake (for instance, it might vector-search recent
reports about sector X). LLMOps ensures this operation is efficient and contained on-premise —
the Al model runs on the military’s own GPU servers, not in a foreign cloud.

The large language model itself (A2 in the diagram) is a domain-specific LLM fine-tuned for
defense knowledge. NQRust-LLMOps was used to fine-tune this model on Indonesian defense
data (past incidents, doctrinal documents, etc.), leveraging Rust-optimized training to do so
quickly. The model might be something like an adapted LLaMA or GPT model that can
understand Indonesian and military jargon. NQRust-SecureGPU is employed at the
infrastructure level to allow this model to utilize GPUs efficiently. For example, multiple instances
of the Al assistant (for different users or different classification levels) can run on one physical
GPU with hardware-enforced isolation — ensuring that even if two agencies (say Navy and Air
Force intel) share GPU hardware, their data and sessions remain isolated (Zero Data Leokdge).
These Al instances run inside secure micro-VMs provided by NQRust-HV, adding an extra
layer of containment; even if the Al model misbehaved or was tampered with, the HV’s
memory-safe isolation prevents it from affecting other systems.

The large language model itself (A2 in the diagram) is a domain-specific LLM fine-tuned for
defense knowledge. NQRust-LLMOps was used to fine-tune this model on Indonesian defense
data (past incidents, doctrinal documents, etc.), leveraging Rust-optimized training to do so
quickly. The model might be something like an adapted LLaMA or GPT model that can
understand Indonesian and military jargon. NQRust-SecureGPU is employed at the
infrastructure level to allow this model to utilize GPUs efficiently. For example, multiple instances
of the Al assistant (for different users or different classification levels) can run on one physical
GPU with hardware-enforced isolation — ensuring that even if two agencies (say Navy and Air
Force intel) share GPU hardware, their data and sessions remain isolated (Zero Data Leokdge).
These Al instances run inside secure micro-VMs provided by NQRust-HV, adding an extra
layer of containment; even if the Al model misbehaved or was tampered with, the HV’s
memory-safe isolation prevents it from affecting other systems.

When the Al formulates an answer, NQRust-LLMOps supplies not just a raw answer but also
references (e.g. “Vessel Y was reported near location Z at 2200hrs”). This ensures the human
can trust and verify the Al's output — critical in defense contexts to maintain human authority
over decisions. The response is then delivered via the Zerocode-built interface to the user in
natural language, potentially alongside a generated brief or alert.

If the Al detects something urgent (e.g. it concludes a vessel is likely engaged in illegal activity
or an imminent threat), it can also trigger an automated workflow in NQRust-BPMN. For
instance, BPMN could instantiate an alert process: notify a superior officer, log the incident, and
schedule a drone surveillance task. This workflow automation ensures that Al insights convert
to action through established procedures (with human oversight at predefined points). BPMN's
audit trail and compliance features document these steps for accountability.

All components are orchestrated by NQRust-FleetMgr — which in this solution manages the
underlying container/VM environment (e.g. deploying the LLM inference service across
available nodes, scaling instances as multiple queries come in). FleetMgr ensures that whether
the Al runs on a central server or distributed nodes, it's controlled under one policy — important
for enforcing that, say, models are only deployed on approved secure servers and that
resource usage is optimized (no GPU sits idle while another is overloaded). -
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It also automates compliance — e.g. ensuring all systems are running the approved version of
the model, and collecting logs for auditing user queries (which might be needed for
intelligence oversight).

Finally, NQRust-Insight monitors this entire pipeline. It watches the health of the Al platform -
e.g. if a GPU is overheating or a memory spike occurs (perhaps a sign of a problematic input or
cyber attack), Insight would flag it, possibly auto-mitigating by restarting a service or shifting
load. It also tracks usage patterns to help improve performance — e.g. identifying that certain
data queries are slow and recommending pre-indexing them in NQRust-Lake, thereby
continuously optimizing the system for speed (crucial when answers might be needed in split-
seconds during crises). Insight’s predictive alerts bolster cyber defense too: if an adversary
tried to overwhelm the Al with malicious queries or cause a denial-of-service, Insight would
detect the anomaly and FleetMgr could isolate or shut down the affected component,
embodying a resilient design.

This architecture ensures agentic Al is delivered securely and effectively: the Al assistant has
access to comprehensive, up-to-date data (via Lake), can perform complex reasoning (via
LLMOps on GPUs), and can act (via BPMN workflows) — but always under tight security controls
(Identity and HV isolations) and human oversight (human-in-the-loop for decisions, with
traceable outputs). It's a modular design: initially, the system could be deployed at a smaller
scale (e.g. one server running the LLM for a pilot with strategic analysts). As confidence and
maturity grow, it can scale to more users and more data (FleetMgr deploying across multiple
nodes, perhaps one per service branch). The sovereign nature of the platform is maintained
throughout — all components run in TNI's data centers, with no dependency on foreign Al
services, aligning with Indonesia’s requirement that defense Al be locally controlled.

2.3 Use Cases & Business Scendrios

This architecture ensures agentic Al is delivered securely and effectively: the Al assistant has
access to comprehensive, up-to-date data (via Lake), can perform complex reasoning (via
LLMOps on GPUs), and can act (via BPMN workflows) — but always under tight security controls
(Identity and HV isolations) and human oversight (human-in-the-loop for decisions, with
traceable outputs). It's a modular design: initially, the system could be deployed at a smaller
scale (e.g. one server running the LLM for a pilot with strategic analysts). As confidence and
maturity grow, it can scale to more users and more data (FleetMgr deploying across multiple
nodes, perhaps one per service branch). The sovereign nature of the platform is maintained
throughout — all components run in TNI's data centers, with no dependency on foreign Al
services, aligning with Indonesia’s requirement that defense Al be locally controlled.
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Figure 3: Indonesia’s Defense Al Development Timeline
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* Internal (Short-Term, 2024-2026): A pilot deployment at the Defense Intelligence Agency
(BAIS) provides analysts with an Al assistant for report analysis. For example, an analyst can
instantly get a summary of daily field reports or ask the Al to translate and summarize a
foreign military news article. The short-term impact is improved analyst productivity —
tasks that took hours (reading dozens of pages) now take minutes, freeing analysts for
higher-level judgment. The system also serves as a knowledge management tool: new
officers can query historical incidents or procedures in natural language instead of
combing archives. Initially, this might run on modest hardware (a single GPU server) and
cover unclassified or “Confidential” level data to build trust. The internal ROI in this phase is
measured in time saved (e.g. 50% reduction in intelligence report preparation time) and
improved situational awareness for command staff.

e External (Short-Term, 2024-2026): In a joint exercise with ASEAN partners, Indonesia
showcases an early version of the decision support Al to coordinate humanitarian
assistance/disaster relief operations. The Al aggregates multilingual information (e.g. locall
news, social media, incoming requests) and helps the coalition command center allocate
resources faster. This demonstrates Indonesia’s growing technological leadership in the
region and builds trust in Al-assisted operations. While limited in scope (perhaps using
open-source data only), it paves the way for broader adoption. Short-term external KPIs
include faster mission planning cycles (e.g. cutting planning time by 30%) and positive
feedback from partners on information-sharing efficiency.

e Internal (Mid-Term, 2027-2030): The platform is expanded ministry-wide, integrated with
classified databases and live sensor feeds. Use Case: The TNI headquarters uses the Al
assistant in wargaming and real operations. During a crisis simulation, the Al provides real-
time recommendations by correlating live feeds (radar tracks, cyber alerts) with historical
conflict data. It might suggest courses of action or flag anomalies (e.g. “Vessel X is
behaving similarly to a known smuggler from last year”). Mid-term, the Al can also initiate
certain routine actions via BPMN — for instance, if a cybersecurity anomaly is detected at 2
AM, the Al triggers a cyber defense playbook automatically (isolating affected network
segments) without waiting for human operators, while notifying officers. Business
scenatrios: Improved decision timeliness in operations - e.g. reducing OODA loop (observe-
orient-decide—act) time by a significant margin, such as from hours to minutes, which
directly improves mission success odds. Another scenario is internal training: the Al can act
as a virtual instructor, answering soldiers’ questions during training exercises or generating
after-action reports. The platform’s presence across Army, Navy, Air Force and intel units
promotes a joint operational picture, addressing long-standing inter-service coordination
issues.

* External (Mid-Term, 2027-2030): Indonesia leverages the Al support system for regional
security cooperation. Use Case: In joint patrols of the South China Seq, the Al system (with
appropriate data sharing agreements) helps compile a common intelligence picture
among Indonesia, Malaysia, and Singapore. Each country’s Al assistant exchanges
unclassified insights to improve maritime domain awareness collectively (for example,
tracking suspicious vessels moving between their waters). This bolsters Indonesia’s image
as a technologically advanced partner. Another external scenario: the Al supports
Indonesian diplomats and defense attachés by quickly summarizing developments or
historic data during negotiations — essentially providing an on-call advisor that increases
confidence and effectiveness in international engagements. The mid-term outcome
externally is stronger regional leadership and faster collaborative responses to shared
threats (like piracy or terror networks), measured by metrics such as reduced incident
response times in multilateral operations.
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* Internal (Long-Term, 2031-2035): By this stage, the Al decision support is deeply ingrained
in command and control structures. It evolves into a full-fledged cognitive partner for
commanders, potentially with voice interaction and real-time language translation (helpful
for units operating in Papua vs. Java, for example). Use Case: During a fast-moving conflict
scenario in 2033, the Al continuously analyzes operational data, predicts enemy moves
(using trained models on historical conflicts), and advises field commanders on optimal
strategies, while also handling auxiliary tasks (auto-generating logistics requests, adjusting
electronic warfare settings, etc.). The Al might even control certain autonomous systems
under human supervision — e.g. directing a swarm of surveillance drones to areas of
interest it identified. This is an advanced agentic capability where the Al not only answers
questions but initiates and executes bounded tasks to support human commanders. The
human leadership still sets goals and rules of engagement, but the Al agent handles many
details at machine speed. Long-term, internal KPIs would be measured in overall force
effectiveness: higher success rates in simulated operations, greater deterrence (because
decisions are faster and more precise), and efficiency (perhaps the same operational
outcomes with fewer resources, as Al optimizes deployment).

« External (Long-Term, 2031-2035): Indonesia’s defense Al prowess underpins its strategic
autonomy and global standing. Scenario: Indonesia leads an international task force’s
information center using its Al, outperforming systems that other countries use. Its
indigenous Al tech becomes an export commodity (with sanitized versions of NQRust-
LLMOps/Insight offered to friendly nations), turning Indonesia into a regional hub for defense
Al innovation. Another scenario is the use of the Al platform in UN peacekeeping operations
led by Indonesia — where it aids in conflict analysis and civilian protection strategies,
showcasing ethical and effective Al use. Externally, Indonesia’s long-term metric is
influence: the ability to set standards in forums about Al in warfare (because it has hands-
on experience) and to deter adversaries with its rapid decision capabilities. The presence of
a proven Al aide in command centers contributes to credible deterrence, as potential
adversaries know Indonesia can respond swiftly and wisely to aggression (which aligns with
improved deterrence noted as a benefit of Al integration).

Throughout all these scenarios, security and human control remain paramount. Internally, the
system is continuously audited (all Al queries and actions are logged via Identity and BPMN
audit logs) to ensure no unauthorized or unintended behavior. Externally, especially in long-
term, Indonesia will likely champion responsible Al - e.g. demonstrating that its agentic Al
follows international law (no autonomous lethal decisions without human authorization) and
that data is protected (no spying on allies through the system). This balance of innovation and
governance will define the success of this solution.

2.4 Business Impact

The Al-Driven Decision Support solution yields substantial impacts across effectiveness,
efficiency, and sovereignty:

e Faster & Smarter Decisions: Commanders and analysts gain a dramatic boost in
decision-making speed and accuracy. Critical intelligence that once took hours or days to
compile is available in seconds, potentially improving decision timelines by an order of
magnitude. This is reflected in KPIs like the intelligence cycle time — for example, producing
daily threat briefings 4x faster and with greater depth. In operations, a faster OODA loop
means seizing initiative; even a 30% reduction in decision latency can be the difference
between intercepting a hostile act or missing it. Additionally, decisions are more informed:
the Al cross-references far more data than any individual could, reducing blind spots. This
leads to higher mission success rates (measured in exercises and simulations as scenario
win percentage) and improved mission planning quality (e.g. fewer unforeseen issues due
to overlooked intel).
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Figure 4: Al Platform Enhances Indonesian Military

* Enhanced Military Effectiveness: By augmenting human staff, the solution acts as a force
multiplier for the Indonesian military’s brainpower. A single analyst with Al assistance might
do the work of several, allowing reallocation of human talent to creative and strategic tasks.
This effectively addresses manpower constraints without expanding headcount — a cost-
efficient way to boost capability. TNI can maintain a relatively small but highly effective
intelligence corps, aligning with budget limits. We expect up to 50-70% productivity gains
in staff work (validated by the reduction in manual analysis tasks). Moreover, the
consistency of Al suggestions and automated workflows enforces best practices across the
organization, elevating overall competence. Over time, using Al for wargaming and analysis
will enhance training and readiness (e.g. units that used the Al in simulations see
measurable improvements in real exercises). Ultimately, a more agile and informed
command structure strengthens deterrence: adversaries will know that Indonesia can
comprehend and react to threats swiftly, bolstering national security.

e Cost Efficiency & Resource Optimization: Although implementing this Al platform requires
upfront investment in software and hardware, it delivers significant savings and cost
avoidance. Labor savings are notable - repetitive cognitive tasks and data processing are
largely automated, potentially reducing overtime and enabling a leaner analytical
department (the Identity & BPMN components also slash administrative overhead for
managing reports and approvals by ~70%). The re-use of existing data and reports (via
Lake) avoids duplication of effort across agencies. On the IT side, by leveraging NQRust's
efficient tech, the solution avoids expensive alternatives: for instance, using NQRust-HV and
SecureGPU means no recurring VMware or proprietary GPU cloud costs, saving millions over
years (NQRust-HV provides 74% TCO reduction vs legacy virtualization; SecureGPU
maximizes hardware ROI by 3x). Furthermore, FleetMgr’s intelligent orchestration leads to
high utilization — idle compute time is minimized as GPUs/CPUs are allocated on-demand,
which can improve overall infra utilization from ~40% to 80%+. This ensures money spent on
hardware yields proportional value. We can quantify ROI: for example, if the Al allows faster
threat response that avoids a costly incident (like preventing domage to an asset), that
avoidance is a direct financial and strategic save. Conservative estimates from analogous
enterprise cases suggest a 5-year ROl exceeding 200% for such an Al platform, factoring in
productivity gains and cost savings.
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¢ Data Sovereignty & Security Assurance: Crucially, this solution is built entirely on sovereign
infrastructure, meaning 0% of sensitive data leaves Indonesian control. All Al processing,
data storage, and user authentication happen within military networks. This eliminates the
compliance risk of using foreign Al APIs (which might violate secrecy or data residency
laws). In fact, NQRust-LLMOps explicitly provides “Compliance First. Built-in data sovereignty
and regulatory compliance” — a competitive differentiator ensuring that adopting Al does
not create new vulnerabilities. The use of Rust-based components (HV, etc.) and zero-trust
architecture (ldentity) yields a hardened security posture. We expect a significant
reduction in security incidents related to information handling; for instance, the risk of data
leakage or unauthorized access is minimized. Identity’s continuous authentication and HV’s
memory safety together likely cut the probability of insider credential misuse or hypervisor
breaches to near-zero (Identity boasts 99.7% threat prevention in its zero-trust model).
Insight monitoring further ensures reliability — targeting an uptime of 99.9% or higher for the
Al service, which is vital for mission-critical usage. Additionally, sovereignty has an
economic and strategic impact: by using largely indigenous technology (NQRust is an
Indonesian platform), Indonesia retains control over upgrades and can cultivate local
expertise (some defense IT personnel will become adept at managing LLMOps and
interpreting Al outputs, growing domestic talent). This aligns with Indonesia’s goal of having
50% indigenous content in defense procurements by 2030 — our solution directly
contributes to that metric by replacing what might otherwise be a foreign Al service with a
homegrown stack.

* Intangible Benefits (Strategic Alignment): This solution also drives a cultural
transformation within the defense forces towards a data-driven, innovative mindset. As
commanders see Al can be trusted to handle staff work and provide solid advice, the
organizational agility improves. The solution reinforces inter-agency collaboration: a single
source of truth (Lake) and shared Al assistant can break down silos between TNI branches
and intel agencies. In terms of sovereignty, it boosts confidence that Indonesia can solve its
own problems with its own tech. Finally, Indonesia’s demonstration of responsible but
advanced use of agentic Al in defense will bolster its global reputation. This can lead to
leadership roles in international discussions on military Al ethics and could even deter
adversaries by signaling a form of “digital deterrence.” While harder to quantify, these
factors contribute to national security in the long run.

In summary
. .

The Al-Driven Decision Support solution offers a high-payoff modernization step. It yields
faster, better decisions (effectiveness), does so with fewer resources and lower costs
(efficiency), and maintains full control and security (sovereignty). By 2026, Indonesia will
have taken a leap toward a 2Ist-century “thinking military,” and by 2035, it can stand
among world leaders in leveraging Al for defense, all while upholding the principle of
Indonesian-led, Indonesian-owned innovation in national security.

\
3. Solution 2: Secure Edge ISR Network (Intelligence, Surveillance & Reconnaissance)

3.1 Problems & Challenges

Indonesia’s geographic reality — a vast archipelago of 17,000+ islands — makes comprehensive
surveillance and border security a daunting task. Intelligence, Surveillance, and
Reconnaissance (ISR) capabilities are stretched thin across expansive maritime and land
borders. Currently, the country has limited persistent surveillance infrastructure in remote
areas. Patrol aircraft or naval vessels cannot be everywhere at all times, and ground radar or
camera coverage is spotty in outer islands. This creates blind spots that are exploited by
threats such as illegal fishing fleets, smugglers, or potential infiltrations. Globally, defense forces
are addressing such gaps by deploying edge ISR systems — networks of drones, -
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unattended sensors, and forward-deployed computing that can watch critical areas and feed
data to command centers. The challenge for Indonesia is deploying these in a secure and
coordinated way: edge devices operating in rough environments with intermittent connectivity
must still reliably deliver intel. Without proper coordination, introducing many new sensors can
overwhelm command centers with data (a “firehose” of video feeds, etc.), or worse, introduce
vulnerabilities (each networked sensor is a potential cyber attack surface). Comparatively,
nations like the US have projects for autonomous drone swarms and Al-enhanced ISR (e.g. the
US Army’s Project Convergence uses Al at the edge to shorten sensor-to-shooter loops).
Indonesia risks falling behind if it relies purely on manned patrols and periodic monitoring.
Internally, defense stakeholders (TNI AD, AL, AU) might operate their own surveillance assets
without integration, leading to siloed pictures. For example, the Navy might have drone boats
and the Army static cameras, but without a unified system, they don’t share data in real-time.
There are also regulatory and trust issues: data from edge sensors might be sensitive (e.g.
footage of citizens or private vessels), raising the importance of data governance and
sovereignty even at the edge. Zero-trust needs to extend to devices that might be physically
captured or tampered with by adversaries. Additionally, connectivity in Indonesia’s remote
regions can be unreliable; an edge network must handle low-bandwidth or intermittent links
gracefully. Summed up, the problem is how to implement a secure, distributed ISR network
that covers Indonesia’s vast territory, integrating myriad edge devices (drones, loT sensors,
mobile command posts) into a cohesive intelligence system, while ensuring each component
is secure, trusted, and doesn’t overwhelm central commands — essentially achieving “eyes and
ears everywhere” without creating chaos or new risks.

3.2 Solution Architecture

The Secure Edge ISR Network solution builds a distributed intelligence network combining
edge computing, secure communications, and centralized command integration using NQRust
technologies. The architecture treats each sensor or drone as a smart node that can process
data on-site (reducing bandwidth needs) and share insights securely upstream. Meanwhile,
central command systems aggregate and analyze nationwide data in near-real-time. The
focus is on security at every level: device identity, encrypted links, and isolated processing via
microVMs/containers. The following diagram outlines the architecture:
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Figure 5: ANQRust Field Operations Architecture

At the Edge (Field): We have various ISR devices spread across the region. Examples: an
autonomous drone (E1) patrolling a maritime area, equipped with a camera and perhaps an
infrared sensor; a coastal sensor station (E2) on a small island with a radar and environmentall
sensors; a patrol vessel’s onboard system (E3) that integrates its observations and perhaps
acts as a node when in range. Each of these is not just a “dumb” sensor streaming data but
includes an EdgeCompute module — essentially a rugged mini-computer running NQRust
software for local processing.
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Within EdgeCompute, NQRust-HV (or a MicroVM environment) is used to run Al inference and
other logic on the raw sensor data. For instance, the drone (E1) might run a vision model locally
to detect ships or vehicles in its camera feed. NQRust-HV's lightweight virtualization ensures
this processing is isolated from the device’s control software — even if the Al model crashes or
is compromised, it won't affect the drone’s flight controls. This isolation is also useful if the
drone carries multiple algorithms (e.g. one MicrovM for object detection, another for
navigation), enforcing fault tolerance. The Rust-based HV is ideal here due to its minimal
overhead (100ms VM startup fits the need for quick on-device tasks) and memory safety
(preventing exploits that could target the VM from sensor input).

Each device and microVM is registered with NQRust-Identity (EC2 on the device) as a unique
identity in the system, possessing cryptographic credentials. This means when a drone sends
data or when HQ issues a command, the identity framework ensures mutual authentication —
no rogue or spoofed device can join, and commands are only accepted from verified authority.
This is critical for zero-trust at the edge: even though these devices are TNI-owned, the system
assumes compromise is possible (a device might be captured or a signal spoofed), so every
communication is verified and encrypted. Identity also manages role-based access for datao;
e.g., a border guard might only see sensor feeds for their sector, not the whole network.

Local Processing & Communication: Instead of streaming raw video, the edge device uses on-
device Al to analyze data. For example, Drone El might detect a “suspicious vessel” in its video —
the local Al (perhaps a YOLO or custom model) labels it and only sends an event like “Vessel
detected at coordinates, image snippet attached” to command, rather than streaming hours
of video. This drastically reduces bandwidth usage and central load. If connectivity is lost, the
drone can still continue its patrol and log detections for later upload, increasing resilience.

Data that is sent uplink goes through the Secure Comms network (NET). This could be satellite
comms, military radio, or forthcoming 5G defense networks, but in all cases, NQRust-Identity
ensures it's end-to-end encrypted and signed. We use standard protocols (could be VPN
tunnels or even MQ messages over SATCOM) but the identity tokens from NQRust provide the
trust layer. The communications network itself might be intermittent, so the architecture uses
store-and-forward where needed: e.g, if the drone can't reach HQ directly, it could offload
data to a patrol vessel (E3) when it comes within range, and that vessel will forward it over its
longer-range link. FleetMgr (C1) is aware of network topologies and can route accordingly.

At Central Command: Headquarters (or regional command centers) receive the incoming ISR
data. NQRust-FleetMgr (C1) serves as the orchestrator and brain of the network. It manages
edge device software (for instance, pushing an updated Al model to all coastal cameras via
over-the-air updates), orchestrates computing workloads between center and edge (deciding
what should be processed at HQ vs on the device), and funnels data streams into the right
channels. FleetMgr effectively treats the entire distributed network (edge nodes + HQ servers)
as one cloud, with a unified scheduler. This is crucial for “tasking” — e.g. if HQ wants more
detail on a detection, FleetMgr can deploy a new micro-service on the drone or adjust its tasks
(perhaps through BPMN triggers).

Data from edges is aggregated in NQRust-Lake (C3) at central. The Lakehouse stores raw
feeds (when available), processed events, and merges them with other intel (like AIS ship
tracking data, satellite images, etc.). It provides analysts and Al algorithms a unified view.
Because it's a high-performance lakehouse, it can be queried for patterns across time and
space (e.g. “show all detections of vessel with X markings in last 7 days”). The architecture
ensures that even though the data originates from all over (and some data might be partially
processed at edge), everything funnels into the Lake for permanent record and deep analysis.
Lake’'s memory-safe design again protects this central repository from corruption or attack
(mitigating the risk that a malformed data packet from a hacked device could crash the
database).
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For advanced analytics and cross-sensor correlation, NQRust-LLMOps (c4) at HQ is used. Here,
LLMOps might deploy Al models that require heavier compute or multiple data sources — for
example, a model that predicts smuggling routes by analyzing patterns, or an Al that reads all
edge reports and generates a summary for commanders (similar to Solution 1's assistant but
focused on ISR inputs). LLMOps can also handle model training: as new data comes in from
edges, HQ can fine-tune detection models (e.g. improving a drone’s object recognition using
new examples) and then, via FleetMgr, push those updated models back out to the edge
devices in the field. This closed loop keeps the edge Al improving. Importantly, any model
training that happens uses SecureGPU and HV in the HQ data center to ensure it's efficient and
secure — multiple model tasks can share GPUs with isolation, so the ISR analytics doesn't
monopolize resources that might be shared with other defense Al tasks.

Workflow & Alerting: Not all incoming data requires human attention. NQRust-BPMN (C6) is
used to set up automated workflows for common ISR events. For instance, suppose a coastal
sensor station detects a vessel entering a restricted zone: the local Al flags it and sends an
event. BPMN can define a workflow: “If unrecognized vessel detected in Zone A, then alert naval
command and dispatch nearest drone for closer look.” FleetMgr via BPMN would send a
command to the appropriate drone to investigate (this is the “tip and cue” concept — one
sensor’s tip cues another sensor to focus). Another workflow: if multiple sensors along a border
trigger, BPMN can escalate to generate a threat alert that appears on the Command Ul and
send SMS to field commanders, etc., all automatically. These workflows embody the military’s
standard operating procedures, automated for speed. They still include human checkpoints for
critical decisions (e.g. before any engagement, a person must verify the target), but they
drastically accelerate the detect-to-act chain. BPMN's orchestration also ensures jointness —
an Army ground sensor can automatically cue an Air Force drone or Navy patrol, breaking
traditional service silos by design.

User Interface: At the Command Center, a unified dashboard (built with NQRust-Zerocode or
similar integration tools, shown as C7) presents the situational picture. Here, all feeds and alerts
are integrated: a map with live drone locations, detected objects marked, alert lists, and the
ability to drill into camera feeds on demand. Zerocode allows building this complex dashboard
rapidly and customizing it in-house to Indonesian language and workflow needs, with secure
APIs connecting to Lake and BPMN data. Users (intelligence officers, operations duty officers)
can query data (like ask for history of a track, which might invoke LLMOps to summarize recent
activities of a vessel). They can also issue commands through this interface — e.g. retask a
drone, adjust surveillance coverage — which go back through FleetMgr to the devices. All user
actions are authenticated via NQRust-Identity (C2) to ensure only authorized personnel can do
certain actions (for example, only a naval commander can redirect a Navy drone). The Ul thus
becomes the “single pane of glass” for ISR management.

Security & Monitoring: The entire network is under constant watch by NQRust-Insight (C5).
Insight collects telemetry from edge devices (via FleetMgr) — CPU/memory on drones, link
quality, battery levels, etc. It uses ML anomaly detection to identify issues: e.g., if a sensor’s data
pattern suddenly changes (which could indicate tampering or malfunction), or if a normally
stable link starts dropping packets in a way that might signal jomming, Insight flags it. These
alerts appear on the Command Ul for the tech operators, and could also trigger automatic
mitigations. For example, if a drone’s onboard computer shows signs of malware (unexpected
processes or high CPU at odd times), FleetMgr can isolate that node (stop accepting data until
it's inspected) and possibly reboot it in a safe mode. Insight ensures the resilience and cyber
defense of the ISR network: in a wartime scenario, adversaries might try to hack or disrupt
sensors; Insight combined with zero-trust design makes that very difficult to do undetected. It
can reduce incidents (downtime or breaches) by proactive measures, aligning with its typical
87% incident reduction claim.
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Edge Autonomy and Bandwidth Optimizations: A key architectural principle here is pushing
intelligence to the edge to save bandwidth and improve responsiveness. If a drone can identify
something and act (within its ROE) locally, that's faster than waiting for HQ analysis. For
instance, multiple drones might coordinate among themselves (via FleetMgr's edge
orchestration) to follow a target across sectors, with minimal HQ guidance — a scenario of
autonomous swarming in the long term. FleetMgr’s ability to run in distributed mode is used:
parts of FleetMgr's control logic might run on regional hubs to make decisions faster (e.g., a
local base station can directly command drones in its area for immediate response, while still
reporting to central). The architecture is flexible: initial deployments might be simpler (with
most decisions at HQ), but as trust in edge autonomy grows, more decision-making is
delegated to edge Al under human-set constraints.

This secure edge ISR network thus creates an integrated “mesh” of smart sensors and central
analytics. It's architecturally differentiated by blending edge computing and cloud: heavy Al
at HQ complements light Al at edge. Every layer is secured by design — devices treat even HQ
as untrusted and vice versa, requiring constant identity verification, fulfilling a true zero-trust
architecture stretched across the field. And critically, all data stays under Indonesia’s control:
sensor data is encrypted from sensor to command, stored in on-prem Lake, and processed by
on-prem Al — no third-party cloud involved, addressing sovereignty.

3.3 Use Cases & Business Scenarios
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Figure 6: Indonesia's Edge ISR System Development Timeline

e Internal (Short-Term, 2024-2026): The military conducts a pilot by equipping a handful of
remote island outposts and drones with the edge ISR system. Use Case: Monitor the Natuna
Sea (which has seen frequent illegal fishing incursions). Three fixed camera towers with
edge Al and two maritime surveillance drones form a network. In this short-term scenario,
when a fishing boat enters Indonesian waters illegally at night, an outpost's camera (with
thermal imaging) flags it via on-device Al. The system automatically alerts the local Navy
post, and also cues a drone to track the boat. By the time a patrol vessel intercepts, they
have a full track of the boat’'s movements recorded. This is a significant improvement over
previous practice, which might rely on sporadic radar hits and delayed response. The
short-term internal outcomes include catching more violations (measurable increase in
interceptions), and doing so with less routine patrolling (saving fuel and crew strain). The
network would likely operate on a small scale initially, but even that yields proof-of-concept
KPIs: e.g. a >50% increase in detection rate of target activities in the covered zone, and
response time to incidents cut from hours to minutes. Internally, this builds confidence and
justifies expansion. It also irons out technical kinks (how to integrate with existing command
systems like the Navy’s C2).
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e External (Short-Term, 2024-2026): The presence of these ISR capabilities is
communicated (strategically) to neighbors and potential violators. For instance, Indonesia
announces that it has deployed smart surveillaonce around protected fisheries. The
immediate external effect is deterrence: if illegal actors know there’s an automated eye
watching (and evidence can be shared diplomatically or in courts), they may reduce
incursions. Additionally, Indonesia could share some unclassified data with a regional
center like the Information Fusion Centre (IFC) in Singapore to contribute to broader
maritime domain awareness, showcasing Indonesia as a proactive guardian of regional
security. Short term, external measures are anecdotal but important — e.g., reduced
complaints from local fishermen about foreign vessels (as more are being caught or
scared off), and positive feedback in ASEAN security forums on Indonesia’s use of tech for
common challenges.

e Internal (Mid-Term, 2027-2030): Full rollout across multiple domains. Use Case: A “border
security network” is established in eastern Indonesia: a combination of ground sensors
(seismic or acoustic sensors on border pdths), UAVs, and marine sensors all linked via the
secure edge network. Now, the Army, Navy, and Air Force coordinate seamlessly. For
example, an acoustic sensor in Kalimantan detects movement at an unauthorized crossing
— it triggers a nearby Army drone to get visual confirmation, and simultaneously notifies an
Air Force surveillance aircraft in the area to focus its radar there. The system can handle
simultaneous incidents across vast areas, prioritizing and triaging with Al. Mid-term
internally, joint operations effectiveness is greatly enhanced: the TNI can respond to
incursions or search-and-rescue with an orchestrated symphony of assets. A metric could
be the reduction in “unknown contacts” — previously many radar blips or alarms remained
unresolved due to lack of response; now perhaps >80% are investigated and identified by
the network automatically. Another KPI: average time from detection to dispatch of
response force could drop by, say, 60%. Mid-term, the military may also integrate this with
their new Cyber Force (if established as envisioned) - ensuring the network itself is
defended and maybe even using it to detect electronic warfare or cyber intrusions (the
edge nodes could pick up jomming signals as events, etc.). Internally, this period will also
see cost efficiencies: instead of buying large numbers of manned patrol assets, the armed
forces can cover gaps with cheaper autonomous sensors. The solution’s data helps
optimize asset usage (fewer unnecessary patrols, more targeted missions), potentially
saving a significant portion of operational expenditure.

e External (Mid-Term, 2027-2030): The secure ISR network becomes a key element of
regional security cooperation. Scenario: During a regional counter-terror operation,
Indonesia shares real-time feeds (appropriately filtered) from its edge network with
neighboring countries’ forces chasing the same adversary across borders. Perhaps drones
from both Indonesia and Malaysia coordinate under a shared FleetMgr instance in a joint
command post, enabled by the interoperability of NQRust (since it's standards-based and
can be extended with codlition identity federation). This demonstrates that Indonesia’s
system is not a black box but can plug into multilateral efforts, enhancing collective
security. Another scenario: Indonesia invites observers from other countries to see the ISR
network in action during a large-scale exercise (e.g, Garuda Shield exercises). Impressed,
some neighbors might consider adopting similar tech — opening an avenue for defense
tech exports or at least increased influence (Indonesia could lead on setting standards for
ASEAN ISR data exchange). The external impact mid-term would be increased maritime
and border security for all parties — for instance, a measurable drop in piracy incidents in
the region, which Indonesia can partly credit to its improved surveillance capabilities (and
share that data in regional forums). It also elevates Indonesia’s standing as a high-tech
defense player (no longer just relying on hardware buys but innovating in networked
warfare).
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e External (Long-Term, 2031-2035): The secure edge ISR network underpins strategic
autonomy and regional stability. Externally, potential adversaries are aware that
Indonesia’s entire territory is under a vigilant, Al-powered watch. This acts as a strong
deterrent. For example, illegal militias or foreign special forces would know any incursion is
likely to be immediately detected and localized. In a geopolitical standoff, Indonesia can
provide verifiable situational awareness (for instance, to prove a neighbor's units are
encroaching, with time-stamped evidence). The country could even extend a protective
umbrella to friendly neighbors — e.g., covering parts of the South China Sea or Malacca
Strait with its ISR and sharing data, thus taking a leadership role in securing critical trade
routes. By 2035, if the network is sufficiently advanced, Indonesia might participate in global
peacekeeping missions by deploying a portable version to monitor conflict zones (a sort of
“ISR network in a box”), further cementing its reputation. Externally measured, Indonesia’s
long-term influence and security are enhanced: fewer border incidents escalate because
they are detected early and addressed; international indexes of maritime security or border
security would rank Indonesia higher. The geopolitical leverage gained by controlling one’s
situational awareness — and perhaps offering or denying it to others — becomes a strategic
asset.

Throughout these scenarios, sovereignty and security remain high: all data collected over
Indonesian territory is processed and stored under Indonesian control (no reliance on foreign
satellites or cloud beyond basic comm links, which are encrypted). This ensures Indonesia’s
intel isn't siphoned by others — a problem some nations face when using third-party
surveillance services. The incremental approach (pilot = expansion — full integration) allows
addressing challenges (like training operators, refining Al accuracy for local conditions such as
tropical weather) iteratively. By long-term, a new skilled workforce of Indonesians exists to
maintain and evolve this network — including drone operators, data analysts, and Al techs -
contributing to local capacity building.

3.4 Business Impact

The Secure Edge ISR Network delivers transformational impacts in surveillance capability,
operational efficiency, and sovereign control:
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Figure 7: Strategic Advantages of ISR Network
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e Comprehensive Situational Awareness: The most direct impact is vastly improved ISR
coverage of Indonesia’s critical domains — air, land, sea — especially in previously under-
monitored areas. The network provides 24[7 real-time eyes on high-risk zones (straits,
borders) with minimal human intervention. This leads to a quantifiable increase in
detections and interdictions of illegal or hostile activities. For instance, if previously only 40%
of illegal fishing vessels were intercepted, with this network in place that rate might climb to
80-90%, as many more incursions are spotted and responded to. Similarly, security
incidents like smuggling or unauthorized flights that used to go unnoticed nearly vanish
from the radar. This comprehensive awareness enhances national security — threats are
detected at the earliest stage, giving decision-makers maximum lead time. It also
contributes to public safety (e.g. earlier warning for natural disasters like detecting forest
fire hotspots via infrared drones, allowing faster response). Essentially, Indonesia gains a
persistent ISR umbrella akin to what only the most advanced militaries possess, but at a
fraction of the traditional cost (thanks to automation and unmanned systems). A key KPI is
reduction in average surveillance gaps: we can measure that critical regions go from X
hours per day unmonitored to near-zero unmonitored time.

* Faster Response & Improved Mission Outcomes: By cutting down the sensor-to-decider-
to-shooter timeline, the network significantly boosts mission responsiveness. Response
forces (whether coast guard, navy ships, or border patrols) are directed with precision and
timeliness. We expect incident response times to drop dramatically — potentially by 50% or
more in many scenarios (from hours to minutes, as described). Faster response not only
catches more bad actors but can save lives (e.g. in SAR operations, finding survivors
quicker). A concrete metric: the time between an alert (say a distress signal or intrusion
detection) and unit deployment could shrink from an average of 30 minutes to 5 minutes
due to automated alerting and pre-planned workflows. In military terms, the kill chain is
shortened, meaning if conflict arises, Indonesia can act inside an adversary’s OODA loop, a
known determinant of success. Exercises and simulations would reflect this in higher “blue
force” success rates and lower casualties. Essentially, the network’s efficiency yields a more
lethal and survivable force — small units empowered by real-time intel can outmaneuver
larger forces that lack it.

* Force Multiplier & Cost Efficiency: The solution serves as a force multiplier — Indonesia can
achieve coverage and effect with fewer personnel and less traditional hardware.
Unmanned systems reduce the need for constant patrol by manned ships/aircraft, saving
on operating costs like fuel, maintenance, and wear-and-tear. Human operators are used
only when necessary, reducing fatigue and allowing concentration of effort. For example,
one centralized monitoring team can oversee dozens of sensors, something impossible if
each sensor required its own crew. This translates to significant cost savings: operational
cost per patrol or per square-km monitored will drop. If a single UAV replaces what would
have been a patrol vessel mission, that's tens of thousands of dollars saved in that instance.
Over years, the TCO of maintaining surveillance drops — many of the NQRust components
(like FleetMgr and Identity) automate tasks that would otherwise require whole
departments (compliance logging, platform integration), again saving labor. Consolidated
management through FleetMgr vyields ~70% operational cost reduction vs managing
separate systems. Additionally, utilizihng commercial-off-the-shelf drones/sensors with
smart software is cheaper than deploying more high-end legacy platforms. A projected KPI
could be cost per incident detected — expecting a substantial decrease, indicating better
ROI on surveillance spending. The network is also scalable: initial investments in the
platform software cover large areas as new low-cost sensors can be added with minimal
marginal cost. Compared to traditional expansion (which might mean buying another
frigate for surveillance), adding a cluster of sensors is far cheaper, offering an attractive
economic scaling factor.
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e Sovereignty & Independent Capability: Strategically, this solution enhances Indonesia’s
technological sovereignty. All core components (NQRust products) are under Indonesian
control and can be maintained/upgraded domestically. The nation is not dependent on a
foreign satellite network or cloud analytics; even the Al models for recognition are trained
in-house on local data (meaning theyll work better for local conditions too — e.g.
recognizing Indonesian vessel types or terrain). This independence insulates Indonesia from
potential embargoes or intelligence-sharing limitations; its surveillance is self-reliant.
Sovereignty is also maintained in data: sensitive ISR data isn't funneled to any third party,
eliminating the risk of external espionage or pressure. A measure of this could be
compliance: the network meets all Indonesian data protection rules, and audits show 100%
of data remains on Indonesian soil (as mandated). In a more qualitative sense, sovereign
control over such a critical system strengthens national confidence — policymakers know
they have an undistorted view of what happens in their territory. In terms of defense
modernization goals, this addresses the mandate of Law No.3/2002 (Total Defense) by
leveraging all national resources (tech) for defense, and aligns with aims to strengthen
maritime domain awareness and cyber defense via Al.

¢ Interoperability & Strategic Alignment: The solution is built on open standards and is
extensible, meaning it can integrate new sensors, ally systems, or additional domains (like
cyber or space surveillance in future). This future-proofs Indonesia’s ISR. It also means the
country can more easily plug into allied operations without compromising sovereignty —
data can be shared selectively and securely. Strategically, Indonesia’s enhanced ISR will
contribute to regional stability by providing early warning of threats (benefiting all). We can
foresee diplomatic dividends: better intel often allows de-escalation of conflicts through
precise communication (e.g., presenting evidence of an intrusion to the offending party
privately and resolving it). The business impact beyond defense is also there: robust
maritime surveillance protects economic resources (fisheries, oil rigs) — less loss from illegal
exploitation directly translates to economic gains, which can be quantified in millions of
dollars saved annually.

¢ Reduced Human Risk & Enhanced Safety: By using unmanned systems for the “dull, dirty,
dangerous” surveillance tasks, we reduce risk to personnel. Fewer manned patrols in
hazardous conditions (stormy seas at night, for example) means fewer accidents and
casudlties. In the event of hostile engagement, an unmanned drone being shot down is far
preferable to losing a pilot or a crew at sea. This improves the overall safety record of
military operations — a metric could be reduction in training mishaps or patrol accidents as
some are replaced by remote ops. It also allows the human soldiers to focus on tasks where
they add most value — interpreting intel, making judgment calls, or engaging when needed,
rather than monotonous watch-keeping.

1

The Secure Edge ISR Network provides Indonesia with a quantum leap in situational
awareness and response capability at a sustainable cost. It aligns with the current
modernization drive which highlights agility, technology integration, and maritime focus.
The solution’s benefits can be summarized in a few key KPIs over the next decade: a
substantial increase in detection & interception rates (doubling or more), a halving (or
better) of average incident response time, a meaningful reduction in surveillance operation
costs (perhaps 30-50% cost savings per area covered), and full compliance with
sovereignty requirements (100% on-prem data processing). These translate into a more
secure Indonesia, safeguarding its vast territory and waters through a smart, locally-
empowered network that stands as a model in the region. By 2035, the country will have
one of the most advanced ISR infrastructures in Asio, realized through a clear vision of
Lsecure edge computing powering defense modernization.

J
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4. Solution 3: Sovereign Defense Cloud (Integrated Al Data Center & Operations)
4.1 Problems & Challenges

As Indonesia’s defense digital initiatives accelerate, the need for a centralized yet sovereign
“defense cloud” becomes paramount. Currently (2024-2026), much of TNI's IT infrastructure is
fragmented: each service branch and agency maintains its own data centers and servers,
often running at low utilization and with varied security postures. This leads to duplication,
siloed data, and high costs. For example, the Army might procure servers for simulations, the
Air Force separate HPC for radar analysis, and BIN its own clusters for cryptography — all
individually under-used, driving up overall cost without synergy. Moreover, legacy infrastructure
(likely based on conventional enterprise IT or foreign integrators) struggles to meet the
extreme demands of modern defense AI/ML and big data. Challenges include: Scale &
Performance - training Al models (like the ones in Solutions 1 & 2) or running nationwide war-
game simulations require enormous compute and storage throughput. Traditional data
centers choke on such loads; GPUs sit isolated, storage I/O becomes a bottleneck, and
networks saturate. Reliability — mission-critical operations need near-zero downtime and
rapid provisioning, which old systems (with manual processes for allocating resources or
recovering from failure) cannot guarantee. Security & Compliance — mixing classified and
unclassified workloads, or sharing computing among multiple units, raises big security
gquestions: one compromised app on a server could jeopardize everything if not properly
isolated (a scenario unacceptable in defense). Also, using foreign-made virtualization or cloud
management software raises data sovereignty alarms (as noted earlier, foreign control can
violate Indonesian regs). Scaling & Future Growth — looking ahead to 2027-2035, Indonesia
envisions using advanced simulations (digital twins for training), developing indigenous Al (like
large language models specific to Bahasa or regional dialects, possibly surpassing
commercial ones for certain tasks), and perhaps even offering cloud services to its defense
industry partners. Without a unified platform, it's hard to scale efficiently or incorporate
innovations quickly. Global comparison: major militaries are building their own clouds — the US
DoD’s Joint Enterprise Defense Infrastructure (JEDI, now JWCC) aims to provide on-demand
computing globally; China invests in military clouds blending civilian tech but in a state-
controlled way. Indonesia cannot rely on foreign public clouds for sensitive work (due to data
sovereignty and potential sanctions risk), so it needs its own high-performance, secure cloud.
The challenge then is to create a Sovereign Defense Cloud that delivers cloud-like agility and
Al-optimized performance within Indonesia’s full control. This must reconcile different maturity
levels — it should serve an “entry” user (maybe a small unit needing a quick server setup) up to
“advanced” (massive Al training tasks), all isolated appropriately. Integration is key: it should
break silos so Army, Navy, Air Force, intelligence, and even defense R&D and industry can
collaborate on the same infrastructure when needed, yet with strong partitioning to enforce
classification and need-to-know separations. Essentially, the problem is building a unified,
secure, high-performance computing environment for Indonesian defense that meets 21st-
century demands (Al, big data, multi-domain ops) and remains sovereign — no dependency
on foreign cloud vendors or black-box tech.

4.2 Solution Architecture

The Sovereign Defense Cloud is an integrated architecture combining all critical NQRust
components into a cohesive private cloud and Al supercomputing platform for the Indonesian
military. It can be visualized as a layered stack spanning from bare-metal hardware up to user
services, with NQRust technologies at each layer ensuring performance, security, and
sovereignty. Below is the architecture diagram highlighting major layers and components:
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Figure 8: StrategiNQRust Technology Stack Architecture

Note: NQRust-Insight appears twice (as cloud monitor and potentially an intelligence analytics
app “NQRust-Guard” if such exists), but conceptually it's one integrated platform for
observability and can feed into security intelligence.

Hardware Layer: The foundation is commodity or specialized hardware (servers with multi-
core CPUs, GPU accelerators like NVIDIA H100s, high-speed networking like InfiniBand or 5G for
battlefield cloud extension, and distributed storage such as NVMe-over-Fabrics arrays). The
design assumes centralized data center facilities — e.g, a primary Defense Data Center in
Jakarta and possibly secondary sites for redundancy (or at regional commands). High
performance is essential: the network fabric supports RDMA and sub-100ps latency for cluster
communication, and storage is NVMe-based to feed GPUs at needed speeds (multi-GB/s
throughput to avoid Al starvation). This layer is standard, but what's important is how NQRust
leverages it fully.

Virtualization & OS Layer: On top of the bare metal, NQRust-HV is deployed to host all
workloads in memory-safe virtual machines or microVMs. HV essentially forms a secure
abstraction layer: every application, service, or legacy system in defense can run in an
isolated VM that boots in ~100ms. This provides cloud-like multi-tenancy with ironclad isolation
- crucial since this defense cloud will host mixed workloads (some highly classified, some less
so, some from different organizations). HV's zero-CVE approach (memory safe Rust eliminating
vulnerabilities) means the hypervisor is not the weak link. Next, NQRust-SecureGPU integrates
at this layer: it virtualizes GPUs so that multiple VMs can share GPUs securely, as described
earlier. For example, one physical 8-GPU server could concurrently run Al model training for the
Army and a separate GPU job for the Air Force, each in separate VMs, with SecureGPU carving
each GPU via MIG into isolated instances. That yields high utilization and saves cost (fewer
GPUs needed overall) with no risk of data leakage between tenants (the memory of one VM's
GPU slice is hardware-isolated from another’s). Also, NQRust-Enclave is included - this likely
refers to a feature enabling Trusted Execution Environments (like Intel SGX or ARM TrustZone) for
sensitive code. In defense cloud, this would be used for ultra-sensitive tasks (say cryptographic
key handling, or running an Al on compartmented intel data) where even the system admins
shouldn’t peek. Enclave would encrypt memory of those workloads, ensuring even if someone
somehow got into the VM, the data is safe (Confidential Computing).

This virtualization layer essentially provides sovereign “cloud 0S” capabilities: the hypervisor
and GPU manager are entirely controlled by Indonesia (no dependency on VMware or foreign
cloud hypervisors), ensuring compliance with local laws (HV explicitly addresses Indonesian
regs). It also enables elasticity: VMs can be spun up in milliseconds and scaled - e.g. if a
sudden need arises to run hundreds of simulations, the HV can rapidly clone VMs across
servers under orchestrator direction.
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Orchestration & Cloud Services: Here, NQRust-FleetMgr is the core. It plays the role analogous
to Kubernetes + OpenStack + Cloud management all in one, tailored for Indonesia. FleetMgr is
the unified control plane that manages VM placement, container orchestration (some
workloads might be containerized microservices rather than full VMs), Al job scheduling, and
resource allocation across the whole cloud. It exposes a single interface (with web Ul and APIs)
where operators can define workloads or policies, and FleetMgr will deploy them on the
available infrastructure optimally. It leverages Al-optimized scheduling — meaning, for
instance, it knows to schedule GPU-intensive jobs on GPU nodes with available slices, and can
even do things like gang scheduling for multi-GPU training or prioritize real-time inference
workloads differently from batch jobs. This ties in with FleetMgr's advertised intelligent
scheduling that improved utilization by 85%.

FleetMgr also has an Indonesian compliance engine built-in — for example, ensuring audit logs
for every admin action, and that VMs with certain classification tags only run on certain
isolated hosts (for extra physical separation if required). It basically enforces the rules the
Ministry of Defense sets about data handling automatically.

Alongside FleetMgr, NQRust-Identity integrates here as the authentication/authorization
backbone. All users (administrators, DevOps, as well as end-users of cloud services)
authenticate via Identity’s SSO, with role-based access control across the cloud. For instance, a
data scientist from TNI-AU may only see and use the Al resources allocated to Air Force
projects. Identity ensures multi-factor auth for console access (no one gets into the cloud
management or VMs without rigorous checks) and continuous authorization (tying into zero
trust — each service verifying the others’ tokens constantly). This also satisfies audit and zero-
trust segmentation — even within the cloud, a service from Agency A will not talk to service B
without going through identity-based access rules.

NQRust-Storage (Storage Engine): While NQRust-Lake operates at data platform level, NQRust
likely also includes a distributed storage layer (perhaps based on a Rust implementation of a
file system or object store). In our architecture, this provides a unified storage pool spanning
NVMe devices across servers, with support for erasure coding, replication, and quick data
access for big data tasks. It may integrate technologies like Ceph or bespoke Rust storage
frameworks optimized for performance and durability (the Secure-Al-DC doc mentions
“NQRust-Storage” and 11-9's durability). Essentially, this ensures that any VM or service in the
cloud can access needed data at high speed and that storage is resilient (99.999999999%
durability means negligible data loss risk). We included it as ST in the diagram.

Network Controller: There likely is a software-defined network overlay (not explicitly named,
but FleetMgr might cover networking to an extent). We imagine a secure service mesh or SDN
that connects VMs/containers with encryption and segmentation. Given mention of service
mesh integration in Zerocode’s container infra and general best practice, the orchestrator
ensures each workload's traffic is isolated or monitored. This is crucial to enforce e.g. that an
intelligence VM cannot accidentally send data to an internet-facing VM, etc. Possibly
integration with Identity for access control at the network level (zero trust networking).

NQRust-Insight ties in here as the monitoring and AlOps tool for the cloud. It collects metrics
from all levels: hardware (thermals, utilization), virtualization (VM health), orchestration (service
performance), applications (response times). With ML anomaly detection, it can predict failures
— e.g. dlert if a server shows signs of impending disk failure or if an Al job is misbehaving and
causing resource leaks. It likely provides a single dashboard for DevOps to see cluster health,
and can automatically scale out or restart services when issues are detected (self-healing
achieving that 94% automation). Insight ensures the 99.99% uptime goal of a mission-critical
cloud is met by minimizing downtime events and catching issues early. It also logs everything
for root-cause analysis.

Page 24

contact@nexusquantum.id



Industry Solution: Military

Platform & Data Layer: Building on the cloud services, how we have the actual data and
application platforms that defense users will interact with:
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Figure 9: NQRust Ecosystem Hierarchy

¢ NQRust-Lake is deployed on the cloud as the central data lakehouse for all defense data.
It's implemented on top of NQRust-Storage and uses the compute provided by FleetMgr
(likely runs as a set of services or VMs that FleetMgr manages). Lake consolidates all
structured/unstructured data across defense domains: equipment maintenance logs,
operational reports, sensor data, HR and logistics data, you name it. Using Lake, authorized
users can run fast queries and analytics across these silos. It supports multiple use cases:
intelligence analysis (by storing and querying intel data), operational analysis (like
evaluating readiness or past mission data), even training data for Al (feeding NQRust-
LLMOps). The benefit of hosting Lake on the defense cloud is that it can scale out using the
cluster resources (if more data or queries come in, FleetMgr can allocate more VMs to the
Lake query engine). The Rust-powered query engine ensures queries are efficient and
secure (no memory corruption from malicious data). Lake effectively becomes the “data
hub” for C4ISR and decision support. Multiple products tie into it: BPMN might store process
logs in Lake, Zerocode apps might read from it, LLMOps uses it as a source, etc.

* NQRust-LLMOps lives here as the Al/ML platform on the cloud. With abundant GPUs under
SecureGPU management, LLMOps can coordinate large-scale model training, fine-tuning,
and deployment of models as services. For example, suppose defense R&D wants to train a
new language model on Indonesian military documents — they can spin up a training job
using LLMOps that grabs, say, 4 GPUs across 2 servers, runs for a week, and outputs a model.
LLMOps tracks experiments, data, and versions (likely integrating with MLflow or similar).
Once a model is ready, it can deploy it (with FleetMgr's help) as an inference service to be
consumed by other applications (like the decision support agent from Solution 1, or an
automated image recognition service feeding ISR). LLMOps's integration ensures such
heavy tasks run fast and cost-efficiently — a model that might take weeks on a smaller
setup might finish in days here. The secure nature means even sensitive model training
(with classified data) is done internally with full audit (compliance first). LLMOps essentially
turns the defense cloud into an “Al factory” for Indonesia: building and deploying models
that improve everything from maintenance predictions to cyber threat detection to
operational planning. It ensures Indonesia’s future Al innovations (for defense) happen on
home soil, with 100% data sovereignty.
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¢ NQRust-BPMN on the cloud provides a process orchestration layer across the enterprise.
This could serve defense business processes (procurement, personnel onboarding, etc.) as
well as operational workflows. Hosted on the cloud, BPMN can interact with data in Lake and
services managed by FleetMgr. For instance, a BPMN workflow might automatically
generate a task order for resupply when a logistic database (in Lake) shows a stock drop
below threshold. Or in operations, BPMN might help coordinate multi-step mission
procedures as we saw. Placing BPMN on the unified cloud means processes can cut across
organizations (join logistics from the Army and Navy in one flow for a joint mission supply). It
also means easier maintenance and updates of workflows, with central governance — and
with built-in audit to satisfy oversight (e.g. showing regulators that process X always
followed mandated steps). BPMN benefits from cloud scale too: during a crisis, if many
processes are triggered, FleetMgr can allocate more BPMN engine instances to handle the
load, preventing slowdowns.

* NQRust-Zerocode becomes the central development hub on the cloud. Instead of each
unit trying to code their own apps or Excel macros, business analysts or IT staff can use the
Zerocode platform to rapidly build web or mobile applications that are immediately
deployable on the defense cloud. For example, building a quick inventory tracking app for a
base, or an integration flow to connect an old database to the new Lake — all via drag-and-
drop and then one-click deploy onto HV-managed microservices. Zerocode’'s presence
means the cloud isn't just static services, but a living platform for continuous innovation:
when a new need arises (perhaps a pandemic response system or a training management
app), it can be built in days internally, leveraging connectors to the existing environment
(thanks to pre-built adapters for data sources and authentication etc.). This accelerates
digital transformation inside the military — no more long outsourced dev cycles; it’s largely
internal, quick, and far cheaper (75% cost reduction in dev). The cloud providing a common
environment ensures these apps are secure (they automatically inherit the SSO, run in HV
isolated containers, etc.).

¢ Insight & Other Apps: NQRust-Insight continues here at a higher level as well — beyond just
monitoring infrastructure, it could be turned outward as “NQRust-Guard” or a security
operations app analyzing logs to detect intrusions in the environment (taking advantage of
all the data collected). Also, there may be other domain-specific NQRust apps (the Secure-
AI-DC mention included NQRust-Analytics, NQRust-Guard which might be something like a
cyber-defense Al). We lumped these in the Intelligence Apps (IM) node. Essentially, the
platform layer can host any specialized services (e.g. a big data analytics portal or a cyber
threat hunting toolkit) — with the advantage that they all plug into the same identity and
data lake, fostering synergy.

Applications & Use Cases Layer: On top of this robust cloud, all sorts of applications can be
delivered to end-users (military personnel, analysts, administrators):

¢ Joint C4ISR Portal: A unified Commmand and Control portal that fuses information from all
sources. Users from different branches see a common operational picture (COP) drawn
from NQRust-Lake data (live sensor feeds from Solution 2, intelligence from Solution 1, etc)),
with collaboration tools built via Zerocode/BPMN. This portal runs on the cloud and can be
accessed securely from command centers or even mobile devices in the field (with
identity-based access controlling who sees what). It's essentially JADC2 for Indonesia —
enabled by the integrated data and Al of the cloud. Queries to it might go to LLMOps for
natural language answers, or it might show output from Al predictions (like “Projected
hotspots tomorrow”). This is a direct product of having all that data and compute in one
place.
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Application/Use Case
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Figure 10: Applications & Use Cases Layer

¢ Military Data Analytics: Using NQRust-Lake’s Bl capabilities, leadership can get dashboards
on logistics, finance, personnel readiness, etc. For example, a general could see equipment
readiness trends and predict shortfalls, something that was nearly impossible when data
was scattered. This might be a suite of dashboards or a self-service analytics platform (like
an internal “PowerBl” equivalent, possibly built with Zerocode connectors). It supports
evidence-based decision-making in resource allocation and strategy, linking to the
business side of defense management.

e Al Simulation & Wargaming: The cloud’'s horsepower and LLMOps allow running large-
scale simulations — such as digital twins of battlefields or Monte Carlo simulations of
scenarios (e.g. if conflict in region X, what are outcomes). The orchestrator can spin up
hundreds of VMs that simulate different units/entities interacting (like a war-game), with Al-
driven adversaries (maybe using reinforcement learning models from LLMOps). These
simulations help in training and strategy development. Historically, such large sims were
limited by compute or done in silo (e.g, only Army does ground, Navy does naval
separately). In this cloud, joint simulations across domains can be run with all pieces
interacting. The output can be visualized on VR or just screens for staff to experience. Over
time, this can evolve into a full digital twin of the military where leaders can try out
strategies without real-world risk. The cloud'’s reliability ensures these can be run frequently
(e.g. nightly automated readiness simulations) to inform decisions.

¢ Autonomous Systems Control: As Indonesia moves toward more unmanned vehicles and
robotics, those systems can connect to the cloud for coordination and heavy computation.
For instance, the swarms in Solution 2's long-term scenario can offload complex tasks (like
wide-area route optimization or target priority calculation) to the cloud Al, via 5G or satellite
link, getting results back quickly. FleetMgr can extend to the tactical edge as in solution 2,
meaning the central cloud and edges work in unison. -

Page 27

B contact@nexusquantum.id nexusquantum.id



Industry Solution: Military

¢ The defense cloud could host an “autonomy brain” that multiple drones tap into as needed
(especially for computationally intensive tasks or to update their Al models on the fly). This
hybrid computing model ensures tactical clouds the soldiers carry or drive are backed by
the strategic cloud. It means Indonesia’s autonomous systems are smarter collectively
(each isn't isolated; they share learning through the cloud). The orchestrator and identity
ensure even these interactions are secure (no enemy spoof feeding drones false info, etc.).
This supports future warfare modes, making sure Indonesia’s unmanned assets and
manned assets dre all networked and informed.

¢ Sovereign Cloud Services: Beyond internal use, the defense cloud could offer services to
the broader defense ecosystem — e.g. Indonesian defense tech startups, universities
collaborating on defense research, or defense contractors testing new systems. They could
be granted slices of this cloud (in isolated tenants via HV's strong separation) to develop
and test solutions on real data (perhaps anonymized) or using the robust infra they
otherwise couldn't afford. This fosters innovation and domestic industry (e.g, a small
company working on a new radar Al can use the cloud's GPUs instead of needing its own
HPC). All while ensuring security (they only see what they are allowed, and when their
project ends, their environment can be wiped securely). This approach accelerates
reaching that 50% indigenous content goal by nurturing local tech with government-
provided computing resources (like a military “GovCloud” for defense sector).

The architecture is differentiated by being vertically integrated and sovereign. Unlike a generic
private cloud, every layer from hypervisor to Al platform is optimized (Rust-based, secure, high-
performance) specifically for heavy Al and defense workloads. It merges enterprise IT needs
(like BPMN, analytics) with hardcore HPC (LLMOps, simulation) on one platform - that's
uncommon but powerful. Essentially it is Indonesia’s answer to having the capabilities of AWS
or Azure but entirely under Kemhan (Ministry of Defense) control and tuned for defense.

The design addresses the earlier challenges: Scale is handled by horizontal scaling and GPU
virtualization (no more underutilized separate clusters — now one big pool used to >80%
capacity); Performance is ensured by the HPC-grade architecture (fast interconnect, NVMe,
Rust optimizations) — thus Al workloads run in days not weeks, and analytics are real-time;
Reliability comes from orchestration and Insight — auto-healing and distributed design
targeting 99.99% uptime (e.g., if a server fails, VMs restart on another within seconds, etc.);
Security is multi-layer: zero-trust identity for all user/service interactions, HV memory safety to
nearly eliminate hypervisor exploits, enclaves for critical data code, and complete data
sovereignty (everything stays in-country and under MoD encryption keys). Compliance is built
in — audit trails exist for every data access and admin action (meeting even the strictest regs,
which is important if, say, parliament or BPK audits defense IT).

In implementation, this solution could be rolled out in phases: start by consolidating existing
data centers under FleetMgr/HV to demonstrate immediate cost savings and security
improvements (entry stage), then introduce the advanced Al platform and data lake gradually
(growth), and finally achieve full integration of all services and maybe shut down obsolete
systems (advanced stage by 2030). The result is a future-proof digital backbone for
Indonesia’s military.

4.3 Use Cases & Business Scendrios

e Internal (Short-Term, 2024-2026): The MoD begins by establishing the core Sovereign
Cloud at a central facility. Use Case: Consolidation of disparate IT systems. For instance, the
Army’s and Air Force's data centers are virtualized onto NQRust-HV. Legacy applications
(like personnel management, inventory systems) that ran on old physical servers are P2V
(physical-to-virtual) migrated into HV VMs. -
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e Immediately, the benefits show: some 300 legacy servers might now run as VMs on 50
modern servers, slashing maintenance and power costs. Identity integration means one
login now accesses all these formerly separate systems, simplifying user experience and
tightening security (no more shared passwords stuck on monitors). The short-term internal
scenario also sets up the Dev/Test environment in Zerocode: when a unit needs a new
small app, they use the cloud service instead of procuring a new server or going to a third-
party dev. As a pilot, suppose the Navy uses Zerocode to build a quick “ship fuel usage
tracker” that pulls data from Lake (which in turn collects from ships’ logs). It's deployed in
weeks and shows how quickly new needs can be met. KPIs: Within year 1, perhaps a 30%
reduction in total servers across the forces (through virtualization efficiency), saving money
and reducing admin workload; also improved server utilization (e.g., from an average 20-
30% to 60+% as loads share hardware). Also short-term, some initial Al projects are ported
to LLMOps on the cloud — like BIN running a small BERT model for document classification.
They report that what took 2 days on a desktop now runs in 2 hours on the cloud. These
quick wins build momentum.
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Figure 11: Indonesia’s Sovereign Cloud Journey: 2024-2035

* External (Short-Term, 2024-2026): Externally, not much of the cloud is exposed yet (since
it's internal), but it yields indirect benefits. For example, better data integration means
Indonesia can respond faster to information requests from allies. Suppose during a joint
exercise, an ally requests logs or stats; previously, that might take days to compile from
separate systems, but now an analyst queries NQRust-Lake and gets it in minutes (with
Identity ensuring only unclassified data is shared). Externally, Indonesia can also boast
about this modernization: it might be mentioned in defense diplomacy that Indonesia’s IT
modernization achieved cost savings of X and improved readiness, reflecting responsible
resource use (this could improve credit ratings or justify budgets to parliament too).
Additionally, having a strong sovereign cloud might reassure allies about data sharing —
e.g., if doing an intel exchange, they know Indonesia can protect that data well (because
the systems are state-of-art zero-trust). Early external signals might be subtle: fewer
instances of IT outages affecting joint operations or exercises (impressing partners with
reliability).

e Internal (Mid-Term, 2027-2030): By now, the Defense Cloud is fully operational and used
for a wide array of tasks. Use Case: Joint All-Domain Command exercise: All branches
connect into a unified cloud-based COP (common operating picture) during a nationwide
exercise. Real-time data from every domain flows into the cloud (with NQRust-Lake
aggregating ISR feeds, logistics status, etc.), and commanders from each branch log into
the Joint C4ISR Portal built atop this to make coordinated decisions. They use an Al scenario
advisor (from LLMOps) that simulates outcomes of different strategies on the fly, using past
data to recommend optimal courses of action. -
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¢ This is a major step up from past exercises where each service had separate systems and
manual info handovers. Observers note decision timelines have compressed dramatically.
Also mid-term: Routine operations are cloud-backed. Example: the maintenance of all
military vehicles is now managed by a Zerocode-built application on the cloud, which pulls
data from sensors (IoT on vehicles via Lake) and schedules maintenance workflows via
BPMN automatically. This yields higher equipment availability (as predictive maintenance
via Al reduces breakdowns). Internally, trust in the system grows; even classified projects
move onto it because enclave tech and HV proved secure (perhaps counter-intelligence
folks ran penetration tests and found no breaches). A significant event: maybe an
attempted cyber attack on the cloud is thwarted by NQRust-Insight's anomaly detection
and automated response — demonstrating resilience. Mid-term KPIs: perhaps a measured
30-40% improvement in operational readiness of units due to better logistics and
maintenance (tracked via analytics apps) — e.g., more aircraft available at any given time
because issues are pre-empted. Also, IT cost avoidance: because of the cloud, the MoD
didn't have to build 5 separate new data centers, saving tens of millions. The cloud might
be nearing full utilization too, showing the consolidation worked (with maybe 70-80%
average resource use peaks, which is ideal vs the old 20% average).

« External (Mid-Term, 2027-2030): With confidence in the cloud, Indonesia extends its use
outward. Scenario: Collaboration with domestic industry and academia. The MoD opens a
portion of the cloud to a defense university research team working on Al. They securely
access a subset of data (maybe old declassified drone footage) to train an object
detection model using LLMOps. This yields a new algorithm that Indonesia can use in its
drones (feeding back into Solution 2). The success fosters a culture of innovation and
public-private partnership. Another external use: some allies might connect for drills — e.g,,
a combined cyber defense exercise where partner nations’ SOCs connect simulated traffic
to each other. Indonesia’s cloud, with strong tenant isolation, hosts part of this simulation.
The allies are impressed by the performance and security (particularly, they see how
Identity and FleetMgr maintain strict boundaries, giving assurance that no intel leakage
occurs between participants). Externally, an important mid-term benefit is improved cyber
defense posture: the cloud centralization means more robust monitoring and quicker
patching, which reduces the risk of incidents that could spill out and affect other nations
(like if a defense system was hijacked for botnets - far less likely now). Perhaps Indonesia
moves up in the Global Cybersecurity Index rankings (from 24th globally currently to top 15
or so), partly thanks to this cloud infrastructure and policies — a bragging point
internationally.

* Internal (Long-Term, 2031-2035): The Sovereign Defense Cloud is now the digital heart of
Indonesian defense. Use Case: Fully Al-integrated operations and strategic planning. In
day-to-day command, leaders use cloud Al to run what-if scenarios before major
decisions. The MoD might simulate how increasing presence in a certain area could play
out, or use predictive models for diplomatic strategy support. The cloud also underpins full
multi-domain operations: say a future conflict scenario arises, the cloud links all domains
in real-time (like JADC2) — pulling ISR (Solution 2) and intel (Solution 1) and using Al to
coordinate cyber, electronic, and kinetic operations seamlessly. Humans remain in control,
but with instantaneous backing from Al and complete info, enabled by the cloud’s
integration. Long-term, the defense cloud might also incorporate quantum-resistant
security and even quantum computing resources if available (ensuring longevity of
security, as data sovereignty means being ready for post-quantum crypto). Another
internal scenario: Total Defense synergy — the system could extend to involve civilian
ministries in crises (with strict access controls): e.g., during natural disasters, NQRust-BPMN
workflows coordinate military-civilian efforts on the same platform, significantly improving
response coherence (everyone sees the same info in Lake and tasks in BPMN).
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¢ The cloud, being robust, also ensures continuity of operations; if HQ is hit or offline, the
distributed cloud can have failover to backup sites, so critical systems stay up (a strategic
resilience goal). KPIs might include overall mission success rates in simulations improving
to near 100% because of fewer info or coordination failures, or reduction in time to mount a
full mobilization (thanks to automated logistics and planning, maybe mobilization time
drops by 25%). Also, an interesting KPI: training cycles for analysts or IT personnel shorten
because the unified environment is easier to learn (versus numerous old systems),
meaning new officers become effective with systems faster.

e External (Long-Term, 2031-2035): Indonesia’s Sovereign Cloud becomes a model
internationally. Possibly, friendly nations might adopt NQRust tech (seeing its success,
maybe selling a variant to regional partners, increasing interoperability on Indonesia’s
terms). Or Indonesia might join allied cloud networks in a federated way, sharing select
data or compute for coalition operations while keeping core sovereignty. For instance, in a
UN peacekeeping mission led by Indonesia, they deploy a mobile data center (connected
to their main cloud) that supports the mission’s C4ISR, showing how advanced their
infrastructure is in expeditionary contexts. Externally, deterrence is significantly enhanced:
any adversary knows Indonesia’s OODA loop and warfighting infrastructure is high-tech
and robust — an enemy cyber-attack is less likely to cripple it due to Insight's defenses and
backups (so adversaries can't easily blind or paralyze Indonesia’s C2 — a big deterrent).
Also, the transparency and control gained might improve international trust: Indonesia can
better demonstrate compliance with any arms control or international agreements by
quickly retrieving audit data or by showing a strong handle on its systems (important for
things like non-proliferation). If conflict arises, Indonesia’s ability to sustain operations
(through its cloud) might make adversaries recalcitrate; for example, a long-term, the
integrated logistics ensures forces don't “run out” of critical supplies unexpectedly, which
could dissuade adversaries banking on attrition.

Additionally, the economic angle: such a cloud likely spins off technologies or skilled
professionals that benefit civilian sectors (e.g., veterans who managed the cloud may later
take roles modernizing other parts of government or local industry, leading to broader digital
economic gains — not a direct external defense outcome but a societal benefit). By 2035, the
Sovereign Defense Cloud solidifies Indonesia’s position as not just a consumer of defense tech
but a producer - possibly exporting its model (in a scaled form) to friendly nations, which could
be a niche industry (selling secure cloud solutions or at least NQRust software abroad).

4.4 Business Impact

The Sovereign Defense Cloud yields sweeping benefits in military effectiveness, cost structure,
and strategic independence:

e Operational Agility & Military Effectiveness: The cloud empowers the Indonesian defense
establishment to deploy capabilities on demand. New operations that previously took
months of IT setup (procuring servers, configuring networks) can now be launched in days
or hours. For example, forming a new joint task force headquarters IT environment might
have been a logistical hurdle; with the cloud, it's a matter of provisioning VMs and accounts
— perhaps an 80-90% time reduction in IT setup for missions. This agility means military
plans are less constrained by IT readiness — they can adapt rapidly to emerging threats.
Exercises and real operations will see improved outcomes: unified C4ISR (enabled by the
cloud) leads to better-informed decisions and fewer miscommunications between
branches. We can measure a decrease in decision cycle times at the strategic level - e.g,,
inter-service coordination decisions that once took hours (due to data being in silos and
needing meetings) might be made in minutes with shared dashboards and Al support.
Additionally, the cloud’s computational might allows exhaustive scenario planning and Al
analysis, which translates to higher success probability in missions (decisions vetted
against simulations and data are simply better). -
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e This contributes to mission success rates creeping upward and risk of surprise or
miscalculation dropping. Essentially, the cloud makes Indonesia’s defense apparatus more
responsive, cohesive, and intelligent, directly boosting combat effectiveness and

deterrence.
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Figure 12: Strategic Advantages of the Defense Cloud

e Cost Efficiency & Resource Optimization: By consolidating infrastructure and eliminating
redundancy, the defense cloud drastically reduces costs in multiple dimensions. Hardware
is utilized more efficiently — achieving perhaps 3x the utilization of previous setups, meaning
the same hardware investment yields triple the work. That translates to millions saved in
hardware purchases over years (because instead of buying separate clusters for each new
need, they allocate from the central pool). Maintenance and staffing costs go down: one
integrated system is easier to maintain than ten disparate ones. For example, fewer data
center sites reduce facility and power costs; fewer distinct software licenses (VMware,
Oracle, etc, many can be dropped in favor of NQRust stack) cut licensing fees — NQRust
being memory-safe Rust-based also cuts potential costs of security incidents (like
breaches). We could cite HV's figure — 74% TCO reduction vs VMware - as indicative of
these savings in the virtualization domain, and similar savings in development (Zerocode's
75% dev cost reduction means IT solutions for defense are cheaper too). Over 10 years,
these efficiencies could reallocate significant budget from IT overhead to frontline
capabilities. Another angle: economies of scale - training one set of personnel to manage
one cloud is cheaper than maintaining separate IT teams for each branch; so human
resource costs for IT go down (potentially 30% fewer admin staff needed). With integrated
procurement, MoD can leverage bulk buys (e.g., all branches coordinate hardware buys,
getting better pricing and avoiding duplicated purchases). A concrete summary: the cloud
likely pays for itself within a few years through consolidation savings; beyond that, it
generates net savings. A scenario might be that by 2030, the defense IT budget sees a
plateau or reduction in absolute terms even as capabilities increased - that's a big win, as
those funds can be re-invested in new tech or operations. And even intangible cost like
downtime cost is minimized: previously, a critical system outage could indirectly “cost”
readiness; now with 99.99% uptime, those hidden costs drop sharply.
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e Data Sovereignty & Security Enhancements: The defense cloud ensures absolute data
sovereignty. All sensitive data — operational plans, citizen data used in intelligence,
weapons specs — resides in a controlled environment on Indonesian soil, behind Indonesian
encryption. The solution inherently complies with data localization laws and eliminates
reliance on foreign-owned infrastructure for core functions (no need for AWS/Azure for
defense needs). This removes legal and political risks (for example, concerns that data
could be subpoenaed or accessed by foreign powers under PATRIOT Act-like laws vanish,
because it's not on their cloud). The architecture also massively enhances cybersecurity.
Many security vulnerabilities are mitigated by Rust's memory safety (e.g., critical
infrastructure breaches via memory exploits drop near zero with HV and Rust components).
The zero-trust approach (Identity + FleetMgr policies) means even if an insider or adversary
gets into one part, they cannot laterally move easily — every microservice and user action is
checked, which is far better than old flat networks. Combined with Insight's continuous
monitoring, the likelihood and impact of cyber attacks plummet. We expect metrics like
number of major security incidents per year to reduce significantly. If previously, minor
breaches or malware infections happened occasionally on separate networks, now the
unified system with strict controls likely prevents most of them or catches them early. Also,
compliance auditing becomes straightforward — whether it's internal auditors or external
oversight, the cloud can produce detailed logs of who accessed what data and when,
satisfying accountability requirements and deterring misuse (since personnel know actions
are logged, there’s a reduction in unauthorized attempts too). Ultimately, the cloud fortifies
national security by securing the digital underpinnings of defense - it's resilient to attacks
and foreign eavesdropping, thereby protecting Indonesia’s strategic secrets and ensuring
command and control cannot be decapitated via cyber means.

¢ Innovation & Local Industry Growth: The establishment of such an advanced cloud creates
an ecosystem for innovation. Internally, military units can innovate more freely (Zerocode
and accessible Al encourage experimentation and custom solutions by end-users), leading
to process improvements and tactical advantages that wouldn’t emerge in a rigid system.
Externally, as noted, this platform can elevate local tech companies by giving them a place
to develop and test (with MoD oversight). We might see spin-off benefits: knowledge
transfer from NQRust (as a presumably Indonesian company or consortium) to local
workforce, more tech job creation, and perhaps even export revenue if NQRust products are
commercialized for civilion use or sold abroad. Achieving the targeted 50% indigenous
content by 2030 in defense procurement becomes realistic with this approach — because
instead of buying foreign software, Indonesia is building its own (NQRust stack) and
leveraging local talent to maintain and extend it. This keeps defense spending circulating in
the domestic economy and builds a sovereign tech base that can also serve other national
interests (like smart city or government cloud — synergy possible with defense leading the
way). While these economic impacts are secondary to military ones, they are significant in
the long run — reducing dependency on foreign providers not just yields security but also
cost avoidance of licensing and fosters national self-reliance (which has intangible
strategic value). A sign of this impact could be by 2035, Indonesia might itself export certain
defense IT solutions to friendly nations, turning a previous importer posture on its head.

e Strategic Autonomy & Deterrence: At the highest level, the Sovereign Defense Cloud
materially contributes to Indonesia’s strategic autonomy. Control of information and the
means to process it is as critical as control of territory. By having a home-grown solution
that meets world-class standards, Indonesia isn't beholden to any other country or vendor
for the brain of its defense operations. This autonomy means in crises, Indonesia can ramp
up computing for intelligence or operations without asking permission or fearing service
denial. That freedom of action is a facet of deterrence — an adversary cannot exploit an “IT
weakness” or expect to paralyze Indo defenses by targeting supply chains or backdoors in
foreign systems. -
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Also, the competence demonstrated by running such an advanced infrastructure adds to the
credibility of Indonesia’s military. Deterrence is not just about weapons, but also C4ISR and
resiliency: a country that can see attacks coming (due to great ISR and analytics) and absorb
first blows (due to resilient networks) and still fight effectively is one that adversaries think twice
about. Thus, the cloud indirectly but powerfully boosts deterrence posture. We might illustrate
this with the concept of decision dominance: Indonesia could achieve a state where in any
confrontation it has better situational awareness and faster decision cycles than its opponent,
thanks in large part to this integrated cloud and Al — that by itself can dissuade conflict.

Quantitatively, we could say the defense cloud, combining Solutions 1T and 2 plus more, helps
Indonesia reach parity or even edge in certain capabilities compared to more advanced
militaries, but at a fraction of their spend, reflecting high ROI on technology. For instance, rather
than needing to match a neighbor’s fleet size ship-for-ship, the combination of better ISR and
decision support (enabled by the cloud) allows Indonesia to effectively counter with fewer
assets, thus saving costs but still protecting its interests.

In summary, the Sovereign Defense Cloud is the foundation that underpins all advanced
defense capabilities for Indonesia going forward. Its successful implementation will yield a
professional, data-driven, and highly responsive military for the archipelago, achieved in a
cost-effective, locally empowered manner. Across 2024-2035, this solution transitions
Indonesian defense into the digital era: first by fixing fragmentation and building trust in
technology (short-term), then by unleashing data and Al at scale (mid-term), and finally by
delivering a fully integrated, autonomous-capable, and self-sustaining defense digital
ecosystem (long-term). The business impact is not only measured in saved rupiah and
improved KPIs, but in the strategic strength and independence gained — truly a transformation
aligning with the President’'s and TNI's vision of a modern, strong defense force for Indonesia’s
future.
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