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Industry Solution: Manufacturing

1. Manufacturing Sector Overview

Indonesia’s manufacturing sector spans diverse sub-sectors, with five priority industries
identified in the national Making Indonesia 4.0 roadmap: food & beverage, textile/apparel,
automotive, electronics, and chemicals. These five alone contribute ~60% of manufacturing
GDP and 65% of exports, underscoring their importance. The government'’s vision is ambitious —
leveraging loT, Al, automation, and robotics to elevate Indonesia into the world’s top 10
economies by 2030. Achieving this requires closing gaps in productivity and technology
adoption between Indonesia’s factories and global leaders.

Current State vs. Global Context: Indonesian manufacturing is at a crossroads. Many factories
remain labor-intensive and semi-automated, relying on legacy equipment and manual
processes. By contrast, global competitors are rapidly implementing Industry 4.0 initiatives:
surveys show 71% of manufacturers have at least one production-grade digital use case
running, and early adopters report 20-30% improvements in efficiency, quality, and cost after
smart technology investments. Neighboring countries (e.g. Thailand, Vietnam) benefit from
newer plants and greater FDI in electronics and automotive, pressuring Indonesian firms to
modernize or risk losing competitiveness. For Indonesia to catch up, it must address key
challenges that have slowed Industry 4.0 adoption:
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Figure 1: Slow Digital Transformation in Indonesian Manufacturing

¢ Infrastructure & Connectivity Gaps: Indonesia’s internet and transport infrastructure lags
regional peers, raising costs and limiting digital integration. High logistics costs — the
highest in Asia — stem from infrastructure bottlenecks and inefficiencies. Many factories
experience unreliable broadband, necessitating solutions that can operate in low-
bandwidth or offline modes.

e Legacy Systems & Data Silos: A vast installed base of aging OT (Operational Technology)
— PLCs, SCADA, local databases — are not interconnected. Proprietary protocols and siloed
data make real-time visibility difficult. Interoperability bottlenecks are a barrier even in
advanced economies, and more so in Indonesia’s brownfield plants.

e Skill and Talent Shortage: There is a shortage of digital talent (data scientists, software
developers, automation engineers) to drive transformation. 85% of organizations worldwide
struggle to find qualified developers, and in emerging markets the gap is especially severe.
This limits the ability to implement and maintain new systems. Upskilling the existing
workforce and leveraging low-code tools are critical to bridge this gap.
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Industry Solution: Manufacturing

e Labor Dynamics: Indonesia’s abundant labor supply means automation efforts must be
introduced thoughtfully. The workforce is predominantly mid- to low-skill; technology
should augment workers (improving safety, reducing drudgery) rather than simply replace
them. Human-centric design and retraining are needed to ensure social acceptance of
automation.

 Data Residency & Compliance: Regulations like PP 71/2019 mandate data sovereignty and
local data centers for certain industries. Solutions must keep sensitive data onshore or on-
premises as needed. Compliance with standards (ISO 27001, IEC 62443 for industrial
security, etc.) is necessary for trust and regulatory approval.

e Capital & ROl Concerns: Many manufacturers, especially SMEs in sectors like textiles or food,
operate on thin margins. They perceive digital transformation as risky without clear ROI.
Globally, smaller suppliers hesitate to invest when benefits seem indirect. Thus “quick win”
use cases with tangible benefits (e.g. energy savings, reduced downtime) should be
prioritized to build confidence.

Strategic Focus: Given these realities, a phased approach is recommended. Rather than
attempting to transform everything at once, Indonesion manufacturers should focus on high-
impact, cross-cutting areas that address the biggest pain points:
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Figure 2: Strategic Focus Framework

¢ Supply Chain Integration & Visibility: Connecting suppliers, production, and distributors to
cut logistics costs and reduce lead times. Supply chain inefficiency is a major
competitiveness issue. Digital integration (e.g. supplier portals, real-time tracking) can
drastically improve efficiency and working capital.

e Operational Efficiency & OEE Improvement: Implementing loT sensors, predictive
maintenance, and quality control to boost Overall Equipment Effectiveness (OEE) and
reduce downtime, scrap, and rework. For example, predictive maintenance has been shown
to cut equipment downtime by ~70% in smart factories.

e Workforce Augmentation & Automation: Using automation where it makes the most
impact (hazardous or repetitive tasks), while empowering workers with digital tools (mobile
apps for data entry/visualization, Al assistants for decision support). This drives productivity
while improving safety and job satisfaction.

e Data-Driven Decision Making: Establishing a data infrastructure (data lakehouse, analytics
dashboards) to convert shop-floor data into actionable insights for managers. Many
Indonesian firms lack real-time visibility; providing management with accurate, timely
metrics (production rate, yield, energy use) enables better strategic decisions and
continuous improvement.
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Industry Solution: Manufacturing

The following sections present three distinct solution architectures aligned to different digital
maturity levels — Entry, Growth, and Advanced. Each solution leverages multiple components
of the Nexus Quantum NQRust platform to address the challenges above. The solutions are
architecturally differentiated (from automation-centric to Al-driven) and tailored to
Indonesia’s context (connectivity limitations, legacy OT, regulatory requirements, and
workforce considerations). For each solution, we discuss the specific problems & challenges it
tackles, the solution architecture (with Mermaid diagrams) and why chosen NQRust
components fit the context, representative use cases & business scenarios (covering
operational, strategic, internal, and external angles), and the expected business impact with
metrics mapped to C-level KPIs.

2. Solution 1: Connected Factory — Edge Integration & Automation (Entry-Level)

2.1 Problems & Challenges (Entry-Level Manufacturing Digitalization)
At the entry stage of digital maturity, many Indonesian manufacturers (e.g. local auto parts
makers, small textile mills, food processors) face fundamental challenges:
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Figure 3: Entry-Level Manufacturing Digitalization Challenges

¢ Manual Processes & Legacy Machines: Operations rely on paper forms, spreadsheets, and
human coordination. Legacy production machines often lack modern interfaces; data (if
recorded) resides in silos on individual PCs or not at all. This leads to limited real-time
visibility and frequent errors.

¢ Isolated Systems: If IT systems exist, they are fragmented — e.g. a basic accounting system
separate from production scheduling. There is no unified platform, making it hard to track
orders, inventory, or machine status in one place. Integration of OT-IT is virtually nil.

e Low Connectivity & IT Infrastructure: Factories may have spotty internet and minimal on-
site servers. Relying on cloud-only solutions is risky due to network outages. Any digital
solution must function reliably in an on-premises or edge capacity.

o Skilled IT Staff Scarcity: Entry-level firms rarely have in-house software developers or data
scientists. They cannot afford large IT teams. Thus, solutions requiring heavy custom coding
or complex configuration are not feasible. There is a need for easy-to-use, “zero-code”
tools that existing staff (engineers, technicians) can utilize.

¢ Global Pressure: While these firms are just starting their digital journey, their global
competitors have already automated basic processes. For example, many global
manufacturers have implemented MES (Manufacturing Execution Systems) and basic 10T
sensing. Indonesian firms must rapidly catch up on these “industry 3.0/4.0” basics
(automation, data capture) just to stay relevant in supply chains. The risk of being left
behind is high if entry-level adoption doesn’'t accelerate.

Solution 1 addresses the foundational need to connect machines, digitalize workflows, and
automate manual tasks in a context of limited connectivity and skills. The approach will
focus on edge-centric integration and no-code automation, creating a groundwork for
further analytics later.
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NRust

2.2 solution Architecture (Edge Integration Hub using NQRust-Zerocode & Edge Platform)

To tackle the above challenges, Solution 1 establishes a Connected Factory Foundation: a local
edge integration hub that links legacy production assets with modern applications. The
architecture leverages NQRust-Zerocode as a core platform for rapid development of
integrations and applications, deployed on an on-premises edge server at the factory site. This
is complemented by NQRust-Edge runtime capabilities to ensure reliable, low-latency
operation even with poor connectivity. The diagram below illustrates the architecture:
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Figure 4: Solution 1 Architecture — A local NQRust-powered edge hub connects factory
machines, workers, and HQ systems.

Key Components & Design:

HQ/Cloud & 7 NQRust-Edge
Integration _{ 1} (5 Gateway

Optional sending of
summary datatoa
central location
periodically.

Deployed on an
industrial PC, it
interfaces with OT
devices and uploads
data.

Shop-Floor | ®
Applications |~ &

Simple web or mobile
applications created
using Zerocode for
operators and
managers.

- NQRust-Zerocode
E@g Server
The brain of the solution,

running on-prem orin a
private data center.

Figure 5: NQRust Solution Architecture

e NQRust-Edge Gateway (Factory Edge Node): Deployed on a modest industrial PC or server
on-site, this runs lightweight containerized services to interface with OT devices (PLC
controllers, sensor networks) and upload data. It provides protocol adapters (Modbus, OPC-
UA, etc.) to collect machine signals and can buffer data during network outages. The
NQRust-Edge platform is optimized for Southeast Asian infrastructure constraints — it offers
true offline capability (99.9% uptime even if disconnected) and can run on any hardware
(x86/ARM) without vendor lock-in. Crucially, it meets Indonesia’s PP 71 data regulations by
keeping data local; any cloud sync is optional and controlled. The edge node also applies
local logic for low-latency control (e.g. triggering an alert if a machine temperature
exceeds threshold, without needing cloud round—trip).

e NQRust-Zerocode Server (Visual Integration & App Platform): This is the “brain” of the
solution, also running on-prem at the factory (or in a nearby private data center). NQRust-
Zerocode allows building integrations and workflow applications through a drag-and-drop
interface, eliminating the need for traditional programming. This addresses the skill gap -
plant engineers or analysts can develop solutions after minimal training.
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e For example, a workflow to automatically generate a replenishment order when raw
material stock is low can be configured visually. Under the hood, Zerocode generates safe,
high-performance Rust code for these workflows, ensuring reliability and speed
comparable to hand-coded software. The Zerocode platform includes universal connectors
for databases, Excel/CSV files, legacy systems, etc, enabling rapid integration of any
existing data source. It also provides an APl gateway, so that the factory can expose or
consume APIs (for instance, to connect with a simple cloud reporting system or a supplier’s
system in the future).

e Shop-Floor Applications (HMIs and Dashboards): Using Zerocode, the company can
quickly create simple web or mobile applications for operators and managers. Examples:
an operator HMI (Human-Machine Interface) tablet app to enter production numbers or
view machine status, or a dashboard in the supervisor’s office showing real-time output
and downtime. Because Zerocode ensures consistent, bug-free code generation with Rust’s
memory safety, these apps are robust and secure out-of-the-box. The visual development
approach leads to much faster deployment — potentially a new app in days instead of
months — which is critical for an entry-stage firm needing quick improvements.

e HQ/Cloud Integration (Optional): The architecture supports sending summary data to a
central location (head office or private cloud) periodically. For entry level, this might simply
be daily production reports emailed or a minimal central dashboard. NQRust-Zerocode can
easily integrate with the company’s existing ERP or reporting systems at HQ via its
connectors. If connectivity is sporadic, data is queued and synced when available. NQRust-
Guard (the backup/restore component of the platform) can be utilized to automatically
back up critical data from the edge to a secure cloud storage when connectivity allows,
ensuring disaster recovery for the on-site server.

Why this architecture suits Indonesian entry-level needs:

Quick Wins and ROI Edge-Centric Operation

Autonomous factory
function without internet

Fast implementation for
tangible improvements

Data Recidency and Security Legacy Machine Integration

Connects existing
equipment with digital
tech

Keeps data on-site or in
local cloud

Minimal Coding Experts

Visual development
platform for easy
automation

Figure 6: NQRust-Edge Benefits

e |t is edge-centric, meaning the factory can function autonomously. Production is not
crippled by an internet outage — a must for areas with unreliable networks. The local
NQRust-Edge node keeps things running with full functionality offline.

¢ |t integrates legacy machines without requiring replacements. By using protocol adapters
and loT gateways, the solution “wraps” existing equipment with digital connectivity. This
brownfield approach is cost-effective and realistic, given many Indonesian plants cannot
invest in all-new Industry 4.0 machines immediately.
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¢ It requires minimal coding and IT expertise. The Zerocode platform’s visual development
addresses the shortage of software developers. Business users can automate processes
themselves, which is crucial since 53% of manufacturers cite lack of skilled employees as a
barrier to Industry 4.0 adoption globally. With Zerocode, a controls engineer or even a savvy
production manager can create an automated workflow, drastically reducing dependence
on scarce IT talent.

e |t aligns with data residency and security concerns. All operational data stays on the
factory site by default. If cloud integration is used, it can be to an Indonesian cloud or Nexus
Quantum’s local data center, maintaining sovereignty. The platform is built on Rust, which
inherently provides memory safety and prevents many security vulnerabilities. Additionally,
communications can be secured with mTLS and the edge platform implements a zero-trust
security model, which is important if later connecting multiple sites.

e It delivers quick wins (essential for ROI justification). By focusing on automation of low-
hanging fruits (data entry, simple alerting, etc.), the entry solution can show tangible
improvements in weeks. NQRust's zero-code approach has demonstrated up to 96% faster
development cycles. This means an integration that might take 6—12 months to custom
develop could be done in a few weeks, allowing the company to benefit sooner and justify
the investment to management.

2.3 Use Cases & Business Scenarios (Operational, Strategic, Internal, External)

With the Solution 1 architecture in place, the company can implement several foundational use
cases that illustrate internal operational improvements as well as set the stage for external
collaboration:

Internal Internal External External
AU Operational Strategic Operational Strategic
Connect with

Replace manvel Automate repetitive Provide customers
% Description logbooks "';"9“‘9"" workflows suppliers via API with order visibility
% Example T‘:::::sm : triggers purchase order when anoo::w‘:b
batch counts W"::om inventory drops portal
e Improves response ) ¢\plos better short- Reduces manual
(©) Bone vl IECCT Rperota Pevrors

Figure 7: Digital transformation ranges from internal to external focus.

¢ Internal Operational - Digital Production Tracking: Replace manual logbooks with a digital
production tracking system. For example, in a textile mill, machine operators use a tablet
(connected to the NQRust-Zerocode app) to input batch counts, or machines send counts
automatically via the edge gateway. Managers get real-time dashboards of output,
downtime, and machine status. This improves day-to-day operational control — if a
machine stops, an alert is raised immediately rather than discovered hours later. It also
reduces data entry errors (no more copying from paper) and speeds up reporting.

¢ Internal Operational — Automated Workflows: Automate repetitive workflows such as
quality checks and maintenance scheduling. E.g,, if a temperature sensor on an injection
molding machine exceeds threshold, Zerocode triggers a maintenance work order and
notification to the technician’s app instantly. Likewise, routine checklist forms (safety
inspections, quality sampling) are moved to digital forms with automated routing: once an
operator submits a quality check form, if any parameter is out of spec, the system
automatically emails the QC manager and flags the batch. These automations improve
response times and consistency in operations.
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¢ Internal Strategic — Basic Data-Driven Decisions: Even at entry level, having centralized
digital data enables better short-term planning. For instance, by aggregating daily
production data, plant management can identify bottlenecks — maybe one line is
frequently down in the morning. They can use these insights to adjust staffing or
maintenance plans (a simple form of data-driven decision-making). Another strategic use:
tracking overall equipment effectiveness (OEE) over time. Trends from the new system
might show which machines are underperforming, guiding capital investment decisions
(e.g. prioritize upgrading a machine that is a frequent cause of downtime).

e External Operational — Supplier Order Automation: Connect with a key supplier via API or
even just automated emails. For example, the Zerocode workflow can generate a purchase
order to a raw material supplier when inventory drops below a threshold, and send it
automatically (via email or API). Initially this might be one major supplier who is willing to
pilot a simple digital order system. This reduces the manual steps of faxing or calling in
orders, cutting lead time and stockouts. It also signals to partners that the company is
moving toward a modern supply chain, encouraging them to engage digitally.

¢ External Strategic — Customer Visibility: Provide important customers with basic visibility
to their orders. For instance, an automotive parts maker could use the platform to expose a
simple web portal (securely) where a client (the OEM) can log in to see the status of their
orders or production progress. This is an external-facing service built with minimal effort via
Zerocode's web Ul builder. It strengthens customer relationships by improving transparency
and trust. While limited in scope initially, it lays the groundwork for deeper integration (like
EDI or real-time data feeds) in later stages.

Overall, these use cases demonstrate how an entry-level solution starts to digitize core
operations internally and create initial digital links externally. They focus on operational
efficiency and quick wins, while also providing management with better information

(strategic insight) and partners with better service. Each scenario is implementable with
minimal disruption, aligning with the realistic transformation path for a company at the
beginning of Industry 4.0 adoption.

2.4 Business Impact - KPIs & Outcomes for Solution 1

Implementing the Connected Factory foundation yields measurable improvements that map
to key performance indicators (KPIs) relevant to executives:

Productivity
Increased output per
worker due to
streamiined
workflows

Downtime
Reduction
Minimized unplanned
interruptions through
predictive
maintenance

Digital Foundation
Built a robust digital
Infrastructure for
future growth

Quality
Improvement

Fewer defects and
errors with automated
checks

Cost Savings
Elminated manual
tasks and improved
efficiency

Lead Time l l Inventory

Reduction Management
Faster order Reduced overstocking
fulfillment and and improved working
enhanced customer capital
service

Figure 8: Automation Boosts Manufacturing Performance
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* Productivity & Efficiency (COO KPI): Automating data capture and workflows can increase
labor productivity (output per worker) significantly. For example, if machine operators
spend 2 hours per shift on paperwork, digitization frees most of that time — leading to an
estimated 20-30% productivity boost in administrative tasks. Overall Equipment
Effectiveness (OEE) improvements of 10-15% are plausible by reducing minor stoppages
and delays (thanks to faster response to issues). These efficiency gains translate to more
consistent production output.

» Downtime Reduction (COO/Plant Manager KPI): With basic predictive alerts and better
maintenance scheduling, unplanned downtime can start to decrease. Even without
advanced analytics, just knowing immediately when a machine stops or a condition is
abnormal leads to quicker fixes. Plants can expect a 156—-20% reduction in downtime hours.
This directly improves capacity and reduces overtime costs.

* Quality and Scrap (Quality KPI): Automated quality gates (e.g. system-enforced checks
each hour) ensure fewer misses. Early detection of issues (via sensors/alerts) prevents
large batches of defects. A 10-15% reduction in defect rate is achievable, improving first-
pass yield. For example, if scrap was 5% of production, it might drop to ~4% — saving
material cost.

* Inventory & Working Capital (CFO KPI): The introduction of automated re-ordering and
better visibility into production and inventory can reduce overstocking. Inventory levels
could be optimized down by perhaps 5-10% initially, which for a manufacturer means
freeing up cash. One NQRust case study in supply chain showed a $12M working capital
reduction through demand forecasting and integration — at entry stage the absolute
number will be smaller, but even a 5% inventory cut is significant.

e Lead Time & Customer Service (Sales/CEO KPI): Faster information flow can cut order lead
times by a noticeable margin. For instance, generating paperwork or reports instantly might
shave days off order processing. Customers experience more on-time deliveries. A target
could be 20% reduction in order-to-delivery time, making the firm more responsive and
competitive.

* Cost Savings & ROI (CFO/CEO): By eliminating manual tasks and improving efficiency, there
are direct cost savings — e.g. reduced overtime, less rework, lower inventory carrying cost.
Suppose these savings amount to a few hundred thousand USD annually for a mid-sized
plant (through labor time saved and scrap reduction). With relatively low implementation
cost (thanks to no-code and using existing hardware), the ROI can be very high. In fact,
enterprises adopting NQRust's zero-code have seen ROl exceed 1000% in the first year. For
a smaller scope entry project the ROl might not hit four digits, but triple-digit ROI (e.g. invest
$100k, save $300k in a yeor) is a realistic outcome to aim for, considering the combination
of cost savings and productivity gains.

* Foundation for Growth (All C-levels): Perhaps the most important impact is qualitative: the
company builds a digital foundation. The workforce gains digital skills, data begins to be
collected consistently, and a culture of continuous improvement takes root. This positions
the firm to scale these initiatives. Executives will notice improved agility — e.g. the ability to
launch a new production report or small app in days. This agility is itself a competitive
benefit, translating to better strategic readiness.

By delivering these results, Solution 1 proves the value of digital transformation at a small
scale, earning buy-in from stakeholders. It addresses immediate pain points and creates

momentum for the next stage of the journey, where deeper analytics and multi-site
integration come into play.
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3. Solution 2: Digital Operations Hub - Analytics & Optimization (Growth-Level)
3.1 Problems & Challenges (Scaling and Intelligence in Mid-Maturity)

At the growth stage, manufacturers have some digitization in place (possibly from
implementing Solution 1 or similar). They collect data and have automated certain processes,
but now face the challenge of scaling and deriving deeper insights. Key challenges at this
stage include:

Operational Connectivity

Inefficiencies Issues
Limits deeper Disrupts realtime
optimization data ﬂaw and
Or'loll.n’ ties analysi

Misaligned
Metrics

Inconsustent
Systems

Prevents uni lcu dau
analysis acros:

Disconnects shop
floor data from
business goals

Skill Gaps Data Deluge

Impedes proper data Overwheims
governance and analysis and insight
cybersecurity extraction

Figure 9: Stagnant Growth due to Limited Data Analytics

e Data Deluge, but Limited Insight: As operations become instrumented, plants generate
large volumes of data (machine logs, production records, quality measurements). However,
this data often remains local or siloed at individual sites. Without a centralized analytics
platform, companies struggle to turn raw data into useful insights. They may use basic
spreadsheets or isolated Bl tools, but lack a unified data lakehouse for advanced analysis.

e Multiple Sites & Inconsistent Systems: A mid-size manufacturer might have several
factories or lines, each with its own semi-digitized processes. The challenge is to
standardize and integrate across sites. Different plants might have adopted different
software or versions of automation, resulting in fragmented systems. Leadership wants a
consolidated view of operations across all sites (enterprise-wide KPIs), which requires
integrating disparate data sources.

e Connectivity and Latency Issues Persist: As the digital footprint grows, so does the reliance
on connectivity between sites and any central system. Some remote factories still have
bandwidth constraints. There’s a need to balance local edge processing with cloud
analytics — a robust hybrid architecture is essential. Downtime of connections should not
halt operations; at the same time, real-time or near-real-time aggregation of data is
needed for enterprise visibility.

e Operational Inefficiencies & Opportunity for Optimization: Even after automating basics,
there are deeper efficiency gains to be had - e.g. predictive maintenance, bottleneck
analysis, energy optimization. Globally, by this stage competitors are leveraging advanced
analytics (like Al-driven predictive models) to achieve significant improvements. If
Indonesian firms don't, they will fall behind. For instance, predictive maintenance can
drastically reduce downtime and maintenance costs, but implementing it means analyzing
historical sensor data to predict failures — a capability not present in entry-level systems.
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» Decision Support & Strategic Alignment: Mid-level firms often struggle to connect shop-
floor metrics to business outcomes. They might not have a system to easily correlate, say, a
dip in OEE with financial impact or supply chain issues. Executives need better decision
support tools: dashboards that link operational metrics with financial KPIs, and scenario
analysis tools to test “what if” situations. In global context, many manufacturers are
adopting such analytics — e.g. Al-enabled predictive maintenance is expected to grow
~25% in the next few years, and companies that excel here become “digital champions™.
Indonesian firms in growth stage risk plateauing unless they invest in data-driven decision
capabilities.

* Scaling Workforce Skills and Governance: With more digital tools and data, companies
need to ensure proper data governance and cybersecurity. Challenges include maintaining
data quality across plants, managing user access (especially if data is centralized), and
protecting sensitive information (e.g. production data that might hint at trade secrets).
Training must go beyond a few champions — a broader set of employees (from engineers
to analysts) must learn to use analytics tools. There is also organizational resistance to rely
on “computer insights” for decisions if culture hasn't evolved.

In essence, Solution 2 must address how to unify data and harness it for optimization, while
managing the complexity of multiple sites and ensuring systems remain resilient and
compliant.

3.2 Solution Architecture (Enterprise Data Lakehouse & Hybrid Analytics Platform)

Solution 2 introduces a Digital Operations Hub - an architecture combining a centralized
NQRust-Lake data lakehouse for analytics with distributed edge nodes at plants, plus
integration via NQRust-Zerocode to tie everything together. This hybrid cloud-edge design
provides the best of both worlds: local reliability and global insight. Below is the architecture
diagram:

Factory Stes (Edge Layer)

Factory B
=
Factory A
el T R
fitorod summany
Central Platform
(Cloud/Data Center)
Analytics & Bl Tools
hinfiod data accos (doshibossds, ML models)
finorod summaryBRRE |0 st Lake Dota Platiom
ETL & API pipelined ——
R Lo 130 API ERPMES & Exteral
Intogration Layer Systerms
API Gatoway

Figure 10: Solution 2 Architecture — A hybrid cloud-edge system with NQRust-Lake at the core,
fed by site-level edge nodes and integrated via Zerocode.
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Key Components & Data Flow:
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Lake for data analysis

‘
its digital ecosystem 8

Figure 11: NQRust Architecture

¢ NQRust Edge Nodes at Each Site: Building on Solution 1, each factory site continues to run an
edge computing node (NQRust-Edge). These nodes collect detailed real-time data from
machines and sensors. In Solution 2, their role evolves: they perform local preprocessing
(filtering, compression, maybe local analytics for immediate use) and then transmit
relevant data to the central lakehouse. For example, an edge node might aggregate a
vibration sensor stream to send only anomalies or hourly stats upstream, reducing
bandwidth use. They also store data locally to buffer during outages and can execute any
site-specific control logic autonomously. This ensures each site can operate independently
but still contribute to the enterprise dataset. The edge nodes maintain the 99.9% uptime
offline capability and now also can host ML inference models if needed (e.g. running a locall
predictive model and only sending results). According to industry best practices, such a
hybrid approach keeps latency-sensitive control on site, while sending higher-level data to
cloud.

» NQRust-Lake (Central Data Lakehouse): This is a Rust-native lakehouse platform that
serves as the single source of truth for all operational data enterprise-wide. NQRust-Lake
combines the scalability of a data lake (handling raw files, streams) with the reliability of a
data warehouse (supporting ACID transactions and SQL queries). All factories’ data flows
into the lake, where it is stored in open formats (e.g. Parquet/Iceberg). This prevents vendor
lock-in and allows interoperability. The lakehouse is optimized for analytics and Al
workloads - meaning it can handle both batch queries (for Bl reports) and real-time
streams (for live dashboards or model training). By consolidating data, the company can
perform cross-plant analysis — e.g. compare performance of similar production lines
across different locations, or correlate supply delays with production slowdowns. The
NQRust-Storage engine under the lake ensures high performance (millions of IOPS, sub-
millisecond latencies) so even large Al queries run efficiently. Data governance can be
enforced at this layer (access controls, data quality checks).

e Analytics & BI Tools: On top of NQRust-Lake, various analytics applications can be used.
This includes built-in query engines or connectors to external Bl software. For example, plant
managers and corporate operations teams might use a web dashboard to monitor KPIs
across all plants (this dashboard could be built with Zerocode front-end or a tool like Power
BI connected via SQL). Data scientists or engineers can run predictive algorithms on the
loke data — e.g. training a maintenance prediction model using historical sensor data now
stored centrally. Since the platform supports open standards, it's compatible with popular
ML libraries. NQRust-Lake is designed for Al workflows, meaning it can serve data to NQRust-
LLMOps or similar frameworks seamlessly when needed (this will be further leveraged in
Solution 3).
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NQRust-Zerocode Integration Layer: Zerocode still plays a crucial role, now at an enterprise
integration scale. It can be used to design the ETL (Extract, Transform, Load) pipelines that
move and transform data from edge nodes to the lakehouse (for instance, define how raw
JSON from a machine is parsed into structured format). Because of Zerocode's visual
nature, data engineers can set up complex pipelines or APl integrations quickly. Additionally,
Zerocode can expose APIs on top of the lakehouse data — enabling external stakeholders to
access certain information securely. For example, a supplier might securely query inventory
levels via an API to adjust their production. Zerocode also integrates the lake with corporate
systems (ERP, MES): it can push summarized production data to the ERP so that finance and
planning get updated numbers daily, and conversely pull in plan data (e.g. production
targets or sales forecasts) from ERP into the lake for deeper analysis. This APl and
integration layer ensures the lakehouse doesn’t become an isolated data island but is
woven into all business systems.

External Interfaces (Suppliers/Customers): With a more mature platform, the company
can extend its digital ecosystem externally. Using the Zerocode APl gateway and possibly
dedicated portals, external partners gain controlled access. For instance, key suppliers
could be given an API to get production schedules or to receive automatic alerts when
stock is low (upgraded from basic emails in Solution 1to system-to-system communication
now). Customers might get a more detailed tracking portal that pulls live data from the lake
(e.g. order status that updates as each production step is completed). These external
touchpoints are still managed centrally to ensure data consistency and security.

Resilience and Performance Considerations: The architecture is built to handle unreliable
networks via its edge components (which can store-forward data). Meanwhile, the central
platform likely runs on a cloud or data center in Indonesia. Hybrid cloud is the model — as
noted by industry analysis, 58% of manufacturing setups in 2024 still involve on-prem
control, but cloud analytics are growing fast with hybrid dominating. This solution
epitomizes that: on-prem edge control, cloud-level analytics. Local edge processing
insulates plants from cloud outages, while the central lake provides a powerful analytics
backbone when connectivity is available. The use of open formats and standard interfaces
future-proofs the data (important as new tools can be plugged in without rework).

Why NQRust components in Indonesian context:

) High
Security and Performance
Governance
Rust-based engine
With more data and provides strong
external connections, performance on
security is paramount. affordable hardware.
Ease of % Data Sovereignt
Integration & & 62@\ gnty
Hosting in-country
The company might e ensures compliance
employ data engineers 7 with data residency
or analysts, but still few B laws.
software developers. v
Connectivity
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Edge-to-cloud sync is
optimized, crucial where
bandwidth is limited.

Figure 12: NQRust-Lake's Strategic Advantages
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e High Performance & Cost Efficiency: NQRust-Lake’'s Rust-based engine gives strong
performance on affordable hardware. This is ideal for cost-sensitive environments — the
company can use commodity servers for its lakehouse and still get sub-second query
times, rather than expensive proprietary applionces. For example, NQRust's storage
compression and tiering yields huge savings (50-99% space savings), which lowers
storage costs for big datasets. A mid-level manufacturer can accumulate years of data
without exorbitant storage spend.

* Data Sovereignty & Compliance: By hosting NQRust-Lake in-country (or even on-premises
at HQ), the company ensures compliance with data residency laws. All sensitive production
data remains under Indonesian jurisdiction. The platform’s design explicitly supports full on-
prem deployment — data sovereignty is fully achievable. This is a differentiator compared
to using a foreign cloud SaaS where data might leave the country. It also aligns with
companies that prefer self-reliance in strategic tech.

 Connectivity Optimization: The edge-to-cloud sync is optimized (compression, filtering),
which is crucial where bandwidth is limited. As noted, edge integration with local servers
can ease data sovereignty and network load concerns. NQRust-Edge also supports
integration with private 5G or local networks if those are rolled out in the factory, providing
<10ms latency where needed — something that is emerging in advanced factories (e.g. JLIR's
5G-enabled plant cited globally).

* Ease of Integration and Development: At this stage, the company might employ data
engineers or analysts, but still few software developers. Zerocode's ability to visually create
data pipelines and expose APIs means the team can implement complex dataflows without
writing low-level code. This speeds up projects by an order of magnitude, which is critical
as the scope grows. Multiple systems (ERP, MES, CRM, supplier systems) can be linked in
weeks instead of months. It allows the firm to keep up with the complexity of integration as
it scales, without getting bogged down.

e Security and Governance: With more data and external connections, security is
paramount. The NQRust platform provides built-in security features: Rust’'s memory safety
reduces many vulnerabilities, and features like microVM isolation, mTLS encryption, and
access controls are part of the Edge platform’s zero-trust framework. The compliance
matrix shows it aligns with 1ISO 27001, IEC 62443 (industrial security). This gives executives
confidence that scaling digital operations won’t open new risks — a common concern as
digital footprint grows.

3.3 Use Cases & Business Scenarios (Operational, Strategic, Internal, External)

Solution 2 unlocks more sophisticated use cases that leverage the integrated data and
analytics capabilities. These scenarios span daily operations to high-level strategy, and involve
both internal process optimization and external collaboration:

i Internal Internal External External
Operational Strategic Operational Strategic
and planning collaboration optimization

+ owctpn | I

enance

scheduling

m
and costs decisions buffer stocks chain position

| | =

Figure 13: Data usage ranges from internal operations to external strategy.
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e Internal Operational - Predictive Maintenance Across Plants: With data from machines
consolidated in NQRust-Lake, the company can implement predictive maintenance
models. For example, vibration and temperature data from dozens of machines (collected
via edge nodes) are analyzed to predict bearing failures. A machine learning model might
identify that a certain vibration pattern precedes a breakdown by 2 weeks. Maintenance
teams are then alerted via the system to replace that part in the next scheduled downtime,
avoiding unplanned outages. This use case reduces unexpected downtime and
maintenance costs. It's operational (day-to-day maintenance scheduling) but relies on
enterprise-wide data analysis. For instance, one plant’s failure history can inform others — if
Plant A’s motor shows a pattern and fails, the model flags similar patterns in Plant B's motor
to preempt failure. This cross-site learning is only possible with a central data hub. Globally,
such predictive maintenance has led to 73% reduction in equipment downtime in smart
manufacturing examples, and we aim to replicate similar gains.

¢ Internal Operational — Production Optimization & Lean Operations: By analyzing historical
production data, the company can identify inefficiencies and optimize. Use cases include
bottleneck analysis (finding the process step that limits throughput) and cycle time
reduction. For example, data might reveal that line 3 has a longer changeover time than
others; further investigation (via analytics dashboards) shows a particular cleaning process
is the cause. The company can then address it (retrain staff or adjust process) and track
improvement. Another scenario: energy optimization - overlaying production data with
energy usage data (if energy meters are digitized). Analytics might find that certain
machines left idling during lunch consume significant power; an automated shutdown
routine could be introduced, saving energy. Given energy cost and sustainability focus, this
also feeds into strategic goals (COO and CSR KPI).

e Internal Strategic — Executive Dashboard & Planning: At the strategic level, the CEO, COO,
and CFO get much better visibility. A digital operations dashboard aggregates key KPIs:
production volume vs target, OEE per plant, order fulfilment rate, quality metrics, etc,
updated in near-real-time from NQRust-Lake. Executives can slice data by plant, product
line, or time to spot trends. This informs strategic decisions — e.g., capacity planning (if one
plant consistently maxes out, it might justify expansion) or investment in automation (if one
metric like manual labor cost per unit is higher in one plant, they target that plant for further
automation projects). Furthermore, with historical data centralized, they can do scenario
planning: “If demand rises 20% next quarter, can we meet it?” Analysts could simulate this
using the data (for instance, by analyzing historical ramp-ups and current utilization). The
ability to base decisions on data, rather than gut feel, improves confidence and alignment.
It also helps justify budgets for continuous improvement by showing clear baseline
andprogress metrics.

e External Operational - Supply Chain Collaboration: With suppliers and possibly
distributors tied in via the platform, new external use cases emerge. One is vendor-
managed inventory or collaborative forecasting. For instance, the manufacturer can
share production forecasts and inventory levels with a key raw material supplier through a
secure APl (managed by NQRust-Zerocode). The supplier can then adjust their deliveries
dynamically, reducing both parties’ inventory. This cuts lead times and buffer stocks.
Another externaloperational scenario is logistics tracking: integrating with third-party
logistics (3PL) providers so that shipment status (in transit, delivered) flows into the
lakehouse. This allows real-time tracking of raw material and finished goods movement. If a
delivery is delayed (external event), the production schedule can be adjusted proactively —
the system could flag at-risk production orders if a component shipment won't arrive on
time.

e External Strategic - Extended Enterprise Optimization: At a strategic level, the
manufacturer can leverage data to strengthen its position in the supply chain. For example,
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e by analyzing demand patterns and sharing insights with suppliers and customers, the
whole chain can become more efficient (supply chain 4.0 concept). A use case: the
company’s data shows that a particular component tends to cause assembly delays. They
coordinate with the component supplier to perhaps adjust the component design or
delivery frequency — a strategic collaboration enabled by having the hard data on
performance. Additionally, the manufacturer could use the platform to certify compliance
or quality to customers - e.g. automatically generate compliance reports (environmental,
safety) from the data and share these with clients to build trust and possibly charge a
premium for high transparency. This scenario turns data into a competitive differentiator
externally.

e Workforce Empowerment & Knowledge Sharing: Another internal but broader scenario:
using the collected data to empower employees. For instance, a self-service analytics
portal where engineers on the plant floor can query the central data to test hypotheses
(with proper governance). Perhaps a process engineer wants to know if a certain raw
material batch correlates with defect rates; they can pull data from the lake and visualize it
(with training). Encouraging such data-driven culture can unleash many small
improvements. Also, best practices can be identified and shared between plants. If one
site’s data shows exceptional performance (e.g. highest OEE), analysis can reveal why
(maybe a particular maintenance routine or skill). That can be standardized across the
company.

In summary
. .

Solution 2's use cases revolve around enterprise-wide optimization — predicting issues
before they occur, optimizing processes based on data, and coordinating across the value
chain. Internally, operations become smarter and more proactive; externally, partnerships
become more integrated and strategic. This stage significantly boosts the company’s
Lcompetitive position relative to peers, who may still be operating on local optimizations onIy.J

3.4 Business Impact — KPIs & Outcomes for Solution 2

By implementing the Digital Operations Hub, the manufacturer can achieve substantial
improvements on top of the gains from Solution 1. Key impact areas and metrics include:

Reduced
Downtime
Predictive
maintenance
minimizes unplanned
interruptions

Workforce
Engagement
Data-driven culture Improved Quality
empowers Advanced analytics
employees @ lower defect rates

Increased
(=3 Throughput
Optimized scheduling
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output

Enhanced @ Lower Energy
Financials Usage
Cumulative effects Energy optimization
boost profitability. reduces consumption
per unit

Optimized Supply
Chain
Integrated supply
chains shorten lead
times

Global
Competitiveness
Maturity makes
manufacturers
globally competitive.

Figure 14: Impact of smart factory solutions on business performance
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» Downtime & Maintenance (COO/Operations KPI): With predictive maintenance and better
asset management, unplanned downtime can drop dramatically. Case studies of edge-
analytics in manufacturing show downtime reductions on the order of 50-70%.
Conservatively, the company could achieve ~50% reduction in unplanned downtime hours
within a couple of years, by addressing major failure modes proactively. This directly
improves capacity and reduces maintenance spend (fewer emergency repairs, better
spare parts management). It also reflects in OEE, potentially raising it by another 10-20
percentage points across sites.

* Quality & Yield (Quality KPI): Advanced analytics help pinpoint quality issues. The result is
a further drop in defect rates. For example, by implementing real-time quality monitoring
and analysis, manufacturers have seen 68% reduction in defects. We can target a similar
range — perhaps defects cut by 50+%. Better yield means more saleable product per input,
which boosts revenue and margins. It also enhances brand reputation and reduces cost of
poor quality (waste, rework, warranty claims).

 Throughput & Efficiency (COO KPI): Optimized production scheduling and bottleneck
management can increase throughput without additional capex. The company might see,
say, a 15-25% increase in output (units per week) by smoothing operations, as idle times
are eliminated and line balancing improves. One NQRust deployment reported a 31%
improvement in overall equipment effectiveness (OEE) through such measures. This
directly translates to revenue growth potential if market demand allows, or alternatively
meeting demand with fewer shifts (cost savings).

e Energy and Resource Usage (COO/CSR KPI): With energy optimization, energy
consumption per unit could decrease significantly (the example impact was 22%
reduction). If energy costs are a big portion of operating cost, this is a notable savings -
also supporting sustainability goals. Similarly, better inventory management might reduce
material waste and ensure materials are fresh (relevant in F&B where shelf-life matters,
reducing expired raw material losses).

* Supply Chain & Lead Time (CEO/COO KPI): By integrating the supply chain, lead times and
inventory can be optimized further. The firm could achieve Just-In-Time-like performance
without stockouts. Perhaps order-to-delivery lead time is cut by another 20-30% beyond
Solution T's improvements, thanks to synchronized production with supply and dynamic re-
planning when logistics issues occur. Inventory turnover can improve (working capital
further reduced). A lean, data-driven supply chain also means the company can respond
faster to market changes than competitors, an important strategic advantage.

* Financial Impact & ROI (CFO/CEO KPI): The cumulative effect of the above is considerable
on the bottom line. Reduced downtime, higher yield, and energy savings together
significantly lower cost per unit. For instance, an operational cost reduction of ~30% is
plausible when combining all optimizations (a figure aligned with observed smart factory
benefits — 30% lower operational costs reported). Revenue can increase via higher
throughput and better quality (fewer rejects, more customer trust). The ROI for Solution 2
investments is very high. Not only do direct savings accrue, but the analytics capabilities
open new revenue opportunities (offering value-add services, etc.). As an illustrative metric:
if Solution 1 gave ROI in hundreds of percent, Solution 2 could compound that. Some NQRust
clients have seen 700%#* ROIl in their Al/analytics investments. Executives can expect
payback typically within a year or two, and then substantial net gains onward.

* Strategic Position & Competitiveness: While harder to quantify, by reaching this maturity
the manufacturer becomes globally competitive. It can benchmark itself against world-
class “lighthouse” factories. Decision-making is now evidence-based, reducing risks in
strategic moves.

Page 17

contact@nexusquantum.id nexusquantum.id



Industry Solution: Manufacturing

e The company may achieve certifications or awards for smart manufacturing, enhancing its
brand. It also becomes more attractive as a supplier (since it can reliably meet JIT delivery
and quality expectations). In essence, Solution 2's impact is elevating the firm from a
follower to a contender in efficiency and innovation.

e Cultural and Workforce Impact: Additionally, the workforce’s evolution into a data-driven
culture means higher employee engagement at technical levels — engineers solving
problems via data feel empowered, which can reduce turnover of top talent. It also means
the company needs to recruit and train more digital talent (analysts, data engineers),
fostering a modern industrial workforce. This positions the company well for the next leap
into advanced technologies.

By demonstrating these outcomes, Solution 2 solidifies the value of digital transformation to
stakeholders. The company will have essentially modernized its operations to a level on par
with many global manufacturers. The stage is then set for the final, most advanced phase:
leveraging Al and autonomy to attain competitive leadership and innovation differentiation.

4. solution 3: Al Factory Nexus — Sovereign Al & Autonomy (Advanced-Level)
4.1 Problems & Challenges (Leading-Edge Transformation and Al Adoption)

At the advanced maturity level, the manufacturer aims to become an industry leader, using
cutting-edge Al and autonomous systems to drive innovation and efficiency beyond what
traditional methods allow. However, pursuing this comes with a new set of challenges:

Complexity of Al
Integration
Training and

deploying Al models

atscale is
challenging

Global Leadership Data Governance
and Competition and IP Protection
Aiming to surpass Protecting valuable

competitors in Al manufacturing data is

adoption . crucial

Real-Time
Cost and ROI Decision
Justification ® Autonomy
High initial costs Enabling algorithms
require strong ROI to make decisions
justification without human

ntervention.

Legacy Integration

Organizational at Scale
Change Integrating new Al
Requinng specialized with existing old
skills and equipment

organizational
adaptation

Figure 15: Navigating Advanced Al Transformation Challenges.

e Complexity of Al Integration: Deploying Al at scale — such as training custom Large
Language Models (LLMs) for operational decision support, or implementing computer
vision for quality — is complex. It demands significant computational resources (GPUs, etc.),
specialized expertise, and robust MLOps practices. Many enterprises find Al initiatives stall
due to high costs and complexity (e.g. long development cycles, difficulties in moving from
pilot to production). The challenge is to integrate Al seamlessly into the manufacturing
environment without turning it into an R&D science project that never yields ROI.
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e Data Governance dand IP Protection: An advanced manufacturer's data (process data,
product designs, etc.) is extremely valuable. Training Al models often requires large
datasets and sometimes collaboration (maybe with outside Al vendors or cloud providers).
This raises concerns about data confidentiality and intellectual property. For instance, if
using a cloud Al service, can they ensure proprietary process data isn't leaked or used to
train others’ models? They need solutions that keep Al data and models secure and
sovereign. Techniques like confidential computing may be necessary to protect data in use.
The challenge is adopting Al while maintaining full control over data and models
(especially in light of corporate secrecy and possibly regulatory requirements on sensitive
data).

¢ Real-Time Decision Autonomy: Pushing towards autonomy means letting algorithms make
or recommend decisions in real time, sometimes without human intervention. For example,
Al might dynamically adjust production parameters or reroute orders. The challenge is
ensuring these Al decisions are trustworthy, explainable, and safe. There could be
resistance from experienced managers to trust an “Al black box.” Additionally, the systems
must be fail-safe — if an Al agent goes awry, there need to be safeguards.

¢ Legacy Integration at Scale: Even at advanced stage, not everything is modern — there will
still be a mix of new and old equipment. Introducing high-end Al systems (which might
require modern APIs or data formats) into a heterogeneous factory environment can be
tricky. Ensuring low-latency connections for Al (like vision systems on the line) and
upgrading networking (perhaps using private 5G or high-speed fiber on the shop floor)
become important. Essentially, the challenge is retrofitting advanced tech onto an existing
production infrastructure smoothly.

¢ Skill and Organizational Change: If the previous stage required upskilling to data-driven
culture, this stage requires even more specialized skills — data scientists, Al engineers, etc.
These are scarce talents. The organization might partner with tech providers or have to
build an internal Al team. The challenge is organizing for Al: establishing an Al Center of
Excellence, training or hiring the right people, and managing change so that employees
embrace working alongside Al/automation (for example, moving operators into more
supervisory roles overseeing fleets of autonomous machines or robots).

e Cost and ROl Justification at Scale: Advanced tech (Al models, HPC infrastructure, robotics)
can involve highinitial costs. GPUs, for instance, are expensive and can be underutilized if
not managed well. The company must ensure efficient use of such resources to justify the
investment. They need to avoid the trap of high costs with poor ROI that some Al projects
fall into. This means carefully selecting use cases that have big payoffs and using
technology like GPU virtualization to maximize hardware use. Essentially, the firm must solve
the Al economics problem — how to do Al affordably at scale.

¢ Global Leadership and Competition: At this stage, the manufacturer isn't just catching up -
it's trying to surpass others. That means venturing into new business models or services
enabled by Al (e.g. offering Al-optimized custom designs to customers, or packaging its
data insights as a service). The challenge is strategic: identifying and executing on these
new opportunities while running core ops. It's akin to not only being a manufacturing
company but also a tech company. Global peers (perhaps large Western or Japanese
manufacturers) might also be at this frontier, so it's a race of innovation. The company
must navigate this while ensuring core manufacturing excellence remains strong.

Solution 3 aims to overcome these challenges by creating an Al-powered, sovereignh and
edge-autonomous manufacturing network — essentially transforming the manufacturer into
a smart enterprise that leverages Al within a secure, high-performance infrastructure.
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4.2 Solution Architecture (Al/LLM Operations Platform with Secure Infrastructure)

Solution 3 introduces the NQRust-LLMOps platform and related Al infrastructure components
to build a sovereign Al capability for the manufacturer. The architecture spans from central Al
data centers to edge deployments of Al models, all integrated with the existing lakehouse and
OT systems. It emphasizes security (enclaves, GPU virtualization) and autonomy (Al-driven
decision loops). The architecture diagram below outlines the system:
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Figure 16: Solution 3 Architecture — An integrated Al platform (NQRust-LLMOps and Secure GPU
infrastructure) works in concert with edge-based Al inference and existing systems, enabling
autonomous and intelligent operations.
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Figure 17: NQRust Al Architecture for Manufacturing

e NQRust-LLMOps Cluster (Central Al/ML Platform): This is the heart of the Al capability — a
platform to train, fine-tune, deploy, and manage Al models at scale, specifically optimized
for large language models (LLMs) and other advanced Al. The cluster consists of GPU
servers orchestrated by NQRust-LLMOps software. It provides a full MLOps pipeline: data
ingestion from NQRust-Lake, training orchestration, model versioning, one-click
deployment, monitoring, etc. The advantage of NQRust-LLMOps is its Rust-powered -
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e efficiency and security — it significantly accelerates Al workflows while reducing costs. For
example, training times can be cut from weeks to days, and deployment of models is
automated (no lengthy devops). In this architecture, the manufacturer keeps the Al cluster
under its control (either on-premise in a data center or in a private cloud in-country),
ensuring data sovereignty. All model training uses the company’s own data in this secure
environment — 100% on-premises deployment means no sensitive data leaves the facility
during Al development. The cluster likely includes specialized ML frameworks (Rust-based
ones like Candle for pure Rust ML, or integration with libraries like PyTorch through Rust
bindings), providing state-of-the-art Al capabilities.

e NQRust-SecureGPU & HV (GPU Virtualization and High-Performance Compute): To
optimize Al infrastructure usage and cost, the solution leverages NQRust-SecureGPU
technology. This allows secure, high-performance GPU sharing among multiple workloads
and teams. Instead of buying separate GPUs for each project (often underutilized ~20-40%
use), the company can partition powerful GPUs (like NVIDIA AI00/H100) to serve several Al
tasks concurrently, reaching 80%+ utilization safely. This dramatically improves ROl on
expensive hardware (e.g. 3x efficiency, 75% cost reduction noted in SecureGPU benefits).
The HV likely stands for a hypervisor component that manages virtual GPU instances and
possibly VM workloads. It ensures that multiple Al jobs or even different departments can
use the GPU cluster without interfering or exposing data to each other (critical if, say, R&D
and production use same hardware). Hardware isolation and Rust’s safety guarantee no
data leakage between Al workloads. This means, for example, an Al model training on
sensitive QC data and another on HR data can co-exist securely on one machine. Efficient
GPU use helps overcome the cost challenge and resource contention that often plague Al
initiatives.

e NQRust-Enclave (Confidential Al Computing): To address data/IP protection, the
architecture includes confidential computing enclaves. NQRust-Enclave provides a unified
API to run computations inside hardware-encrypted enclaves across CPU or GPU (Intel TDX,
AMD SEV, NVIDIA H100 secure execution). In practical terms, this means even when Al models
are training or inferencing on shared hardware, the data and model weights are encrypted
in memory and inaccessible to other processes or administrators. For example, if the
manufacturer collaborates with an external Al expert or uses a cloud GPU, enclaves ensure
the code and data cannot be spied on. It supports remote attestation, giving cryptographic
proof that the model ran in a genuine secure enclave. For the manufacturer, this is key to
safely leverage external Al resources or to deploy Al models at partner sites without fear
of IP theft. A manufacturing scenario: the company could deploy a trained quality
inspection model to a supplier's facility (to check parts quality before shipping) — using
enclaves to protect the model IP and data. Enclaves thereby facilitate multi-party Al
collaboration and compliance (e.g. ensuring privacy of any customer-specific data used in
model trdining). NQRust-Enclave’s overhead is low (2-5%), so performance is not sacrificed
much.

e Edge Al Inference Engines at Factories: While training and heavy computation happen in
the central cluster, inference (Al execution) for real-time control often needs to happen at
the edge (factory). The architecture deploys Al models (trained/fine-tuned by LLMOps) to
NQRust-Edge nodes at each plant for local execution. Examples include: an LLM-based
assistant that operators can query in natural language for troubleshooting guidance
(deployed on an edge server to avoid cloud latency), or a computer vision model on an
assembly line doing quality inspection via cameras (with results acted on immediately).
The edge inference engine may utilize smaller footprints of models, possibly leveraging.
WebAssembly or optimized Rust ML runtimes for efficiency (Rust’s small binaries and no GC
pauses are an advantage here).By running Al at the edge, the system achieves ultra-low
latency and reliability (production doesn't stop if internet is down, and decisions happen in
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e milliseconds). Jaguar Land Rover's advanced plant achieved <10ms latency by combining
local 5G and edge servers for vision Al — similarly, our manufacturer's edge Al can operate
in real-time for process control or vision.

e Al-Driven Automation & Control: The diagram shows a feedback loop: edge Al engines
feeding insights to machines/robots and adjusting control parameters in real time, and
edge data continuously streaming back to the central Al platform for model retraining or
improvement. This is the realization of an autonomous factory loop. For example, an Al
model detects a slight drift in product dimensions from a vision system; it automatically
adjusts a machine tool's setting via the connected control system (through Zerocode or
direct OPC-UA command) to correct it — all without human intervention. Another example:
an LLM-based scheduling agent takes into account live data (machine status, order
priorities) and dynamically reorders production tasks, then dispatches those schedule
changes to the production line systems. Humans oversee these autonomous decisions
through control dashboards, but the routine optimizations are handled by Al. A critical
aspect is that these decisions are traceable and can be overridden if needed (so the
system likely logs all Al decisions, and has safety rules encoded).

¢ Integration with Enterprise Systems & Ecosystem: NQRust-Zerocode remains vital in tying
Al outputs into the broader business. For instance, if the Al predicts a likely delay in order X
due to maintenance, Zerocode can automatically trigger a customer notification via the
CRM or adjust the ERP’s delivery date. Or if an LLM analyzes procurement data and finds an
anomaly, it can send that insight to the procurement team’s dashboard. The API gateway
can also expose new Al-driven services — e.g. a client might access a “digital twin” portal
where they simulate changes (powered by the manufacturer's Al models) for their
products. Perhaps a customer can upload a design and an Al gives feedback on
manufacturability or cost (a potential new service). Partners could query an Al for supply
chain risk (like “if an earthquake hits supplier region, what is impact?” - the Al has been
trained on the supply network data to answer). These kind of high-value services are
enabled by exposing the Al platform’s capabilities securely via APIs. Notably, all such
interactions benefit from the data sovereignty and security of the underlying platform -
clients/partners only see what they're allowed, and the core IP (models and data) stays
protected in our environment.

Why this advanced architecture in Indonesian context:

Sovereign Al Multi-language
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data sovereignty and contexts in
latency. Southeast Asia.

Optimized for
Southeast Asia

Tuned for
environments with
connectivity and
budget constraints.

Figure 18: Why this advanced architecture in Indonesian context:
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e Sovereign Al Leadership: By deploying NQRust-LLMOps in-house, Indonesian
manufacturers can develop Al solutions without depending on foreign cloud Al services,
which addresses data sovereignty and latency concerns. This is aligned with national
interests of technological independence. It also ensures compliance — sensitive production
data and any personal data (like worker-related data) remain under full control, aiding
regulatory compliance (HIPAA, GDPR if applicable, etc, as NQRust-LLMOps supports
compliance features). For example, a healthcare device manufacturer can train models on
patient-related manufacturing data with full privacy: NQRust-LLMOps documented case for
healthcare showed it can maintain patient data privacy (automatic Pl redaction, etc.).

* Optimized for Southeast Asia Challenges: The combined stack is tuned for environments
where connectivity isn't always top-notch and budgets are tighter. NQRust's edge and Al
optimizations mean even if the manufacturer isn't a global giant, it can afford to implement
advanced tech. The cost reduction aspect is huge: 72% Al infrastructure cost reduction is
claimed with NQRust-LLMOps due to efficient use of GPUs. This is critical to justify Al projects
in Indonesia where budget scrutiny is high. It essentially levels the playing field with richer
competitors by dramatically lowering the cost barrier of Al.

e Multi-language and Local Context Al: Southeast Asia has diverse languages (Bahasa
Indonesia, Javanese, etc.). If the manufacturer needs Al that understands local language
(e.g, an LLM that operators can talk to in Bahasa), NQRust-LLMOps is designed for such
scenarios (mention of local model support). It can fine-tune open-source models (like
Indonesian language models) and serve them efficiently. This is something off-the-shelf
foreign Al might not cater to well. It addresses local labor dynamics too — operators may
not be fluent in English to use some interfaces, but an Indonesian-speaking Al assistant is
much more usable.

¢ Regulatory and Ethical Al Compliance: As Al use grows, regulations may require audits of
Al decisions, bias checks, etc. The platform provides full audit trails and open standards.
Using open models and an on-prem platform means the company can explain its Al (not a
black box from a vendor) and tweak it to eliminate biases. This is key for acceptance by
workforce and regulators (e.g. ensuring an Al system doesn't violate labor regulations or
quality standards inadvertently).

e Competitive Innovation: By being among the first to harness Al at this scale in
manufacturing locally, the company could achieve leaps in efficiency and possibly new
business models (like mass customization via Al, or offering smart products that connect
with the factory’s Al). This could attract foreign investment or partnerships, as global firms
see them as an advanced supplier. Essentially, it sets them apart in the region — an
investment that could yield new revenue streams (for example, some manufacturers have
even monetized their Al by providing consulting or services to others once they master it).

e Addressing Skilled Labor Shortage via Al: While skilled data scientists are scarce, an
interesting angle is that once Al platforms (like an LLM-based code assistant) are in place,
they can augment less-skilled workers. For instance, NQRust's roadmap for Zerocode
included Al-assisted development (NL to workflow), meaning down the line, even writing
new automations or code can be guided by Al. Similarly, an LLM ops can codify expert
knowledge (from veteran engineers) and make it available to junior staff through a chat
interface. This mitigates the skill gap — a critical need as experienced baby-boomer
engineers retire and fewer skilled replacements are available. The Al becomes a repository
of tribal knowledge, accessible 24/7.
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4.3 Use Cases & Business Scenarios (Operational, Strategic, Internal, External)

At this pinnacle stage, the use cases blend the boundaries of operational and strategic, often
with Al systems touching both internal processes and external services. Here are some

exemplars:
Internal External External
Strategic Operational Strategic

Smart supply
network, customer
integration

Data-driven Vendor-managed Increased revenue,
efficiency, reduced decisions, reduced production, mass competitive
defects uncertainty customization differentiator

Figure 18: Use Cases & Business Scenarios (Operotionol, Strategic, Internal, External)

Internal
Operational

Characteristic

Production

optimization, quality Digital twin, scenario

simulation

Al Technology

Key
Benefit

* Internal Operational - Autonomous Production Optimization: The factory can run largely
self-optimizing operations. For example, an Al scheduling agent (powered by an LLM or
advanced optimization algorithm) monitors all lines and dynamically allocates tasks to
maximize throughput and meet due dates. If a machine goes down unexpectedly, the
agent instantly recalculates the schedule and reroutes tasks to other machines or overtime
shifts, and it orders the needed spare part vio an automated procurement system. This is
essentially a real-time factory orchestrator Al. Humans oversee multiple factories through a
centralized interface where they see suggestions from the Al and can approve or adjust.
Over time, as confidence in the Al grows, more decisions are left to it. This yields near-
optimal efficiency at all times, something humans with slower data processing couldn’t
achieve continuously.

e Internal Operational — Al-Assisted Quality Control: Implement advanced computer vision
and anomaly detection on the production line. Cameras inspect products in real-time,
using deep learning models to catch defects that are hard to detect with rule-based
systems. For instance, in electronics manufacturing, an Al vision system can spot a tiny
solder inconsistency that might lead to failure. These Al vision stations can either segregate
defects automatically (if integrated with robotics) or alert human inspectors for verification
of borderline cases. Additionally, anomaly detection models running on lloT sensor data
can flag subtle deviations in process (pressure, temperature, vibration) that precede
quality issues, enabling proactive adjustments. The system might even apply minor
automatic corrections (e.g, tweak a temperature setpoint) to keep quality in spec-
effectively a self-correcting process. This drastically reduces defects (approaching Six
Sigma levels) and improves yield. In advanced cases, quality Al can enforce 100%
inspection (every unit is checked by Al) which is unfeasible manually, assuring top-notch
quality for critical products (useful in automotive safety parts, aerospace, etc.).
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e Internal Strategic - Digital Twin & Scenario Simulation: With the rich data and Al models,
the company can maintain a digital twin of its manufacturing system — a virtual replica
that can simulate outcomes. Using this, strategic planning becomes highly data-driven.
E.g., before investing in a new production line, the exec team runs simulations in the digital
twin to test how it would improve capacity, where the bottlenecks would shift, etc. Or if they
want to adopt a new product, they simulate the production in twin to identify needed
changes. LLMOps can host advanced simulation models (integrating physics, supply chain,
and financial models). This also allows scenario planning for risk management: “What if
key supplier fails?” — the digital twin can simulate the effect and the Al can suggest
mitigation (like alternate sourcing or adjusting product mix). By doing these “Al foresight”
exercises, the leadership can make strategic decisions with far less uncertainty. This is
something very few competitors might have; it's a true competitive differentiator in agility
and resilience.

e External Operational = Smart Supply Network & Customer Integration: Expand the earlier
supply chain integration into an Al-enhanced supply network. The manufacturer's Al
platform can extend to coordinate with suppliers and customers as a network. For instance,
the manufacturer could allow a major customer’s systems to plug into an Al scheduling API
— so the customer can feed in last-minute priority changes and the Al scheduler will
automatically adjust the production sequence to accommodate, within possible limits. Or
the Al could manage vendor scheduling: an Al agent communicates with a supplier’'s
ordering system to continuously optimize delivery schedules based on real-time
consumption data, essentially automating procurement beyond simple reorders. This can
lead to things like vendor-managed production where the supplier might produce parts
synchronously with the manufacturer's consumption (enabled by Al synchronization).
Another use case: offering mass customization - customers configure a product on a
portal, and Al-driven manufacturing adjusts the line to produce that unique configuration
on the fly. For example, an automotive OEM might order a custom variation of a part; the
manufacturer’s systems take that spec, run it through Al to adjust machining parameters
and quality criteria, and produce it with minimal human engineering, all while meeting cost
and time targets.

Across these use cases, the theme is leveraging Al to achieve levels of performance, flexibility,
and service that are unattainable with manual or even earlier digital methods. Operations
become highly automated and optimized in real-time, strategic decisions are informed by
powerful simulations and insights, and the business can innovate its model. The manufacturer
transitions from a traditional factory to a tech-enabled industrial enterprise, possibly even
defining best practices that others follow (becoming a Lighthouse factory reference in World
Economic Forum terms).

4.4 Business Impact - KPIs & Outcomes for Solution 3

The impact at this advanced level is transformative, potentially redefining industry
benchmarks. Key metrics and outcomes include:
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Sovereign Al Multi-language
Leadership Al

Develop Al solutions Supports diverse

in-house, addressing languages and local

data sovereignty and contexts in
latency.

Figure 19: Business impact of Al in manufacturing

e Maximized Productivity & OEE (COO KPI): With Al orchestrating production, the
manufacturer can reach near theoretical limits of efficiency. We can talk about OEE in the
90%* range (world-class), whereas many traditional plants operate in the 60-70% range.
Through autonomous optimization, uptime is maximized, performance is tuned, and quality
losses are minimal. In quantitative terms, if previously each plant had, say, 100 hours of
downtime a month, now it might be <10 hours (almost full availability). The throughput per
machine and per labor hour will be the highest it's ever been. For example, one advanced
deployment saw asset efficiency improve by 20% and product quality by 30%, but our aim is
to exceed even those. The outcome is more output from the same assets — effectively free
capacity that can translate to tens of millions of dollars in additional revenue potential
without new capex.

e Quality Perfection (Quality KPI): By catching defects in-line and predicting issues, the
defect rate could approach zero for many processes. Perhaps a Six Sigma level (99.999%
good) on critical parts — meaning defects measured in parts per million. Some operations
might achieve 100% defect detection (no faulty product reaches customer). This drastically
cuts costs associated with rework, scrap, and warranty. It also allows possible reduction in
final inspection overhead (if in-process quality is guaranteed). Customer satisfaction and
trust improve; the manufacturer could boast certified quality levels above competitors.

e Agility & Lead Time (CEO/COO KPI): With an Al-optimized supply chain and flexible
production, the company can achieve lead times unheard of in their sector. For instance,
custom orders that used to take 4-6 weeks could be fulfilled in 1-2 weeks. The firm can
respond overnight to demand changes. Schedule attainment (hitting promised delivery)
might hit nearly 100%, and inventory turns could reach very high levels since everything is
finely timed. The supply chain being Al-orchestrated means minimal buffers yet high
reliability. This agility is a strong selling point to customers (e.g., automotive OEMs can rely
on them for last-minute design changes with minimal delay).

e ROl and Economic Leadership (CEO/CFO KPI): Investments in Al and advanced tech are
hefty, but the returns can be even larger. With NQRust's platform efficiencies, the ROI is
amplified. The NQRust-LLMOps whitepaper cites 700%+ ROI for Southeast Asian enterprises
adopting it — meaning for every $1in Al infrastructure, $7+ of value is realized in a fairly short
time. Our manufacturer could see ROl in that ballpark or beyond, especially when counting
both cost savings and new revenue opportunities (from quality, agility, services). Essentially,
the manufacturer moves into a position of cost leadership and innovation leadership. They
can outcompete others on price or capacity when needed (cost leadership) and also offer
differentiated products or services (innovation leadership).
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» New Revenue Streams & Business Growth (CEO KPI): By offering Al-enhanced services (like
customization, consulting, or data-driven guarantees), the company can tap into new
revenue. For instance, maybe they guarantee 0 defects and 100% on-time delivery at a
premium price — some customers will pay more for that assurance. Or selling usage of their
excess Al capacity to smaller companies. If these become significant, they contribute to
top-line growth beyond just volume of goods sold. The firm might diversify into a hybrid
manufacturer-tech provider, improving its valuation in capital markets (if public, it might
get a tech valuation multiplier). Growth-wise, being advanced also positions it to capture
more market share as it can produce faster, cheaper, better — global clients may shift more
orders to them.

e Intellectual Property & Innovation (CTO/CEO KPI): Through developing unique Al models
(for process optimization, etc.), the company accumulates intellectual property that is itself
an asset. For example, a proprietary model for optimizing textile dyeing that saves 20% dye
and water could be patented or licensed. The company transitions to a knowledge-driven
enterprise. It might file patents on novel Al-managed production techniques. Innovation
metrics such as number of improvement ideas implemented, or R&D output, may see
drastic increases because the Al helps explore more ideas faster. It essentially accelerates
the R&D cycle in manufacturing — e.g., simulation in digital twin might cut experimentation
time by 50%, so new products get to market faster (time-to-market KPI improves).

¢ Workforce and Organizational Health: While automation often raises fear of job loss, in this
advanced scenario the workforce has been upskilled and redeployed to more value-added
roles. The number of routine jobs might reduce, but new tech-centric roles increase. The
company could see lower accident rates (with Al monitoring safety, near-misses predicted
and prevented, robots taking dangerous tasks — safety incidents could approach zero,
aligning with the 89% reduction seen in edge use cases). Employee satisfaction might rise
due to elimination of drudgery and availability of high-tech tools. These factors contribute
to being an employer of choice for the next-gen workforce.

¢ Global Benchmarking and Recognition: Finally, as a holistic impact, the manufacturer
could become globally recognized as a leader. It might be included in the World Economic
Forum’s Global Lighthouse Network of advanced factories. It could host delegations,
influencing national policy on Industry 4.0/5.0. This reputational gain can indirectly lead to
more business and partnerships. It also means Indonesia as a country can demonstrate a
home-grown success in advanced manufacturing, encouraging broader adoption and
investment in the sector.

. .

Solution 3 propels the manufacturer to the forefront of manufacturing excellence. The
quantifiable impacts—be it near-zero downtime, double-digit cost reductions, or multi-fold
ROI—are compelling to any C-level executive. Just as important, it future-proofs the
business in an era where Al is becoming a differentiator. The company not only secures its
current operations but sets itself up to continuously innovate and adapt, which is the

Lultimate goal of any long-term strategy.

S

5. Conclusion: Towards a Future-Ready Manufacturing Ecosystem

Through these three staged solutions, we have outlined a realistic 2024-2035 transformation
trajectory for Indonesia’s general manufacturing sector using the Nexus Quantum NQRust
platform. Starting from connecting and automating a single factory (Solution 1), scaling up to
enterprise-wide data-driven operations (Solution 2), and finally achieving Al-empowered
autonomy and innovation (Solution 3), manufacturers can progressively build capabilities
aligned with Making Indonesia 4.0 goals. Each step delivers concrete value — from quick wins in
efficiency to quantum leaps in competitive advantage — while addressing the unique
challenges of Indonesia’s industrial landscape (infrastructure gaps, skill shortages, regulatory
needs).
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Crucially, the NQRust product suite provides an integrated, locally-optimized technology
backbone for this journey. It combines ease-of-use (Zerocode), robust infrastructure (Edge,
Storage, SecureGPU), data intelligence (Lakehouse), and cutting-edge Al (LLMOps, Enclave)
— all under a unified architecture. This avoids patchwork solutions and ensures that as
companies evolve from one stage to the next, their technology investments are preserved and
extended, not ripped and replaced. For example, the data collected and integrations built in
Stage 1 become the foundation of analytics in Stage 2, and the models developed in Stage 3
draw from the lake of data and are deployed back to the edge — a virtuous cycle.

From a leadership perspective, these solutions map technology to business strategy:

Entry Solution %I Growth Solution

Addresses immediate operational
pain points and builds digital trust

Aligns operational excellence with
strategic decision-making

Advanced Solution

Drives innovation and positions the
company as a market leader.

Figure 20: Which technology solution should be implemented to align with business strategy?

e Entry solution addresses immediate operational pain points and builds digital trust within
the organization (a key to change management).

e Growth solution aligns operational excellence with strategic decision-making, directly
impacting financial performance and competitiveness.

e Advanced solution drives innovation, new business opportunities, and positions the
company as a market leader.

This phased roadmap also mirrors the national industrial evolution - as more firms
implement Solution 1, the overall ecosystem’s digital baseline rises; with Solution 2, Indonesia’s
manufacturing productivity can significantly improve (narrowing the gap with countries like
China, Thailand); and with some champions reaching Solution 3, Indonesia can leapfrog into a
leader role in specialized areas, attracting further investments and talent.

Executives (ClOs, COOs, CEOs) and policymakers can take away that the path to Industry
4.0/5.0 is not a single giant leap but a series of manageable projects, each justified by clear
ROI and enabled by technologies tailored to Indonesia’s context. By leveraging NQRust's
secure, high-performance platform, they can achieve these improvements faster, safer, and
at lower cost than by using fragmented or foreign solutions — as evidenced by benchmarks
(e.g. 90% faster development, 72% cost reduction in Al, compliance with local regulations).

In implementing this roadmap, companies should also invest in change management:
training the workforce, instilling data-driven culture, and evolving organizational structures
(like establishing digital transformation teams or Al centers of excellence). The technology is
an enabler, but human adoption and process re-engineering are equally important.
Fortunately, NQRust's ease-of-use and quick results help in this regard by demonstrating
success and easing skill requirements.

In summary, the whitepaper has detailed an actionable strategy for Indonesian general
manufacturers to transform over the next decade, using a combination of automation,
analytics, and Al solutions. The journey leads to a manufacturing enterprise that is highly

efficient, agile, and intelligent, ready to compete and thrive on the global stage. By
following this roadmap and leveraging platforms like NQRust, “Making Indonesia 4.0” can
move from vision to reality — delivering economic growth, higher-value jobs, and a robust,
future-ready industrial sector for the country.
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