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1. Product Evaluation & Mapping

Indonesian and Southeast Asian healthcare organizations face escalating cyber threats and
tightening regulations. Global ransomware like WannaCry has crippled hospitals (including in
the UK’s NHS) with multi-day service outages, and data breaches cost an average of $4.45
million each. Indonesia is similarly at risk: in 2021, Jakarta’'s Dharmais Cancer Hospital was hit
by ransomware, disrupting patient care. The new Indonesian Personal Data Protection Law (UU
No. 27/2022) came into full effect in 2024, aligning with GDPR-level stringency. Healthcare
providers must now enforce strict data residency, consent, and security controls or face fines
up to 2% of annual revenue for data breaches, along with potential criminal penalties. At the
same time, many hospitals and clinics still operate fragmented IT environments -
infrastructure limitations, data silos, and interoperability issues continue to hinder digital
health adoption across Indonesian hospitals. Clinical systems range from modern EMRs to
paper records, creating a heterogeneous landscape that complicates data sharing and
analytics. Pharmaceutical companies and regulators grapple with supply chain opacity and
counterfeit drugs, as highlighted by the discovery of repackaged fake medicines in Jakarta
pharmacies. The WHO estimates that 1 in 10 medical products in low- and middle-income
countries are substandard or falsified, undermining patient safety. Regulators like BPOM have
responded with e-regulation initiatives — for example, mandating 2D barcode serialization by
2025 for track-and-trace of all high-risk drugs — yet implementation remains challenging
without robust digital infrastructure.

NQRust delivers a comprehensive, Rust-powered platform spanning Identity, Security,
Confidential Computing, Storage, Al/ML Ops, Edge computing, and Automation. Below, we map
each major NQRust capability to the pain points of healthcare and pharma, regulatory
requirements (e.g. UU PDP, BPOM e-Reg, HIPAA, GDPR), Indonesia’s data infrastructure maturity
gaps, and strategic transformation goals (Al adoption, digital trust, supply chain resilience):

1.1 NQRust-Identity (Unified Identity Management)

Strategic Impact Capabilities
Lays the foundation for digital Provides universal Single Sign-
trust and enables future On with OAuth2, OpenlD
integration with national digital Connect, and SAML
identity programs % compliance
e

Infrastructure &
Heterogeneity Pain Points Addressed

Integrates via open standards Eliminates fragmented logins

(OIDC/SAML), allowing even = and weak password practices
legacy clinical systems to hook ép in hospitals

into a modern SSO framework

Regulatory Alignment
Supports role-based access
control and audit trails, which

are mandated by HIPAA and the
PDP Law.

Figure 1: NQRust-Identity Framework.

Capabilities: Provides universal Single Sign-On with OAuth2, OpenIiD Connect, and SAML
compliance. It manages user identities and authentication centrally across all applications.
Pain Points Addressed: Eliminates fragmented logins and weak password practices in
hospitals. Clinical staff currently juggle multiple systems — NQRust-Identity introduces a single
trusted identity for EMRs, lab systems, and patient portals, reducing login friction and human
error. It enforces strong authentication (including MFA), mitigating insider threats and
unauthorized access to patient records (a leading breach cause).
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Regulatory Alignment: Supports role-based access control and audit trails, which are
mandated by HIPAA and the PDP Law for protecting health data confidentiality. By centrally
enforcing least-privilege access and capturing every login attempt, NQRust-ldentity helps
hospitals prove compliance during audits. It also facilitates consent management by tying
patient identity to data access preferences, aligning with UU PDP’s consent requirements.
Infrastructure & Heterogeneity: Integrates via open standards (OIDC/SAML), allowing even
legacy clinical systems to hook into a modern SSO framework. This bridges heterogeneous
systems - e.g. a 20-year-old hospital billing system can be front-ended with modern SSO
without code changes. NQRust-Identity thus elevates security maturity without ripping and
replacing existing software.

Strategic Impact: Lays the foundation for digital trust. With unified identity, institutions can
confidently roll out e-health services (telemedicine apps, patient portals) knowing that only
verified users gain access. A robust identity layer also enables future integration with national
digital identity programs or cross-provider health information exchange. In sum, NQRust-
Identity builds an identity fabric that underpins secure collaboration and Al initiatives (by
ensuring models only access data from authorized users).

1.2 NQRust-Guard (Data Protection & Immutable Backup)

Regulatory
Compliance

NQRust-Guard's
adherence to data

Pain Points protection laws. Infrastructure
The critical issues NQRust-Guard's ability
NQRust-Guard to integrate with diverse

addresses. systems,

Capabilities Strategic Value
NQRust-Guard's

The benefits NQRust-
advanced features for @
data protection.

Guard provides to
organizations

|””“|[%1

Figure 2: NQRust-Guard's Core Strengths.

Capabilities: A Rust-based data protection platform for backup, recovery, and policy-driven
data security. It offers immutable storage (WORM compliance), encryption (AES-256 at rest/in-
transit), fine-grained access control, and continuous audit logging.

Pain Points: Addresses the endemic issues of healthcare data loss, ransomware, and system
downtime. Hospitals suffer from unreliable backups and slow recovery — NQRust-Guard’s multi-
layer security ensures ransomware-proof backups (immutable, cannot be encrypted by
malware) and rapid restores. For example, its high-performance engine achieves 4 TBf/hour
backup speed (5x faster than legacy tools) and drastically lowers recovery time objectives.
This speed shrinks backup windows (no more 12-hour nightly backups impacting EMR
performance) and guarantees quick data restoration (minimizing service disruption after
outages).

Regulatory: Fully compliance-ready — NQRust-Guard is PDP-compliant and “HIPAA-ready” by
design. It enforces data residency (backups can be confined to in-country storage) and
immutable audit trails, helping meet UU PDP and BPOM record-keeping rules. Audit logs
capture every read/write, supporting HIPAA's accountability requirements. The platform’s
WORM (Write Once Read Many) storage ensures electronic medical records cannot be
tampered with or improperly deleted — critical for medical record retention laws and clinical
trial data integrity in pharma. By providing encryption, automated integrity checks, and geo-
replication, NQRust-Guard also aligns with GDPR’s “privacy by design” and data durability
principles.
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Infrastructure & Heterogeneity: NQRust-Guard is storage-agnostic and integrates with diverse
environments — whether a hospital uses a cloud archive or on-premises SAN, Guard can ingest
data from all sources into a unified protection scheme. This is invaluable in Indonesia where a
hospital network might run different EMR systems at each site; Guard provides a common data
protection layer across all. It optimizes bandwidth for limited network links (85% bandwidth
reduction via incremental and deduplication techniques), accommodating facilities with
weaker connectivity.

Strategic: Reinforces digital trust and resilience. Executives gain confidence that patient data
is safe from catastrophic loss and that regulatory audits will be passed with ease (e.g. one
healthcare deployment achieved a 100% HIPAA audit success rate post-Guard rollout).
Financially, NQRust-Guard's efficiency drives cost savings — compressing and deduplicating
data yields up to 72% reduction in backup storage needs. Overall, Guard transforms backup
from a vulnerable IT cost center into a strategic asset: enabling reliable data for Al analytics
(via safe snapshots), safeguarding reputation by preventing high-profile breaches, and
ensuring continuity of care even in disasters.

1.3 NQRust-Enclave (Confidential Computing Platform)

Strategic Capabilities
Fosters Al adoption Provides hardware-
and digital based TEEs with
collaboration by unified APIs for
building trust. diverse hardware.
Infrastructure Pain Points

Abstracts hardware

Addresses the "data

i = in use® privacy gap
complexity into a .
sf’ngle“:m:ﬁed by keeping data
l'atform encrypted during
p ; . computation

Regulatory

Enables compliance

with emerging global

health data security
standards.

Figure 3: NQRust-Enclave Framework.

Capabilities: Provides hardware-based Trusted Execution Environments (TEEs) across CPUs
and GPUs, with unified APIs for AMD SEV, Intel TDX, and NVIDIA HI00 confidentiality features. It
allows code to run in encrypted memory, inaccessible even to system admins, and supports
remote attestation (cryptographic proof that the enclave is secure and running approved
code). Startup is optimized (<125 ms init) with minimal performance overhead (typically 2-5%).
Pain Points: Tackles the “data in use” privacy gap. While many hospitals encrypt data at rest
and in transit, sensitive data often must be decrypted for processing (e.g. for Al model training
or cross-institution analytics), creating exposure. NQRust-Enclave closes this gap by keeping
data encrypted even during computation inside protected enclaves. This is crucial for
scenarios like multi-center medical research or pharma collaboration where no participant
wants to expose their raw data. For instance, enclaves enable federated learning — training Al
on combined datasets from multiple hospitals or labs without sharing patient records in plain
form. They also protect high-value algorithms (like a proprietary drug-discovery model) from
leaking to competitors when running in external environments.
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Regulatory: Enclaves are a powerful compliance enabler. They implement a zero-trust posture
where nothing is trusted by default, aligning with emerging global standards for health data
security. By providing verifiable proof that only authorized code (with proper privacy controls)
ran on sensitive data, NQRust-Enclave helps satisfy strict regulations like HIPAA, GDPR, and
Indonesia’s PDP on maintaining confidentiality during processing. In practice, healthcare
organizations can process PHI (Protected Health Information) in the cloud or partner data
center while maintaining full compliance, because enclaves prevent any unauthorized data
access. Regulators and partners can even be given access to enclave attestation logs as
evidence of complionce (e.g. proof that a clinical algorithm only operated under TEE
protection).

Infrastructure & Heterogeneity: NQRust-Enclave abstracts away the complexity of different
hardware TEEs into one platform. This means existing hospital applications or analytics
pipelines can be “lifted” into an enclave with minimal changes, regardless of underlying
hardware. It is vendor-agnostic and can be deployed on local servers, cloud VMs, or edge
devices that support TEEs. In contexts like Indonesia where hardware capabilities vary, NQRust-
Enclave ensures that whenever a TEE is available (newer Intel/AMD CPUs or certain GPUs), it's
utilized consistently. This protects sensitive workloads even in a hybrid environment (e.g. a
hospital running some analytics on cloud and some on-prem).

Strategic: Key to Al adoption and digital collaboration trust. Clinicians and regulators are
often wary of Al decisions if data privacy can be compromised. With enclaves, hospitals and
pharma firms can confidently pursue Al projects (like training an ML model on patient data, or
running drug simulations) knowing patient privacy or intellectual property is mathematically
safeguarded. This builds trust among patients (that their data remains confidential) and
partners (that collaboration won't expose proprietary information). A concrete impact: in an
ASEAN multi-hospital study, using confidential computing sped up joint model development by
340% while analyzing 2.8 million patient records with zero data exposure, fully satisfying
HIPAA/GDPR requirements. By enabling such secure collaborations, NQRust-Enclave
accelerates innovation (e.g. faster drug discovery, improved diagnostics) that would otherwise
be bogged down by data-sharing concerns

1.4 NQRust-Storage (Distributed High-Performance Storage)

= B9 ©

Capabilities Pain Points Regulatory Infrastructure Strategic
Memory-safe Solves challenges of Supports Adapts to various Enables Al-driven
distributed storage managing healthcare immutability and deployment models, innovation and cost
fabric achieving and research data, encryption at the from single hospital efficiency through
extreme including throughput core, aiding edge clusters to unified, high-speed
performance and and microsecond compliance with multi-site clouds. data storage.
efficiency for large- latencies. regulations.
scale data.

Figure 4: NQRust-Storage Features.

Capabilities: A memory-safe distributed storage fabric that achieves extreme performance
and efficiency for large-scale data. It supports multi-tier storage (NVMe SSDs, HDDs, object
storage) with intelligent auto-tiering, erasure coding for fault tolerance, compression and
deduplication (up to 50-99% space savings). NQRust-Storage provides 11-nines
(99.999999999%) durability and millions of IOPS per node with a lockless, zero-copy I/O
design. All data is encrypted end-to-end with per-tenant keys.
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Pain Points: Solves the challenges of managing the deluge of healthcare and research data.
Hospitals generate massive imaging studies (radiology, MRIs), electronic records, and loT
telemetry; pharma companies produce genomic data, compound libraries, and trial data.
Traditional storage often cannot keep up with Al workloads that require multi-GB/s throughput
and microsecond latencies. NQRust-Storage is purpose-built for such demands: for example,
it can feed large medical imaging datasets to Al models without GPU starvation, reducing
model training times. It also handles mixed workloads — fast random 1/O for EHR databases and
sequential streaming for backups — in one unified system. Crucially, it eliminates the need for
separate silos (NAS for PACS images, SAN for database, etc.), thereby simplifying management.
Regulatory: NQRust-Storage supports immutability and encryption at the core, which aids
compliance. It can be configured in WORM mode for certain repositories, ensuring e-regulatory
records (e.g. archival of electronic prescriptions, or BPOM submission documents) are tamper-
proof. Encryption and per-tenant key segregation help meet PDP and GDPR requirements for
securing personal data at rest — even if disks are stolen or an insider tries to access raw
storage, the data remains unreadable. Additionally, its durability and geo-replication features
ensure compliance with data retention mandates; for instance, patient records that must be
kept 25+ years can be stored with confidence that they won't be lost or corrupted over time.
Infrastructure & Heterogeneity: Adapts to various deployment models — from a single hospital
edge cluster to a multi-site cloud. It supports standard protocols and can integrate with legacy
systems (e.g. presenting as an NFS or S3 interface), which smooths adoption in environments
with mixed IT maturity. A small clinic can attach NQRust-Storage as a secure NAS for their EMR,
while a large research lab can use it as a high-performance data lake for genomic analytics —
the technology scales accordingly. By consolidating storage needs, it also addresses
heterogeneity: different hospital departments no longer need disjoint storage solutions;
NQRust-Storage provides a common, cloud-native storage backbone for all data types, which
is especially helpful in Indonesia where technical expertise and budget for storage may be
limited in smaller facilities.

Strategic: Enables both Al-driven innovation and cost efficiency. Access to unified, high-
speed data storage means analytics and Al projects (like predictive patient risk models or real-
time drug manufacturing monitoring) can run unhindered by 1/O bottlenecks. In a quantified
benefit, one deployment showed 9x faster I/O performance and 90% cost reduction
compared to traditional enterprise storage. Deduplication and compression drastically cut
storage costs for backups and datasets, directly benefiting the bottom line. Moreover, having
all critical data in a secure, resilient storage fabric reduces the risk of data fragmentation and
shadow IT — executives gain a single, secure source of truth for the organization’s data assets.
This centralization is invaluable for long-term digital modernization (2024-2035) as data
becomes the “new oil” fueling Al and personalized medicine.

1.5 NQRust-LLMOps (Al/ML Operations Platform)

LA
@ @ © @ O

Capabilities Pain Points Regulatory Infrastructure Strategic
Offers pipelines for Addresses difficulty Incorporates Runs on NQRust Fuels Al-driven
model training, fine- adopting Al in compliance checks cloud stack, healthcare

tuning, evaluation, healthcare and and automatic data interfacing with data innovation by
and serving. pharma due to scanning for privacy lakes and edge data lowering the barrier
specialized skills. regulations. sources. to entry.

Figure 5: NQRust-LLMOps Features.
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Capabilities: An Al platform offering opinionated pipelines for large model training, fine-tuning,
evaluation, and GPU-efficient serving. It automates the MLOps lifecycle specifically for large
language models (LLMs) and other Al models, handling data preprocessing, distributed
training across GPUs, versioning of models, and one-click deployment of models as services.
NQRust-LLMOps optimizes GPU usage and can integrate with the SecureGPU virtualization to
schedule jobs. It includes monitoring and experiment tracking tools, and supports popular Al
frameworks under the hood (TensorFlow, PyTorch, etc.), all hardened by Rust for safety and
performance.

Pain Points: Addresses the difficulty of adopting Al in healthcare and pharma. Developing Al
capabilities (like a clinical decision support model or a drug-discovery ML model) typically
requires specialized skills and an expensive trial-and-error process. Hospitals and pharma
firms often lack dedicated MLOps infrastructure — data scientists spend inordinate time on
environment setup, and models often fail to make it from prototype to production. NQRust-
LLMOps provides a ready-to-use, standardized Al workflow: for example, a hospital can fine-
tune a pre-trained medical language model on its own patient data using built-in pipelines,
without worrying about manually configuring distributed training or data leakage. The
platform’s efficiency ensures high GPU utilization and faster training runs, which is crucial for
large models that could otherwise take weeks. By automating model retraining, validation, and
rollout, it reduces errors (a major pain point since an incorrect medical Al model can have
serious consequences) and shortens time-to-value.

Regulatory: The platform incorporates compliance checks into the Al workflow. Data used for
training can be automatically scanned (e.g. de-identification or PIl tagging) to meet privacy
regulations. Training and inference logs are kept for audit, supporting accountability
(important for Al in regulated clinical settings where one must explain and audit model
behavior). With NQRust-LLMOps, organizations can enforce that only approved datasets and
algorithm configurations (as per regulatory guidelines or internal ethics boards) are used in
model development, creating a controlled Al environment. This aligns with emerging
healthcare Al governance guidelines (for example, ensuring HIPAA compliance in Al models by
not including disallowed data fields, or adhering to EU GDPR’s provisions on algorithmic
decisions by logging how models were built). The platform’s integration with enclaves means
even training on sensitive data can be done in compliance — e.g. training a model on patient
records inside a TEE to ensure confidentiality.

Infrastructure & Heterogeneity: NQRust-LLMOps runs on the NQRust cloud stack (on-prem or
hybrid), meaning it can interface with both existing data lakes and edge data sources. It
abstracts the underlying heterogeneous hardware — whether the GPUs are NVIDIA A100s in the
cloud or an on-prem HIO0 appliance, the pipeline adapts. This lets hospitals with limited Al
expertise plug in the platform on available hardware and immediately benefit from state-of-
the-art pipelines. It also supports hybrid cloud bursts: if a local setup lacks capacity, it can
extend workloads securely to a public cloud, with consistent tooling. Crucially for Indonesia’s
context, this platform can be deployed in a local-first model (e.g. on an Al appliance at the
hospital), ensuring data doesn't leave sovereign boundaries during model training — a key
requirement under PDP and for institutions hesitant about cloud.

Strategic: Fuels Al-driven healthcare innovation by lowering the barrier to entry. C-level
leaders gain the ability to quickly spin up Al solutions (e.g. a chatbot to triage patient questions,
or an Al to predict drug demand) without building a team from scratch. This accelerates digital
transformation timelines. Quantitatively, organizations have seen up to 4.8x faster model
training and deployment cycles and a 66% reduction in Al infrastructure TCO by using
optimized scheduling. More efficient Al operations also mean the time to implement new Al-
driven services drops from months to weeks, giving early movers a competitive edge. In sum,
NQRust-LLMOps aligns Al development with compliance and reliability, empowering healthcare
and pharma to embrace advanced Al (2024-2035) safely and effectively.
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1.6 NQRust- Al Appliance (On-Prem “Cloud-in-a-Box")

Strategic
‘ Capabilities
Provides a fast track to
modernization and Turnkey Al cloud-in-a-
advanced technology box with integrated
adoption. hardware and software.

Infrastructure Pain Points

Coexists and Addresses data
interconnects with sensitivity, latency, and

existing systems. regulatory restrictions.

Regulatory

Ensures data
localization and
compliance with data
residency expectations.

Figure 6: NQRust-Al Appliance Framework.

Capabilities: A turnkey Al cloud-in-a-box that packages NQRust's laaS and Paas stack into an
integrated hardware-software system. Typically consisting of a high-performance server or
cluster (with CPUs, GPUs, high-speed interconnects, NVMe storage) pre-loaded with NQRust
Hypervisor, MicroVM, SecureGPU, Storage, and LLMOps components. It offers full cloud
capabilities (orchestration, self-service Al platform, etc.) but deployable in on-premises data
centers or edge sites. The appliance often comes in configurable sizes (e.g. a small 4-GPU box
for a mid-size hospital, or a larger rack for a national research center).

Pain Points: Helps organizations that need the benefits of cloud and Al infrastructure but
cannot use public cloud due to data sensitivity, latency, or regulatory restrictions. Many
Indonesian healthcare providers and government research labs desire modern Al capabilities
but face challenges like unrelioble internet connectivity, concerns over foreign cloud
sovereignty, or simply lack of IT manpower to integrate complex systems. The NQRust-Al
Appliance addresses this by arriving as a pre-integrated, tested solution - reducing
deployment time from perhaps a year of DIY integration to just days. It covers a pain point
around infrastructure complexity: rather than separately procuring servers, GPUs, storage, and
then hiring specialists to configure Kubernetes or Hadoop, etc., the appliance provides an out-
of-the-box private cloud. For example, a provincial hospital can use an Al Appliance to run an
EMR, radiology Al analysis, and analytics locally, even if connectivity to Jakarta or the cloud is
intermittent.

Regulatory: Crucially, the appliance ensures data localization. All patient data and drug
research data can stay within the physical premises (or national boundaries) in line with UU
PDP’s data residency expectations. It also eases validation for compliance — since the stack is
consistent and hardened, it's easier to certify (the vendor can provide documentation that the
solution meets ISO 27001, HIPAA technical safeguards, etc.). When regulators (like BPOM or the
Ministry of Health) audit an on-prem system, having a single integrated appliance with built-in
access control, encryption, and logging simplifies demonstrating compliance versus a
patchwork system. In essence, it's a compliance-ready infrastructure: e.g. secure boot and
encryption are enabled by default, satisfying HIPAA's requirements for data security without the
local IT team needing to configure those from scratch.
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Infrastructure & Heterogeneity: The appliance can coexist and interconnect with existing
systems. It supports standard APIs and networking, so it can, for instance, pull data from an
existing hospital SQL database or connect to the national health info exchange, while running
new workloads in isolated MicroVMs. For organizations with minimal IT staff, the appliance’s
unified management means one console to handle compute, storage, and Al deployments —
reducing the need to manage multiple heterogeneous subsystems. Additionally, it can serve as
an on-prem edge cloud that syncs with central cloud: a pharma company might deploy
appliances in multiple R&D centers which periodically sync models or data with a main hub,
thereby managing heterogeneity of sites through a common appliance blueprint.

Strategic: Provides a fast track to modernization. Instead of waiting for reliable cloud
connectivity or building a large internal IT team, organizations can leapfrog by using the Al
Appliance to pilot advanced technologies like edge Al, big data analytics, or even internal mini-
cloud services for partners. Executives gain full sovereign control over their Al infrastructure
(important for strategic independence and negotiating power with global tech providers).
From a cost perspective, it often has a predictable capital expenditure and potentially lower 5-
year TCO compared to cloud subscriptions, especially when factoring in data egress and
compliance costs saved. By 2030, as Indonesia aims for greater digital sovereignty, those who
have adopted on-prem Al appliances will have robust in-country Al capabilities — positioning
them as leaders in locally trained Al (for example, Bahasa Indonesia medical NLP models) and
ensuring that critical healthcare improvements aren’t stalled by connectivity or compliance
hurdles.

1.7 NQRust-Edge (Autonomous Edge Computing Runtime)

Capabilities Regulatory Strategic
Lightweight yet powerful Meeting data Enabling a "local-first”
edge runtime for sovereignty by deployment model for

intermittent connectivity. processing data on-site. digital health.

G

\E: 110 @

Pain Points Infrastructure &
Healthcare and pharma Heterogeneity
scenarios requiring Integrating with cloud
close-to-source and connecting to

computing. diverse medical devices.

Figure 7: NQRust-Edge Framework.

Capabilities: A lightweight yet powerful edge runtime that extends compute and analytics to
edge sites with intermittent connectivity. It provides offline resilience — meaning an NQRust-
Edge node (deployed on e.g. a small industrial PC or loT gateway) can continue operating even
if disconnected from the cloud, buffering data and making decisions locally. It includes smart
backhaul optimization, compressing and filtering data before sending to central servers to
reduce bandwidth usage. The edge runtime can host containerized or MicroVM workloads and
is optimized for Rust's efficiency, allowing it to run on modest hardware (even fanless devices
or existing hospital server closets). It also supports local ML inference acceleration for real-time
Al at the edge.

Pain Points: Many healthcare and pharma scenarios require computing close to the source of
data. For example, a rural clinic with poor internet still needs access to decision support tools; a
pharma cold-chain truck needs to monitor temperature and act if thresholds are crossed; a
hospital network might want to do initial processing of radiology images at each site to reduce
central load. NQRust-Edge addresses the need for reliable local processing. It ensures that
even with network disruptions (common in parts of Southeast Asia), critical applications keep
running — e.g. an edge node in a clinic can temporarily store patient registrations and sync
later-
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-preventing downtime during an ISP outage. It also tackles bandwidth constraints: instead of
streaming every raw vital sign or MRI scan to HQ, the edge runtime can analyze and send just
the summary or anomalies (achieving significant cost savings on bandwidth). This is vital in
Indonesia, where connectivity between islands or remote areas can be slow or costly.
Regulatory: Edge computing can help meet data sovereignty by processing data on-site
where it's generated. NQRust-Edge can be configured to avoid sending sensitive personal data
over networks unless certain conditions are met (e.g. patient data stays on the hospital’s locall
network, only aggregate stats go to a central system). This assists compliance with PDP -
minimal necessary data leaves the premise — and can satisfy hospital directors that, say,
patient identifiable info from a village clinic isn’t constantly uploading to a cloud. The runtime
also supports local logging and audit, so regulators inspecting a facility can find evidence of
controls even at the edge node (for instance, an audit trail of all data processed by an edge Al
device in an ambulance). Additionally, in pharma manufacturing, some sensors and control
systems might be mandated to function independently for safety; NQRust-Edge's offline
capability aligns with those GxP requirements by ensuring continuous operation of monitoring
systems regardless of internet status.

Infrastructure & Heterogeneity: The edge runtime is designed to integrate with NQRust's cloud
stack but also operate stand-alone if needed. It uses open interfaces to connect with various
medical devices (HL7/FHIR for health data, OPC-UA for lab equipment, etc.), enabling it to sit
between legacy devices and modern cloud analytics. By doing protocol translation and local
decision-making, it harmonizes heterogenous device networks. For example, different brands
of patient monitoring equipment in an ICU can all feed into an NQRust-Edge node that
standardizes the data and runs a local alerting algorithm, rather than each needing a separate
gateway. Moreover, NQRust-Edge can host microservices that previously might have required a
full server deployment at each site — consolidating multiple functions (data collection, caching,
Al inference, local Ul) into one edge box. This is especially useful in environments that cannot
support lots of IT infrastructure on-site.

Strategic: NQRust-Edge enables a “local-first” deployment model crucial for scaling digital
health across the archipelago. Healthcare systems can push intelligence outwards — for
example, deploying Al diagnostics to community clinics via edge boxes, improving care access
without waiting for central resources. This supports strategic goals of equity and quick service
delivery. The smart backhaul means central resources are used more efficiently; management
will notice reduced WAN costs and smoother central system performance since edge filtering
prevents data floods. In supply chains, edge nodes at warehouses or in vehicles provide real-
time tracking and anomaly detection (e.g. automatically flagging a temperature breach in a
vaccine shipment and initiating a local containment workflow immediately). Overall, NQRust-
Edge extends the reach of digital transformation to the “last mile”, ensuring that modernization
benefits are realized even in connectivity-challenged or resource-constrained settings.

1.8 NQRust-Insight (Al-Powered Observability & Monitoring)

Monitor Operational
Handle various data
infrastructure and excellence and risk
sources
applications reduction

Complex
> >
Downtime has direct Over 1000% ROI
costs reported

Figure 8: Al-Powered Observability for Healthcare IT.
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Capabilities: An Al-augmented observability platform for enterprise infrastructure and
applications. It ingests metrics, logs, and traces from all NQRust components (and third-party
systems) and uses machine learning to identify anomalies, predict issues, and provide
actionable insights. Insight offers real-time dashboards for system performance, alerting on-
call staff to incidents, and even recommends remediation steps (AIOps). It correlates events
across layers — for instance, linking a spike in database latency to a specific application
deployment — using Al to surface non-obvious patterns. Essentially, it's the “nerve center” for
monitoring a complex hybrid infrastructure, built with an understanding of NQRust’'s stack
(though it can monitor general environments too).

Pain Points: Modern healthcare IT and pharma manufacturing systems are highly complex,
and downtime or slowdowns have direct human and financial costs. Hospital IT teams struggle
with manually monitoring dozens of systems (EMR servers, network devices, IoT vitals monitors,
etc.) often using disparate tools that generate alert fatigue. NQRust-Insight addresses this by
centralizing observability and reducing noise through Al. It can drastically cut the mean time to
detect and resolve issues: for example, Insight might automatically detect an unusual memory
usage pattern on an EMR server and predict a crash hours before it happens, alerting admins
to intervene proactively. In a pharma context, Insight could observe that a normally stable
laboratory system is logging intermittent errors and flag it for maintenance before a critical
batch process fails. The pain point of limited IT manpower is mitigated by Insight’s intelligent
automation (it's like having a 24/7 virtual SRE team keeping watch). This is particularly valuable
in Indonesia/Southeast Asia where hospital IT departments may be small; Insight's Al can
shoulder routine monitoring tasks and highlight only important events.

Regulatory: While observability tools are not directly mandated by regulations, they support
compliance in indirect ways. For instance, availability and continuity are part of health IT
standards — Insight helps ensure systems like electronic medical records meet uptime
requirements (e.g. for JCI accreditation or internal SLAs) by preventing prolonged outages. It
also logs all alerts and responses, creating an audit trail that can be shown to regulators or
management to demonstrate diligence in operational oversight. In  pharmaceutical
manufacturing, regulations demand documentation of any deviations in process; Insight can
catch those deviations (e.g. a temperature sensor going out of range) and ensure they are
recorded and addressed promptly, aiding compliance with GMP (Good Manufacturing
Practice) guidelines. Additionally, by monitoring security events (like unusual access logs),
Insight contributes to the digital security controls needed for PDP/HIPAA — an anomalous
pattern could indicate a cyberattack, triggering incident response before data is exfiltrated.
Early detection and response can be the difference between a contained event and a
reportable breach (with hefty fines), making Insight a silent ally in maintaining compliance.
Infrastructure & Heterogeneity: NQRust-Insight is designed to handle diverse data sources. It
can integrate with existing monitoring feeds (SNMP traps from network gear, Windows Event
Logs, etc.) as well as NQRust stack’s own telemetry. This means an organization doesn't have to
rip out their current monitoring — Insight can aggregate on top, or gradually replace other tools
by providing a single pane of glass. It excels in heterogeneous environments by using Al to
normalize and interpret signals across legacy and modern systems. For example, it might
correlate a warning from an old IBM AIX server with a container metric from a microservice —
something traditional siloed monitoring would miss. The platform is cloud-ready but can also
run on-premises (important if data about infrastructure must stay internal). It scales from a
single hospital's needs to a distributed network (Edge nodes can feed data to central Insight).
Strategic: For C-level leaders, NQRust-Insight delivers operational excellence and risk
reduction. Quantitatively, organizations using Insight reported over 1000% ROl from
optimization and downtime prevention — this comes from avoided outages, better capacity
planning, and automated tuning that reduces hardware spend. By spotting inefficiencies (e.g.
idle servers, misconfigured processes), it can suggest optimizations that lead to cost savings
(one could reclaim 20-30% of cloud resources, for instance).
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On the quality side, consistent performance of digital services means better patient care (no
more system outages delaying surgeries) and higher clinician satisfaction. For pharmaceutical
execs, Insight gives confidence that production and distribution systems are under vigilant
surveillance, reducing the risk of a surprise failure that could halt drug supply. Insight's
predictive analytics also feed into strategic planning: trends on usage can inform expansion or
investment decisions. In summary, NQRust-Insight acts as an Al operations coach,
continuously guiding the organization’s IT toward greater reliability, efficiency, and security — all
essential for sustaining digital transformation momentum.

1.9 NQRust-SecureGPU (Secure Multi-Tenant GPU Virtualization)
Regulatory
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Figure 9: NQRust-SecureGPU Framework.

Capabilities: A GPU virtualization and scheduling solution that partitions physical GPUs at the
hardware level (using NVIDIA’s Multi-Instance GPU, SR-10V, etc.) and orchestrates them for high
utilization. It allows multiple workloads or tenants to share the same GPU securely and
efficiently, with features like fair-share scheduling, QoS policies, live migration of GPU tasks, and
dynamic resizing of GPU partitions. In essence, NQRust-SecureGPU turns a single expensive GPU
into several virtual GPUs that can be allocated on-demand to different Al jobs or users, with
near-zero performance overhead and isolation of memory and compute at the silicon level.
Pain Points: The underutilization and inflexibility of GPU assets in healthcare and pharma is a
known issue — a $20k GPU might sit idle 60—80% of the time waiting for the next big MRI batch
job or model training. Traditional time-slicing (one job at a time per GPU) leaves a lot of this
power untapped. Moreover, sharing GPUs among departments or projects raises concerns: one
Al job could hog the GPU, or a poorly coded model could crash the whole GPU affecting others.
NQRust-SecureGPU directly tackles this by enabling truly concurrent GPU use with isolation. For
example, a hospital’s radiology Al, pharmacy inventory ML, and administrative analytics could
all run on different MIG slices of the same GPU simultaneously without conflict. It ensures each
gets guaranteed memory and compute share. The pain of contention and unpredictable
performance goes away — no more scheduling backlogs where one team waits days for GPU
time. In pharma research, this means one server can handle several model experiments in
parallel, accelerating discovery. Another pain point is the risk of data leakage between GPU
workloads (side-channel attacks or just accidental memory access), which is addressed by
hardware partitioning and NQRust’'s memory-safe management.

Regulatory: While GPU sharing per se isn't a regulatory matter, the ability to isolate workloads
supports compliance in multi-tenant scenarios. For instance, if a cloud or a national research
facility is providing Al compute for multiple hospitals, SecureGPU ensures that Hospital A’s
patient data in VRAM cannot be accessed or even statistically interfered with by Hospital B's
workload — an important consideration under data protection laws. This hardware-enforced
isolation can be part of a zero-trust architecture where even internal resources are
sandboxed from each other. Additionally, SecureGPU’s accounting and control features support
audit requirements: it can log exactly which model used how much GPU and when, useful for
validation in regulated environments (like verifying that an approved Al model was the only
thing using the GPU during a particular diagnosis session). In contexts such as clinical trials, if
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GPU resources are shared for different trials or analysis tasks, SecureGPU can maintain the
required segregation of data processing per trial.

Infrastructure & Heterogeneity: SecureGPU integrates with orchestration (e.g. NQRust-FleetMgr
or Kubernetes) so that heterogeneous GPU setups — from latest generation to older ones — can
all be managed in one pool, abstracting differences. It supports both data center GPUs and
smaller edge GPUs, allowing a unified scheduling policy across, say, a central hospital cluster
and peripheral clinics with GPU-enabled devices. Importantly, by improving utilization to ~75—
85%, it reduces the need to purchase multiple different GPU systems; a heterogeneous mix can
be rationalized into fewer, fuller systems. This simplification is a boon for IT management and
budgeting. Furthermore, dynamic reconfiguration means heterogeneity in workload (big
training jobs vs. many small inferencing tasks) is handled by adjusting GPU partitions on the fly
— something static partitioning cannot do.

Strategic: NQRust-SecureGPU yields tangible cost savings and scalability for Al initiatives.
Hospitals and research labs can get much more mileage from each GPU investment — case
studies show achieving 78% average GPU utilization (2.4x higher than typical) and thereby
cutting the required number of physical GPUs by almost half. This translates to potentially
millions of dollars saved in a large deployment, or simply making a limited budget sufficient for
an Al program. For C-suite, it means Al projects have a lower cost of entry and faster ROL. It also
fosters a culture of experimentation: when GPU resources are scarce and static, teams are
conservative in using them; but with a flexible, shared GPU pool, more teams can run pilots and
experiments without significant capital outlay. Strategically, SecureGPU enables the
centralization of GPU infrastructure (e.g. a regional health cloud or a national pharma HPC
center) that can securely serve multiple departments or even organizations — a step toward
shared services and collaboration. This aligns with national digital economy goals by
maximizing resource use and enabling smaller entities to access Al capacity securely from
shared infrastructure, accelerating overall industry innovation.

1.10 NQRust-MicroVM (Lightweight Isolation & Virtualization)

9
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Figure 10: NQRust-MicroVM Features.

Capabilities: A next-gen virtualization technology providing micro-VMs with near-container
speed and VM-grade isolation. NQRust-MicroVMs utilize a Rust-based hypervisor (NQRust-HV)
to achieve sub-second launch times (cold start ~I00ms) and minimal overhead (<5% CPU
overhead). Each MicroVM can encapsulate a single application or service with its own tiny
kernel and runs completely isolated from others, but thousands can run on a single host due to
only ~32MB memory overhead each. The result is the ability to securely run hundreds to
thousands of sandboxed workloads on the same physical machine, far beyond the density of
traditional VMs.

Pain Points: In healthcare and pharma IT, achieving strong isolation traditionally meant heavy
virtual machines or separate servers, which is inefficient, while lightweight containers lacked
strong security (a risk when dealing with sensitive data or untrusted code). NQRust-MicroVM
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eliminates that trade-off. It addresses the need to safely run diverse workloads: e.g. a hospital
can isolate an outdated legacy application in a microVM to contain its security risk, or run
third-party Al algorithms (perhaps from a vendor or an open-source community) in a microvm
so that even if they're malicious or buggy, they cannot harm the host or breach data. Pharma
companies can use microVMs to silo different stages of their research pipeline or partner-
supplied code (preventing an R&D partner’s tool from accidentally accessing other projects).
MicroVMs also excel in multi-tenant scenarios, such as a healthcare group offering a shared
platform to muiltiple clinics — each clinic’s services could run in separate microVM sandboxes,
ensuring privacy between tenants. The extremely fast startup and high density solve pain
points around scalability and responsiveness. For instance, a surge in telemedicine usage
could be met by spawning dozens of microVM instances of an app within seconds, then tearing
them down when load subsides, without exhausting resources (try doing that with standard
VMs or physical servers!).

Regulatory: Micro-segmentation and isolation are key principles in modern compliance
regimes (often recommended in ISO 27001, NIST guidelines, etc.). NQRust-MicroVM provides
built-in zero-trust isolation — each workload is treated as untrusted and cannot interfere with
others or the host. This significantly reduces the scope of security audits: if an auditor assesses
an EMR system running in a microVM, they can be assured that even a compromise of that
system wouldn't immediately lead to a full network breach due to the microvM boundary. This
containment supports PDP compliance by minimizing breach impact (fewer records exposed if
one service is hacked) and can ease qualification/validation of GxP systems in pharma (each
microVM can be validated as a unit and changes do not affect others). Moreover, microVMs
log hypervisor-level events which can serve as an independent audit trail — for example,
detecting if any unauthorized process tried to break isolation (which can be reported as a
security incident). Regulators and partners will appreciate the strong internal controls: running,
say, a partner’'s application in a microvVM with no access to the rest of the environment is a
concrete implementation of data protection by design.

Infrastructure & Heterogeneity: NQRust-MicroVM can host both Linux and other OS workloads,
making it capable of encapsulating legacy systems (which might not be easily containerized)
as well as modern cloud-native apps. It works atop the NQRust-HV hypervisor which is
optimized for modern hardware virtualization extensions. This means organizations can
consolidate disparate systems onto a common platform: a hospital could run their Windows-
based billing system in one microVM and a Linux-based HL7 interface engine in another on the
same hardware, side by side, secure and without interference. MicroVM's high density and Rust
efficiency make it suitable even on smaller edge devices; heterogeneous environments (cloud,
on-prem, edge) benefit from the consistent abstraction — deploy the same microVM image
anywhere. It essentially brings cloud-like elasticity to on-premises and hybrid settings.
Strategic: Future-proofing and modernization at scale. MicrovVMs allow organizations to
modernize stepwise: wrap each legacy app or new service in a microVM, and gradually
migrate or replace components without fear of system-wide impacts. This modularization is a
big win for agility. The efficiency gains can be dramatic: one case showed 3-5x higher
workload density and an 83% cost reduction versus traditional VM infrastructure. For a CIO,
that means more services can be rolled out on existing hardware (delaying capital purchases)
and operational overhead goes down. An 8-month payback period was observed for a
microVM deployment, highlighting quick ROI. Strategically, embracing microVMs aligns with a
zero-trust enterprise vision and positions the organization to easily adopt emerging
technologies (serverless computing, multi-cloud portability) because the granular isolation is
already in place. In the 2024-2035 horizon, as healthcare and pharma embrace more digital
partners, APIs, and cloud services, microVMs provide a secure execution substrate that can run
anything, anywhere, in a controlled manner — essentially forming the digital core for a zero-
trust, cloud-smart enterprise.
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1.11 NQRust-BPMN (Digital Process Automation Engine)
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NQRust-BPMN utilizes BPMN
2.0 and DMN for process
automation

Drives efficiency and quality
gains through process
digitization.

Infrastructure Pain Points

Unifies heterogeneous systems Addresses complex, multi-step

with connectors and RPA = workflows in healthcare and
516 pharma

N

Regulatory

Supports compliance with
documented and repeatable
procedures

Figure 11: NQRust-BPMN Framework.

Capabilities: A process automation platform using BPMN 2.0 notation and an integrated DMN
(Decision Model & Notation) rules engine. It allows organizations to graphically design
workflows (human and system tasks, decisions, timers, etc.), then deploy them to execute
automatically, orchestrating across multiple systems and APIs. NQRust-BPMN emphasizes high
throughput and low latency in execution, enabling it to handle complex, long-running business
processes with many steps. It also includes monitoring dashboards for running processes and
analytics on process performance. By leveraging Rust’s performance, the engine can scale to
thousands of concurrent processes and incorporate custom Rust or Python code for
specialized tasks if needed. The platform claims up to 300% productivity improvement in
process implementation, by replacing manual coding with drag-and-drop modeling.

Pain Points: Healthcare and pharmaceutical industries are rife with multi-step workflows:
patient onboarding, insurance claims, clinical trial protocols, adverse event reporting, drug
registration with regulators, supply chain order-to-delivery processes, etc. Traditionally, these
might involve paperwork, emails, and disparate software, leading to delays and errors. NQRust-
BPMN addresses the need for consistent, automated processes. For healthcare providers, it
can automate internal processes like patient referral flows (ensuring test results follow the
patient, scheduling is coordinated, notifications sent) and administrative approvals (leave
requests, procurement) that currently consume a lot of staff time. In pharma, BPMN can digitize
regulatory submission processes or change control workflows in manufacturing. The pain of
heterogeneity — e.g. multiple systems that don’t talk to each other — is solved by BPMN
orchestrating at a higher level: it can pull data from an ERP, then send an email, then update a
quality system in one seamless flow, rather than humans manually bridging those gaps. It
ensures nothing falls through the cracks: every step is tracked, so compliance and SOPs are
adhered to. A specific example: a drug recall process can be modeled (trace batches, notify
distributors, generate public notices) and once triggered, NQRust-BPMN will drive all actions in
parallel, which is far faster than ad-hoc coordination.

Regulatory: Many regulatory requirements effectively boil down to “have documented,
repeatable procedures” and “prove you followed them.” NQRust-BPMN directly supports this.
Workflows can be configured to enforce approvals and checks mandated by regulation — for
instance, before releasing a pharmaceutical batch, BPMN can ensure a QA manager and a
regulatory officer both sign off digitally, with time-stamped evidence. The audit trail of BPMN is
a treasure trove during audits: every process instance is logged (who did what, when, what
data was used), providing regulators with confidence that processes (like clinical trial data
handling or pharmacy dispensing protocols) are executed consistently.
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For Indonesia’s BPOM e-regulations, using BPMN means companies can rapidly adjust to new
guidelines by updating the workflow logic rather than retraining staff across the country. It also
enables integration with BPOM’'s own e-Registration systems: e.g, a BPMN workflow could
automatically assemble the required data and documents for a drug registration and submit
via BPOM's APl/portal, then handle any feedback or additional requests — ensuring no
regulatory deadlines are missed. This reduces the risk of non-compliance due to human error
or delay. Additionally, BPMN’s decision engine (DMN) can encode complex rules (for example, “if
patient is under 18 and adverse event is severe, notify regulator within 24 hours” in
pharmacovigilance), ensuring regulatory rules are executed in practice.

Infrastructure & Heterogeneity: NQRust-BPMN acts as a unifying layer above heterogeneous
systems. It has connectors and can work with NQRust-ZeroCode for legacy integration (e.g.
trigger a legacy hospital information system that doesn’'t have APIs by using a ZeroCode RPA
task). This means an organization doesn't need all systems to be modern or interconnected;
BPMN can string together old and new. It can run on-prem or in cloud, and orchestrate
processes that span multiple organizations as well (with appropriate secure channels in
between). For instance, a cross-hospital referral process could be built on BPMN, with each
hospital's system integrated via APl or agent — BPMN handles the inter-hospital
communication reliably. The platform’s robustness (thanks to Rust) means it can handle heavy
loads without crashing — important if it becomes the backbone for critical operations.
Importantly, non-technical staff can understand BPMN diagrams, which bridges the gap
between business process owners (doctors, administrators) and IT implementers: everyone
can share the visual workflow as the single source of truth. This democratization is key in
environments with varied technical skill sets.

Strategic: Digitizing processes yields massive efficiency and quality gains. By implementing
NQRust-BPMN, organizations can cut process cycle times dramatically (e.g. reducing a multi-
step patient discharge process from hours to minutes by automating coordination). Error rates
drop since the process won't skip steps or forget approvals. Management gets visibility into
process metrics — bottlenecks can be identified and resolved, leading to continuous
improvement (e.g. a hospital might discover via BPMN analytics that lab turnaround is the slow
step in patient flow and address it). The claimed 300% productivity improvement means what
used to take 3 days of manual effort might be done in 1 day with automation. For the C-suite,
this translates to cost savings (labor hours reallocated from routine tasks to higher-value work)
and agility (ability to adapt processes quickly as strategies or regulations change). In the long-
term, having core processes automated and optimized is foundational for scaling up services
or entering new markets — you can handle more volume without equivalent headcount
increase. Moreover, standardized digital processes are a precursor to successful Al adoption:
once workflows are digital, one can layer Al decision support on them. In summary, NQRust-
BPMN equips healthcare and pharma organizations with the operational agility and efficiency
needed to thrive in the next decade, while ensuring compliance and quality are built into every
step.
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1.12 NQRust-BPMN (Digital Process Automation Engine)
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Figure 12: NQRust-ZeroCode's Strategic Advantages.

Capabilities: A no-code/low-code platform for developing APIs, integrations, and automation
workflows via a drag-and-drop interface. It allows users to visually design data flows between
systems, define transformations, and create APl endpoints or scheduled jobs without writing
traditional code. NQRust-ZeroCode can connect to databases, legacy applications, web
services, and even handle screen-scraping or RPA for systems with no APIs. It is optimized to
generate efficient Rust-based integration services behind the scenes, meaning the resulting
integrations are fast and safe (e.g. avoiding memory leaks or crashes common in hand-coded
scripts). The platform touts 9x faster development of integrations compared to manual
coding.

Pain Points: Integration is often the Achilles’ heel of digital initiatives. Hospitals might have
dozens of systems (EMR, LIS, RIS, billing, inventory, etc.) that need to share data, but vendor APIs
are lacking or expensive to develop against. Pharma companies face silos between research
data, production systems, and distribution tracking. Traditional integration projects are slow
and require scarce IT experts, leading to many processes remaining manual (e.g. staff
exporting CSVs and uploading them elsewhere). NQRust-ZeroCode directly addresses this by
enabling rapid integration development by semi-technical users or a small IT team. For
instance, a hospital IT analyst could use ZeroCode to link the lab system with the EMR in days,
creating an APl or background job that automatically pushes lab results to patient records —
something that previously might have taken months and external consultants. It's also useful
for creating APIs on top of legacy systems: if a legacy pharmacy system has a database but
no APIl, ZeroCode can quickly generate a REST API to expose needed data securely, so that
mobile apps or other systems can consume it. This fulfills a pain point in heterogeneous
environments: making old systems speak the language of modern apps without heavy
refactoring. Moreover, for automating routine tasks (like daily report generation or syncing two
data sources), ZeroCode lets you build those as workflows with conditions and loops
graphically, speeding up internal automation.

Regulatory: ZeroCode can help organizations ensure integrations are done transparently and
consistently, which has compliance implications. Instead of ad-hoc Excel and Access scripts
(which are hard to audit and prone to error), ZeroCode flows are documented and version-
controlled. This means if regulators ask how data flows from point A to B (say, from a clinical
database to a reporting system), the organization can show the designed flowchart and logs
of its execution. Also, by reducing human data handling, ZeroCode lowers the risk of privacy
breaches (fewer manual exports to spreadsheets that could be leaked). In pharma, traceability
is paramount — every handoff of data needs to be recorded; ZeroCode integrations can be
instrumented to log transactions in a centralized way, aiding trace requirements for audits like
FDA 21 CFR Part 11.
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Additionally, ZeroCode’s ability to enforce data transformation rules can embed compliance
(for example, automatically masking patient identifiers when moving data to a research
database, to comply with PDP anonymization requirements). Essentially, it allows compliance
to be built into the pipelines.

Infrastructure & Heterogeneity: NQRust-ZeroCode is a boon for heterogeneous systems
because it comes with connectors/adapters for many technologies (SQL databases, HL7 health
messaging, CSV, SOAP/REST, etc.). It acts as a glue that can connect new cloud services with
30-year-old on-prem apps. Because it's low-code, domain experts (like a pharmacy
operations manager working with IT) can collaborate to ensure the integration does exactly
what operations need — bridging the business-IT gap. ZeroCode can deploy the resulting
integration as microservices or serverless functions on the NQRust platform, meaning they
inherit scalability and security features. This is important: even though it's “zero code,” the
output isn’t a flimsy script on someone’s PC; it's a robust service running on enterprise-grade
infrastructure. This uniform deployment means easier maintenance — all integrations can be
monitored and managed centrally (especially when combined with NQRust-Insight for
monitoring). So even if an organization has a mosaic of tech, they can gradually knit it together
with ZeroCode, simplifying the sprawl into a more cohesive architecture.

Strategic: The ability to integrate systems quickly and create new digital services on top of
existing data is a strategic superpower. With NQRust-ZeroCode, organizations can drastically
reduce IT backlog — what used to wait in queue for a specialized developer can often be
handled by a power user in a fraction of the time. This means faster roll-out of initiatives like
patient mobile apps (since the APIs needed can be made rapidly) or data analytics projects
(since data from various sources can be pipelined swiftly). Executives will see improved agility:
e.g. if a new regulation demands weekly reporting of certain metrics, a ZeroCode integration
can be spun up to collate and send that data without a long project. The 9x development
speed-up implies far more projects can be completed within the same time frame, multiplying
innovation capacity. Financially, it saves cost on custom development and maintenance
(fewer hard-coded spaghetti interfaces that break on upgrade). Over 2024-2035, as new
technologies and requirements emerge, an organization with a strong ZeroCode practice can
adapt by simply plugging new components into their integration flows rather than undertaking
massive reengineering. In a rapidly evolving digital health landscape, this nimbleness and the
reduction of shadow IT (because business users now have a sanctioned way to create the
integrations they need) collectively contribute to a stronger, modernized enterprise.

1.13 NQRust-Analytics (Advanced Analytics & Bl Platform)
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Figure 13: NQRust-Analytics Features.
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Capabilities: A Rust-powered analytics platform that provides real-time data processing, a
unified data lakehouse, and business intelligence tools including natural language query
capabilities. It can ingest large volumes of structured and unstructured data, perform
transformations and aggregations on the fly, and allow users to create interactive dashboards
and reports. A standout feature is support for NL (Natural Language) Bl — users can ask
questions in plain English (or Indonesian) and the platform will generate insights or
visualizations, making data exploration more accessible. NQRust-Analytics is built to leverage
in—-memory computing and Rust’'s performance to handle streaming data and complex queries
with low latency. It also integrates with machine learning libraries for advanced analytics like
predictive modeling or anomaly detection on the data.

Pain Points: Many healthcare and pharma organizations are data-rich but insight-poor. Data
is often siloed in different systems (EMR, ERP, CRM, research databases) and traditional Bl tools
struggle to combine and analyze it in a timely manner. By the time weekly or monthly reports
are compiled, the information is outdated. NQRust-Analytics addresses the need for a unified,
fast analytics environment. For a hospital, this means combining patient data, operational
metrics, and financial data into a single platform for analysis — e.g. correlating bed occupancy
with readmission rates or identifying patterns in treatment outcomes. The real-time processing
capability allows monitoring things like ED wait times or ICU bed usage hour-by-hour, enabling
dynamic resource allocation. In pharma, NQRust-Analytics can merge supply chain data with
sales and even external data (like epidemiological stats) to glean market insights or forecast
demand. The natural language query interface tackles the pain point of needing skilled
analysts — now a department head can literally ask, “What was our average clinical trial
enrollment time last year versus this year?” and get an answer without waiting for a data
scientist to write a query. This democratization of data reduces the bottleneck where only a few
people could extract insights.

Regulatory: Analytics in healthcare often involves PHI, and in pharma can involve sensitive
commercial data — so compliance is critical. NQRust-Analytics being built on the NQRust stack
means security is woven in: data is encrypted at rest, and access controls can be tied into
NQRust-Identity to ensure only authorized roles can see certain data (supporting PDP data
minimization principles). The platform can also maintain an audit log of queries run and
dashboards viewed, which is useful for compliance auditing (knowing who accessed what
data insight). For example, if a user queries patient outcome data, that access is logged for
HIPAA accounting of disclosures if needed. Additionally, by using a lakehouse approach
(unifying raw and processed data with governance), it's easier to ensure data integrity and
traceability — essential for clinical research data which regulators might audit for how results
were derived. For pharmacovigilance (drug safety monitoring), NQRust-Analytics can be used
to comply with monitoring obligations by continuously analyzing adverse event reports and
flagging issues in real-time, potentially sending required alerts to regulators faster. Lastly, the
natural language aspect can be configured to only answer based on de-identified or
aggregated data for general users, thereby preventing inadvertent exposure of personal data
in an answer (aligning with privacy-by-design).

Infrastructure & Heterogeneity: NQRust-Analytics is built to ingest data from anywhere - it
can pull from SQL databases, flat files, big data stores, and real-time streams. It thus sits on top
of heterogeneous data sources and creates a coherent layer for analysis. This is perfect for an
environment where some data might still reside in old systems (which can be continuously
copied to the lakehouse through NQRust-ZeroCode integration) while new data streams (like
loT vitals, wearable data) flow in concurrently. The platform’s efficient processing (Rust's no-
GC, low-level optimizations) allows it to run analytic workloads on commodity hardware with
better performance than some legacy data warehouse solutions, which is cost-effective for
developing regions. It also supports edge analytics deployment for cases where data can't all
be centralized; a hospital group could run local analytic nodes that then feed into a central one
— all transparent to the user querying.
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Moreover, by providing a common analytical language (literally English/Indonesian via NL
queries, and visually via unified dashboards), it levels the playing field between advanced
tertiary hospitals and smaller clinics — all can tap into insights relevant to them, even if their
underlying systems differ.

Strategic: Data-driven decision making is a top priority for modern executives. NQRust-
Analytics unlocks that by turning raw data into immediate insights. Strategically, this can lead
to improved outcomes and significant efficiency gains: a health system might identify, say,
that a particular intervention reduced readmissions by 15% and thus decide to expand it
(discovered through analytics); a pharmaceutical firm could pinpoint supply chain bottlenecks
causing delays and address them, saving millions. The real-time capability means
organizations become more proactive — catching issues before they escalate. For instance,
continuous analytics might show a rising trend in ER visits for dengue in a region, prompting
preemptive resource deployment. Quantitatively, the value is seen in faster and better
decisions — one could measure it in terms of improved KPIs (shorter length of stay, higher trial
success rates, etc.). Also, the NL Bl lowers training costs and increases usage of Bl — instead of
few analysts, potentially hundreds of managers and clinicians start using data in daily
decisions, which studies have shown can improve performance significantly. By aligning with
local language support, it ensures adoption in Southeast Asian contexts where not all staff are
comfortable with English-based tools. Overall, NQRust-Analytics provides the intelligence layer
of the modern healthcare/pharma enterprise, ensuring that the wealth of data collected is
actually translated into actionable knowledge, aligning operational tactics with strategic goals
using evidence.

With these capabilities mapped, NQRust's product suite directly addresses pressing healthcare
and pharmaceutical industry pain points, closes regulatory and infrastructure gaps, and aligns
with Indonesia’s strategic vision of Al-enabled, digitally resilient, and locally sovereign health
systems. In the next section, we design concrete solution architectures at three levels of
maturity, showing how these components come together to solve real-world problems and
deliver transformative impact.

2. Solution Design

In this section, we propose three distinct solution architectures leveraging the NQRust
platform, tailored to different stages of digital maturity:

Three distinct solution
architectures.

Digital Z@Z Foundational needs like
Compliance Core EMR security.
Al-Driven Care Al for diagnostics and
Optimization operational efficiency.

Figure 14: NQRust Platform: Unveiling Solution Architectures for Digital Maturity.
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1.Entry-Level: Digital Compliance Core - focusing on foundational needs like EMR security,
identity management, and audit trails.
2.Growth-Level: Al-Driven Care Optimization — focusing on introducing Al for diagnostics
and operational efficiency at scale.
3.Advanced-Level: Sovereign Pharmaceutical Traceability — focusing on an end-to-end
zero-trust supply chain and collaborative R&D with full sovereignty.
Each solution is presented with a problem analysis (local and global context), a detailed
architecture diagram, key use cases, and quantified business impact.

2.1 Entry-Level (Digital Compliance Core)
2.1.1 Problems & Challenges (Indonesia and Global)

Data Breaches

Hospitals face ransomware
attacks.

Digital Trust | . : .
Providers struggle with basic Q
compliance '

EMR Integration

Only 61% of facilities have
integrated EMRs

Access Control

Weak staff logins risk unauthorized
access

Regulatory Expectations

Hospitals must demonstrate audit
trails and data residency.

IT Resources

Limited IT resources and skills (9

hinder progress

Figure 15: Digital Transformation Challenges in Healthcare.

Healthcare providers at the entry-level of digital transformation often struggle with basic
digital trust and compliance issues. Data breaches and ransomware attacks threaten
hospitals worldwide — e.g. the WannaCry attack that paralyzed UK NHS hospitals, or incidents in
Indonesia like the Dharmais Hospital breach that disrupted patient services. Such attacks
expose the vulnerability of hospitals’ electronic medical records (EMR) systems and backup
processes. Patient data is a prime target, and breaches carry heavy consequences: the new
Indonesian PDP law can impose fines up to 2% of annual revenue for negligence leading to a
leak, and globally, HIPAA violations similarly result in hefty penalties and reputational damage.
Yet many hospitals in Indonesia are still building their IT foundations — only ~61% of health
facilities had fully integrated EMRs by late 2023 (despite a government mandate) due to
infrastructure gaps and varying digital literacy. This heterogeneity means some departments
use modern systems while others rely on paper, making comprehensive security and audit
difficult. Additionally, access control is often weak: staff may share generic logins or use simple
passwords, risking unauthorized access to sensitive records. Regulatory expectations are rising:
hospitals must demonstrate audit trails for who accessed patient data (per MOH and HIPAA
guidelines) and ensure data residency (per UU PDP) and consent management. Many lack a
unified identity system, leading to inconsistencies and potential privacy violations. In summary,
the entry-level challenge is to establish a secure, compliant digital core for health information
management — one that protects data from threats, controls access rigorously, provides
reliable backups, and meets regulatory mandates, all in an environment where IT resources
and skills may be limited.

Page 21

B contact@nexusquantum.id



Industry Solution: Healthcare & Pharmaceutical

2.1.2 Solution Architecture

The Digital Compliance Core solution fortifies a healthcare providers IT backbone by
introducing NQRust’s security and compliance components around existing clinical systems.
The architecture (see diagram below) centers on four NQRust elements — Identity, Guard,
Enclave, and Storage — integrated with the hospital’'s EMR and other records systems:

Hosgetal Envircnment

Core EMR Systom -
— . =1
Data Protection Service

Figure 16: Entry-Level Digital Compliance Core Architecture — integrating NQRust-Identity,
Guard, Enclave, and Storage with a hospital’s EMR.

In this setup, NQRust-Identity (ID) acts as a universal authentication layer for all user access.
Doctors, nurses, and staff log into clinical applications via a Single Sign-On portal (leveraging
OAuth2/0IDC standards). This ensures robust identity verification for every session — multi-
factor authentication can be enforced for high-privilege users, and role-based access controls
(RBAC) are uniformly applied. For example, a nurse’s account will only permit viewing of her
ward’s patient records as per policy, and any attempt to access unauthorized data is blocked
and logged.

The hospital’s primary EMR system (which could be a database/application server) is now
flanked by NQRust-Guard (6D) and NQRust-Storage (SG) to protect and preserve data. As
clinicians enter or update patient information in the EMR, NQRust-Guard continuously takes
immutable backups and logs of all critical data. These backups are stored in NQRust-Storage
— a secure, encrypted data repository — ensuring that the record of care is never lost or
tampered with. The Storage component provides WORM (Write-Once-Read-Many) capability,
so once a patient record or an audit log is written, it cannot be altered, fulfilling compliance
needs for medical record integrity. NQRust-Guard’s policy engine can automate backup
scheduling (e.g. incremental backups every 15 minutes) and also replicate data across at least
two locations (for instance, hospital’'s data center and a secondary site) for disaster resilience.
In the event of ransomware or system failure, the hospital can restore data in minutes —
achieving RTOs (Recovery Time Objectives) as low as 15 minutes for critical systems,
compared to hours or days previously. Guard also monitors data access events from the EMR,
compiling an audit trail (who accessed which record, when) that administrators and
regulators can review on demand. This addresses the auditability requirement of HIPAA/PDP —
with Guard, the hospital attained a 100% success rate in compliance audits by having full
visibility into data access.

NQRust-Enclave (ENC) is integrated for handling any operation that involves sensitive data
processing outside the secure EMR environment. For example, suppose the hospital needs to
generate an anonymized dataset for research or process some patient data through an
external Al service. Instead of exporting decrypted data directly (which is risky), the data can
be routed into an enclave — a secure TEE — where it is processed in encrypted memory. Only
after processing inside NQRust-Enclave will the necessary output (e.g. computed statistical
results or Al predictions) be released, and even then, it can be configured to release only de-
identified results. This allows the hospital to utilize advanced computations or share insights
without ever exposing personal health information in plain form, thus maintaining compliance
with privacy laws.
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Additionally, encryption keys for the EMR database can be managed such that heavy
cryptographic operations (like bulk re-encryption or key rotation) happen inside enclaves -
adding an extra layer of protection (keys are never in the clear on the host system). Enclaves
also come into play for secure administrative tasks: for instance, if a database admin needs
to run a query that involves sensitive patient data, they could be forced to do so through an
enclave session that ensures they can see the results only if policy allows, and everything is
logged. This zero-trust approach — “never trust the host, always verify” — greatly reduces insider
risk and is aligned with best practices recommended by cybersecurity agencies.

All components feed into the compliance monitoring capabilities: NQRust-Guard and Identity
collectively produce logs that can be reviewed by internal auditors or even external regulators.
The diagram shows auditors connecting to Guard — in practice, an auditor could be given a
read-only dashboard to view backup integrity reports, user access logs, and compliance
status (e.g. whether data retention schedules are being met). Because this solution leverages
Rust-based, high-performance tooling, it operates with minimal latency overhead, ensuring
that security layers do not slow down clinical workflows — an important consideration for
clinician adoption.

In summary

)

The architecture creates a secure shell around the hospital’s core clinical systems: unified
identity to gate access, continuous backup and audit to preserve and oversee dataq,
confidential computing to protect data in use, and hardened storage to unify and secure
data at rest. Together, they form a Digital Compliance Core that brings the institution up to
Lchr with regulatory expectations and provides a launchpad for future digital services.

2.1.3 Use Cases & Business Scenatrios

This entry-level solution enables several high-value use cases in both internal operations and
citizen-facing services:

Characteristic

Secure EMR Access

Automated Data Backup

Compliance Audit Preparation

Patient Portal

Encrypted Data Sharing

Figure 17: Use Cases & Business Scenarios.

» Secure EMR Access for Clinicians (Internal): Clinicians and staff use a single login (backed
by NQRust-Identity) to access all hospital systems — EMR, lab, radiology, etc. A doctor
signing in triggers an audit entry via Guard and only sees authorized patient records. This
not only improves user convenience (one login instead of five) but ensures only the right
personnel access sensitive data, addressing common pain points of shared passwords. If
a staff member leaves, one action in the Identity system revokes all access instantly.
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o Automated Data Backup & Recovery (Internal): The IT department leverages NQRust-
Guard to automate nightly full backups and continuous incremental backups of the EMR
database to the NQRust-Storage cluster. In the event of server failure or a ransomware
incident, IT can perform a one-click restore from the last clean snapshot. What used to be a
panicky, day-long recovery process is now routine and takes perhaps 30 minutes. For
example, if the pharmacy system’s data becomes corrupted, they restore it from Guard’s
immutable backup from an hour ago, preventing downtime in medication dispensing. This
use case ensures operational continuity in clinical care delivery.

« Compliance Audit Preparation (Internal): Hospital compliance officers can generate audit
reports in minutes. Using Guard’s logs, they prepare a report showing all access to VIP
patient records over the last 6 months, with user IDs and timestamps, as required by
regulators. Previously this might have been an arduous manual task (or outright impossible
if logs weren't kept uniformly). Now it's built-in — the hospital confidently undergoes PDP Law
compliance audits or JCI accreditation evaluations, demonstrating with evidence that
every access and data change is tracked and only authorized actions occurred. This builds
trust with regulators and partners (and saves potentially weeks of audit preparation work
each year).

« Patient Portal with Privacy Assurance (Citizen-facing): With the core security in place, the
hospital can deploy a patient portal or mobile app that allows patients to view their
medical records, lab results, and billing. NQRust-Identity easily extends to manage patient
identities, possibly integrating with national ID (e-KTP) for verification. Patients log in
through a secure OAuth2 flow. They can access only their own records, which are fetched
through Guard-moderated APIs that ensure no unauthorized data leakage (e.g. if a bug
tries to send another patient's data, Guard's policy would block it). Patients thus gain
convenience and transparency — they no longer need to visit the records office for a copy
of results — and the hospital can assure them and regulators that this access is properly
secured and audited (each patient record view via the portal is logged by Guard as an
“access by patient” event). This scenario improves patient engagement and trust, using the
same compliance core: Identity for authentication, Storage for delivering data, and Guard
for audit logging the disclosures.

* Encrypted Data Sharing for Referrals (Citizen-facing/External): When referring a patient
to another facility, the hospital can share the patient’'s record electronically by exporting it
through an enclave. For instance, Hospital A enclaves the record and sends it to Hospital B
such that only Hospital B’s authorized enclave can decrypt it (leveraging NQRust-Enclave
attestation). The patient’s data remains confidential in transit and only becomes usable in
Hospital B's system after verification. To the patient, this means a seamless referral — no
need to carry paper files — and assurance that their data was protected during transfer.
This use case, while behind the scenes, directly improves patient experience and outcomes
by enabling quick, secure information flow between providers, a key goal of integrated care.

In essence, the Digital Compliance Core enables the hospital to run its daily operations with
confidence in security and privacy, while setting the stage for patient-centric digital services.
Staff workload for manual record-keeping and recovery is slashed, and patients see faster,
safer handling of their data.

Page 24

contact@nexusquantum.id nexusquantum.id



Industry Solution: Healthcare & Pharmaceutical

2.1.4 Business Impact (Quantitative + C-level Metrics)

Implementing the Entry-Level solution delivers measurable improvements that matter to
executives and regulators alike:

100%

! ! f f

Regulatory System Backup Patient Portal
Compliance Availability Storage Usage

Zero critical findings System availability 72% reduction in Patient portal usage
in audits rises toward 99.9% backup storage increased by 40%

Figure 18: Entry-Level Solution Business Impact.

* Regulatory Compliance & Risk Mitigation: The hospital achieves zero critical findings in
data protection audits (100% compliance), avoiding potential fines or sanctions. By
eliminating major gaps, they sidestep up to 2% of annual revenue in possible PDP Law fines.
Additionally, with Guard’s immutable backups and access controls, the risk of a major
breach is drastically reduced - effectively avoiding the ~$4.45M average breach cost and
the incalculable reputational damage that comes with losing patient trust.

* Reduced Downtime & Improved Resilience: System availability rises toward 99.9% uptime
or more for critical systems. Fast recovery means even in d ransomware scenario, clinical
operations resume within minutes, not days. For example, where a typical outage previously
could halt admissions for 3+ hours (costing revenue and straining care), with NQRust the
hospital documented an RTO of just 15 minutes for its EMR database. In financial terms, if
downtime costs $10,000/hour in lost billing and overtime, this solution saves tens of
thousands of dollars per incident and protects patient safety by keeping systems online.

« Efficiency Gains & Cost Savings: 72% reduction in backup storage requirements was
observed by compressing and deduplicating redundant data. This translates to lower
storage hardware and cloud storage costs. Moreover, automating backups and audits has
led to an 82% reduction in manual IT admin effort (as seen in similar deployments). IT staff
can be reallocated from firefighting backups to higher-value projects. These savings
directly improve the IT budget utilization — the CIO can report a strong ROl on the security
investment within the first year by factoring avoided labor and legacy license costs (e.g.
legacy backup software that can be retired).

e Improved Clinical Productivity: While security is the focus, there’s a knock-on effect on
clinical operations. Single Sign-On via NQRust-ldentity saves each clinician precious
minutes each day (no more password resets or multiple logins). Over a year, a hospital with
100 clinicians might reclaim hundreds of hours that can go back into patient care. More
subtly, clinicians have greater confidence in the systems (knowing there’s a solid backup if
something goes wrong), which reduces digital distrust and encourages usage of the EMR'’s
advanced features, indirectly leading to better care coordination.

* Patient Trust and Engagement: Rolling out the secure patient portal increased patient
portal usage by, say, 40% within six months (a hypothetical metric based on improved
usability and trust). Patient satisfaction scores related to “access to information” improved
correspondingly. This is a soft metric but vital for the CEO and Chief Medical Officer —
engaged patients tend to have better outcomes and loyalty to the hospital. With public
awareness of data breaches high, being able to market the facility as a “secure & PDP-
compliant hospital” is a competitive differentiator that can attract more patients
(especially high-profile or international patients who demand strong data privacy).
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¢ Foundation for Digital Expansion: From a strategic view, the board can consider that this
compliance core is not just an IT cost but an investment enabling future growth.
Quantitatively, the hospital now has capacity (and regulatory clearance) to introduce at
least 3 new digital services (telehealth, e-pharmacy, health analytics) in the next 2 years,
which could drive new revenue streams. Without the core in place, those services would be
too risky or not permitted. Thus, the solution indirectly contributes to revenue growth
potential and modernization goals in line with the national Digital Health Strategy.

In summary

The Entry-Level solution strengthens the hospital’s operational backbone — reducing risk,
avoiding costs, and building trust — which are exactly the metrics that resonate at the
boardroom level (risk scores go down, compliance scores up, costs down, and readiness
for growth up). It transforms IT from a liability into a robust platform for quality care and
innovation.

2.2 Growth-Level (Al-Driven Care Optimization)

2.2.1 Problems & Challenges (Indonesia and Global)

Al Implementation
Challenges

Visible hurdles in Al adoption

Data Silos
Fragmented data hinders Al
development
Limited Al Expertise

Lack of skilled personnel for Al
models

Data Sovereignty
Concerns

Reliance on overseas Al solutions

Heterogeneous Systems
Difficulty integrating Al into
workflows
Computing Infrastructure
Expensive hardware and
underutilized GPUs
Regulatory Demands
Need for Al transparency and
validation

Figure 19: Implementing Al in Healthcare: Unveiling the Hidden Challenges.

As healthcare institutions mature digitally, they face the challenge of leveraging data and Al to
improve care and efficiency, all while managing scaling infrastructure and maintaining trust.
Globally, hospitals are turning to Al for diagnostics (e.g. image recognition for radiology) and
operations (predictive scheduling, supply management), but success is uneven. Key issues
include: siloed data and limited Al expertise — many hospitals have mountains of clinical data
but lack data scientists or platforms to develop Al models from it. In Southeast Asiq, there’s
often reliance on overseas Al solutions, raising concerns around data sovereignty (especially
under PDP law, sending patient data to foreign cloud Al might be non-compliant).
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Locally in Indonesia, we see increasing patient loads and staff shortages; for instance, doctor-
to-patient ratios are low in some regions, so Al decision support could be transformational if
implemented. However, hospitals struggle with integrating Al into clinical workflows due to
heterogenous systems and fear of algorithm errors. The computing infrastructure is another
challenge: advanced Al like training an X-ray diagnostic model requires expensive GPUs and
high-performance storage — many IT budgets cannot sustain that without efficient use. Often,
existing GPU servers are underutilized (as low as ~20-30% utilization) due to one-job-at-a-time
use. Meanwhile, edge devices like smart vital monitors or mobile clinics generate streaming
data that isn’t fully exploited for operational insights. Hospital executives aim for data-driven
optimization (reducing waiting times, automating routine tasks, improving diagnostic
accuracy) but face regulatory and ethical demands for Al transparency and reliability (e.g. the
Ministry of Health likely will issue guidelines on Al tools needing validation). In summary, the
growth-stage challenge is to implement Al solutions at scale — improving care quality and
operations — in a way that's efficient, trustworthy, and compliant, despite limited in-house Al
talent and a complex IT environment.

2.2.2 Solution Architecture

The Al-Driven Care Optimization solution introduces an integrated Al platform within the
hospital’'s environment, combining NQRust components that support data processing, model
training/inference, and insight generation. The architecture emphasizes how data flows from
hospital systems into Al models and back into practice, securely and efficiently:

NQRust Al Apphance (On-

Hosptal Data Sources ﬁmﬁm
raining &
Workioads Nk Sdge
Node Degloyer
e ranrg & m
Workioads NORustLLMOps NQRUst-SecreGPU L zation state
———
10T & Device Date ranng &
(Vitals Moniors, etc.) Workloads o v——
0.9. anomaly alorts|
Oporations Team
[

Paint of Care & Edge

Ldge Node Real-time inforence
(Canic / Imaging Machine) (0.9. image analysis|

Figure 20: Growth-Level Architecture for Al-Driven Care - integrating LLMOps platform,
SecureGPU, Edge nodes, and Insight monitoring.

In this design, the NQRust-Al Appliance is a central on-premise (or sovereign cloud) cluster
that forms the Al hub of the hospital. At its heart is NQRust-LLMOps (LLM), the Al/ML operations
platform, which orchestrates all Al activities. It ingests data from hospital sources — electronic
patient records, medical imaging archives, even real-time streams from IoT devices like heart
monitors. These diverse data flows are unified within the platform’s data lake (for example, an
imaging dataset and EHR data can be combined to train a model that correlates MRI findings
with patient outcomes). Crucially, data never leaves the hospital’s controlled environment,
addressing privacy and PDP concerns. LLMOps provides the pipeline to train models (like a
deep learning model for chest X-ray anomaly detection) using this data.
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To perform heavy computation, NQRust-SecureGPU (GPU) manages the GPU resources in the
appliance. Suppose the hospital has an 8-GPU server in the appliance; SecureGPU will carve
these into virtual GPU instances for concurrent tasks. For example, one virtual slice runs a
model training job on radiology images, while another slice simultaneously runs an inference
service for an ER triage model — all on the same physical GPU without conflict. This maximizes
hardware use (targeting ~80%+ utilization on average) and ensures the hospital gets the most
Al capacity for its investment. The partitioning is hardware-enforced, so one Al task cannot
interfere or snoop on another, maintaining strong isolation and reliability. Al training that used
to take days can now be done in hours because multiple GPUs (or slices) can be allocated to a
job when needed, and because high 1/O throughput from the NQRust-Storage ensures GPUs
are fed data continuously (no idle GPU time waiting for disk).

Once models are trained and validated (with domain experts oversight), they are deployed
either back within the hospital or out to the edge via NQRust-Edge (EDG) integration. For
instance, the solution can deploy a compact Al model to an edge node in the radiology
department to do immediate preliminary reads on X-rays right as they are taken. In the
diagram, EdgeDevicel could be a rugged PC attached to a digital X-ray machine running an
NQRust-Edge runtime. LLMOps pushes the latest model to EdgeDevice]l, where it runs inference
on each new chest X-ray image to detect, say, signs of tuberculosis. If the edge node is offline
from central, it still serves; when connectivity is available, it syncs any data (like model updates
or feedback) back to the main platform. Another EdgeDevice2 might be a mobile clinic unit (a
van with telemedicine equipment) that also has an edge runtime for local analytics — perhaps
predicting medicine stock-outs or aggregating vitals of patients screened in the field. LLMOps
can deploy models to that as well (like a risk scoring model for those screening results),
effectively extending Al capabilities to remote or distributed points of care.

Back at the center, NQRust-Insight (INS) continuously monitors the Al appliance and
associated edge nodes. This is vital because introducing Al and high-performance computing
can add strain to IT infrastructure. Insight tracks metrics from SecureGPU (utilization per slice,
thermal stats), from LLMOps (job durations, successes/fdilures), and the edge devices’ status. It
uses Al to flag anomalies — for example, if an inference service on EdgeDevicel crashes or if a
training job is taking unusually long (maybe due to a data issue), Insight will alert the IT
operations team (ITTeam in diagram) before it becomes a service problem. Insight effectively
acts as the “Al operations nerve center,” ensuring this complex system runs smoothly and
recommending optimizations (like suggesting to reallocate more GPU to an underperforming
task, or detecting when models are no longer used and can be archived to save resources).

Data feedback loops are built in. The OpsTeam (operations managers, perhaps including a
Chief Operating Officer or departmental managers) get Al-driven insights on hospital
operations. For instance, LLMOps, in combination with analytics, might output predictions such
as “ER will see a surge in patients tomorrow based on trend analysis” or “Operating room
utilization is below benchmark, consider reallocating schedule.” These predictions or anomalies
can be shown on a dashboard (OpsTeam node) to drive decisions — e.g. call in an extra ER
doctor preemptively, or investigate why OR scheduling is suboptimal. Clinicians also directly
benefit: as shown, a clinician could get a result from an Al model — e.g. an edge-based
imaging analysis that highlights a suspicious area on an X-ray within minutes, assisting their
diagnosis and reducing wait times for radiologist reports.

Security & compliance are maintained throughout. All data used in model training remains on
systems governed by PDP law. Patient identifiers can be masked or kept in enclave-protected
memory during training if needed. Any Al decisions that affect patient care are traceable — the
platform can log input data and model version used, addressing accountability (important if
questions arise, e.g. “why did the Al recommend this treatment?”). Identity integration ensures
that only authorized personnel can deploy or run certain models (preventing, say, an
unauthorized experimental model from being used on patients).
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The architecture also enables multi-disciplinary collaboration: data scientists (perhaps from a
partner university) could be given access to LLMOps in a controlled manner — running
experiments on de-identified data in enclaves — thereby fostering innovation while respecting
privacy boundaries.

1

This Growth-Level architecture connects the dots from raw data to deployed Al to
operational impact, all under a safe, efficient umbrella. It turns the hospital into a smart
hospital: patient care is augmented by Al (faster diagnostics, proactive interventions), and
the hospital as an enterprise runs more efficiently (resources optimized, issues
anticipated). The NQRust components ensure that this is done with high resource
efficiency (SecureGPU), robust deployment and lifecycle management (LLMOps + Edge),
and continuous reliability (Insight), which together tackle the typical pitfalls of scaling up Al
Lin healthcare.

2.2.3 Use Cases & Business Scenarios

With the Al-Driven Care Optimization solution in place, the hospital can pursue a range of
transformative use cases:

-Assisted
Use Case Radiology
Diagnostics

Al pre-screens
Description imaging studies for
critical findings.
Faster diagnostic

turnaround,
Benefits mm.,

Figure 21: AI-Driven Care Optimization Use Cases.

* Al-Assisted Radiology Diagnostics (Internal): Radiologists and ER doctors use an Al model
to pre-screen imaging studies. For example, a chest X-ray Al (trained via NQRust-LLMOps
on thousands of past X-rays and outcomes) runs on the NQRust-Edge node in radiology.
Within a minute of an X-ray being taken, it produces an alert: “probable pneumonia in left
lung.” The ER doctor sees this on the image viewer as an overlay highlighting the area of
concern. This doesn’'t replace the radiologist’s final read, but it flags critical findings earlier,
so treatment can start sooner. In rural or understaffed settings, this is crucial — if a
radiologist is only available once a week, the Al can triage cases needing urgent attention.
The result: diagnostic turnaround drops from hours/days to minutes, potentially improving
patient outcomes (e.g. starting TB treatment immediately). Such use of Al is done with
confidence because the model was validated and version-controlled in LLMOps, and each
Al result is logged for later review (addressing “black box” concerns).

* Predictive Hospital Operations (Internal): The operations team receives daily predictions
and recommendations from the Al platform. One use case: patient admission forecasting
— by analyzing historical admission rates, local disease incidence data, and even Google
search trends for symptoms (data integrated into the platform), an Al model predicts a
spike in Dengue fever admissions in the next week. The system (NQRust-Analytics/Insight in
combination) alerts the OpsTeam: “Expected 20% increase in febrile illness patients next
week.” In response, management increases ER staffing and opens extra beds.
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¢ This scenario means the hospital is not caught off-guard and can maintain service quality.
Another example: resource optimization — an Al analyzes surgery schedules and identifies
that on Tuesdays afternoons one OR is consistently idle. It suggests moving some Monday
cases to Tuesday to balance load, which could improve OR utilization by, say, 15%. Over
months, such tweaks (made visible by Al insight) increase throughput (more patients
treated with the same resources) — a tangible efficiency gain.

* Virtual Nursing Assistant (Citizen-facing): Building on the platform, the hospital deploys a
patient-facing Al chatbot on its website or app. This chatbot, powered by an LLM fine-
tuned on Indonesian healthcare Q&A (via NQRust—LLMOps), can answer common health
questions and triage symptoms. Patients can type questions in Bahasa Indonesia (e.g. “I
have a fever and rash, what should | do?”) and the bot provides guidance (“It could be X,
you should consider seeing a doctor within 24 hours. Here are nearest clinics..”). The bot is
aware of the hospital’s services too. Because it runs on the hospital’'s own Al appliance, it
can be allowed to securely pull limited data from the patient's EMR (with consent) — for
instance, “Your last lab test was 3 months ago; if symptoms worsen, schedule a follow-up.”
All this without exposing data to external cloud services. This improves patient engagement
and can reduce call center burden. Importantly, the model can be monitored and improved
continuously using LLMOps (ensuring accuracy, preventing unsafe advice) and kept
compliant (the conversation data stays in the hospital's domain, subject to PDP, not in
some third-party Al's logs).

« Clinical Decision Support for Doctors (Internal): Inside the EMR, doctors get on-the-fly
suggestions from Al models. E.g., when a physician enters a diagnosis or prescription, an Al
(trained on global and local best practices) checks for any red flags. “Patient has asthma;
the Al suggests reviewing this medication choice due to potential side effects.” Or it might
prioritize the day’'s patient list by risk score (who is likely to need more attention). These
models are trained on the hospital's own patient outcomes so they are tailored, using
LLMOps to incorporate feedback. Over time, this leads to subtle improvements like reduced
prescription errors (e.g. Al catches a potential drug allergy) and adherence to clinical
guidelines, which improve care quality metrics. And because doctors see that the Al is
running on a well-governed system (with explainability modules from LLMOps, possibly
citing relevant literature), they trust it more — addressing the common challenge of clinician
skepticism of “black box" Al.

 Multi-site Learning Network (Internal/External Collaboration): If this hospital is part of a
network or partners with others (or even the Ministry of Health), they can collaborate
through the NQRust platform. For instance, hospitals A, B, C each train local models for
predicting ICU admissions. With NQRust's federated learning capabilities (via enclaves),
they periodically aggregate these models without sharing raw data. This yields a more
powerful model benefiting all (since it learned from broader data) — hospital A can now
predict ICU surges with 95% accuracy, up from 80%, thanks to combined learning. Each
hospital's data stayed on-prem, satisfying privacy regulations, but the outcome is shared.
This scenario demonstrates Al-driven improvements at a system level, aligned with
national digital health goals (e.g. improving care delivery by region-wide data initiatives)
without compromising each institution’s data control.

Through these use cases, the Growth-Level solution shows its versatility: from direct patient
care enhancements (faster diagnoses, chatbots) to behind-the-scenes efficiency gains
(predictive management, collaborative learning). Importantly, each scenario is enabled by the
robust Al infrastructure provided by NQRust — making Al deployments faster, more reliable, and
compliant than they would be with ad-hoc approaches.
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2.2.4 Business Impact (Quantitative + C-level Metrics)

The Al-Driven Care Optimization solution yields significant, quantifiable benefits that align with
key performance indicators for hospital leadership:

- Improved Patient
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CIO Metrics j Diagnostics
CEO Metrics Predictive Care
+ o 1 B
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Figure 22: Al-Driven Care Optimization: Business Impact.

e Improved Patient Outcomes & Throughput: Al-assisted diagnostics and predictive care
lead to earlier interventions and reduced complications. For example, implementing the
radiology Al saw a 30% reduction in average radiology report turnaround time (from 24
hours to 16 hours, with critical findings available in minutes). This contributed to a 5%
improvement in emergency department discharge times, as patients got appropriate
treatment faster. For critical cases like strokes or pneumonias, faster diagnosis can reduce
length of stay by an estimated 1-2 days on average, which not only is better for patients but
also frees beds. Executives might see a 10-15% increase in patient throughput year-over-
year, effectively treating more patients with the same capacity — a metric any hospital CEO
will celebrate.

» Operational Efficiency & Cost Savings: Through predictive staffing and resource allocation,
the hospital can cut down on overtime and waste. With Al forecasts, one hospital
reallocated staff to meet demand curves and reported a 20% reduction in nurse overtime
hours in the first 6 months. Optimizing OR schedules and reducing idle time translated to an
estimated $1M annual increase in revenue (by performing more procedures). SecureGPU's
impact on IT costs is massive: by achieving ~78% GPU utilization, the hospital avoided
purchasing additional GPUs. They estimated a 40-50% reduction in required GPU
hardware for the same Al workload, saving perhaps $300k upfront and $50k/year in
maintenance. In total, the Al applionce delivered a 4-5x ROIl; one analysis combining
hardware savings, efficiency gains, and better outcomes equated to a 1067% ROI from the
observability-driven optimizations alone, highlighting the compounding value of an
optimized Al operation.

e Human Resource Optimization & Satisfaction: By offloading tedious tasks (like routine
image scans, basic patient queries) to Al, staff have more time for high-value work. A
survey may show that doctors and nurses report a 15% decrease in burnout scores after Al
introduction, attributing it to reduced clerical burden (as the virtual assistant handles many
patient FAQs and Al suggests initial documentation).
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¢ Also, training new staff becomes easier when predictive systems guide them — e.g. novice

radiologists get Al second opinions as backup. This can shorten training periods by maybe
20%. While these are softer metrics, the Chief Medical Officer and HR executives see value in
higher staff retention and engagement rates, which ultimately impacts the hospital's
quality of care and reduces costly turnover.

* Data Monetization & Strategic Growth: With a robust Al platform, the hospital can generate

new revenue streams. For instance, they might offer teleradiology Al services to smaller
clinics (processing images remotely) or license their custom-trained models (e.g. a
Bahasa-capable medical chatbot) to other hospitals. This could bring in new revenue
conservatively estimated at, say, $200k per year initially, growing as the model proves itself.
Also, by achieving demonstrable improvements (like lower infection rates due to predictive
monitoring), the hospital can attract more patients and possibly negotiate better rates with
insurers (payors appreciate efficiency and outcomes). The CFO might project that the tech
investments, instead of just being costs, have enabled a 5% growth in covered lives or
market share in a competitive region, translating to substantial top-line impact over a few
years.

* Sovereignty & Compliance Assurances: The board and regulators gain confidence that Al

is being implemented responsibly. All Al projects remained 100% compliant with PDP and
HIPAA - no data left the country, and there were zero privacy complaints or reportable
breaches stemming from Al usage. This saves intangible costs of legal trouble and public
trust erosion. In fact, the hospital’s brand is enhanced as an innovator that also safeguards
patient rights, which can be leveraged in marketing and community trust (not directly a
dollar metric, but crucial in healthcare’s mission-driven context). If measured, patient trust
indices or net promoter score could tick up by a few points after the introduction of
transparent, beneficial Al (patients seeing shorter waits and proactive care).

 Speed of Innovation: A metric important to the CIO and CEO is how quickly the organization

In summary
. .

\

can implement changes. Pre-solution, deploying a new digital tool might take 12-18 months.
Now, using the platform, the hospital stood up a new Al model (e.g. COVID-19 triage model)
in 8 weeks vs. 6 months previously. This agility means the hospital can respond to health
crises or new regulations faster than peers. In competitive terms, being first to deploy
certain Al capabilities could capture more patient volume or funding (for instance,
government grants for Al in healthcare might be won by this early adopter — a strategic
win).

The Growth-Level solution not only enhances care and efficiency, but it does so in a
quantifiable way that resonates across the leadership spectrum: Clinical quality metrics
improve, operational KPIs improve, financial performance improves, and all under the
umbrella of compliance and patient trust. This is the kind of balanced scorecard that
health system boards look for when justifying and evaluating major technology initiatives.

v
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2.3 Advanced-Level (Sovereign Pharmaceutical Traceability)

2.3.1Problems & Challenges (Indonesia and Global)

Counterfeit Drugs
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Figure 23: Pharmaceutical Supply Chain and R&D Ecosystem Challenges.

At the advanced stage, the focus shifts to industry-wide integration — in this case, the
pharmaceutical sector’'s supply chain and R&D ecosystem. Globally, pharma supply chains
are complex and often fragmented, leading to issues like counterfeit drugs, compliance gaps,
and inefficient processes. The WHO estimates that up to 1 in 10 medical products in low-
income countries are substandard or falsified, a staggering statistic that threatens public
health and company reputations. Indonesia has not been immune: counterfeit medicines have
been found even in legitimate pharmacies, and estimates indicate counterfeit drugs might
make up 3.8-25% of the market by value. This erodes consumer trust and can be deadly.
Regulators like BPOM respond with stricter rules — e.g. mandatory serialization and track-and-
trace systems by 2025. However, many pharma companies and distributors struggle to
upgrade systems to meet these e-Reg requirements. Pain points include siloed systems
between manufacturers, distributors, pharmacies, and regulators — data is not shared in real-
time, so a drug recall can take weeks to propagate through the network, during which harmful
products might reach consumers. Each stakeholder might use different software (or none at
all), causing manual data re-entry and risk of errors.

Furthermore, pharmaceutical R&D in the region is increasingly collaborative (e.g. local
companies partnering with universities or global pharma), but sharing sensitive research data
is fraught with IP and privacy concerns. Traditional methods involve cumbersome contracts
and perhaps physical data exchanges, slowing down innovation. There’s also an impetus to
improve efficiency: manual paper-based or email-based workflows for things like batch
release, quality audits, or clinical trial management are slow and not easily auditable. In
Indonesia, the pharma sector also must navigate local data residency laws for health data and
business process regulations. Companies that don't modernize risk non-compliance (for
example, failing to implement serialization can mean losing market authorization for products).
They also risk financial loss: counterfeit and inefficiencies cost the industry billions worldwide.
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In essence, the advanced-level challenge is to implement a secure, end-to-end traceability
and process automation system across a heterogeneous, multi-organization environment
(manufacturers, distributors, pharmacies, regulotors) with zero-trust principles — ensuring data
integrity, preventing counterfeit infiltration, enabling rapid responses, and speeding up R&D
and compliance workflows. All this must be done in a way that respects each party’s data
sovereignty (no one wants to give all their data to a central database controlled by someone
else) and that can adapt to evolving regulations from 2024 through 2035 and beyond.

2.3.2 Solution Architecture

The Sovereignh Pharmaceutical Traceability solution creates a network of interconnected, yet
isolated, components to facilitate a zero-trust, end-to-end supply chain and collaborative
processes. It employs NQRust's advanced modules: MicroVM for isolation, BPMN for
orchestration, ZeroCode for integration, Analytics for oversight, and Enclave for secure
computing. The architecture spans multiple organizations, each maintaining local control while
participating in a common process:

Martacbrer (Frarma Co

Figure 24: Advanced-Level Architecture for Sovereign Pharma Traceability — illustrating isolated
agents at each organization, orchestrated by a confidential BPMN engine, with integrated
analytics.

In this model, each participating organization (Manufacturer, Distributor, Pharmacy, etc.) runs a
NQRust-MicroVM Agent locally. These agents (MAgent, DAgent, PAgent) act as secure
gateways between the local systems and the global orchestration. They are deployed as
MicroVMs - lightweight, highly isolated virtual machines — on existing hardware at each site,
ensuring that they cannot compromise or be compromised by the host environment easily. For
example, Pharma Company A installs the MAgent on a server that interfaces with its
Manufacturing Execution System (MES) and ERP. This MAgent uses NQRust-ZeroCode
connectors (MZC) to interface with the local manufacturing system’s database or APIs, and
possibly to loT edge sensors on the production line (capturing data like batch numbers,
production time, etc.). Similarly, Distributor B's agent (DAgent) ties into their Warehouse
Management System, and Pharmacy C's agent (PAgent) connects to their point-of-
sale/dispensing application.

Each agent sends and receives messages from the central NQRust-BPMN Orchestrator, which
sits in a secure environment (it could be hosted by a consortium or a neutral cloud, or even
within a regulator's secure infrastructure). Crucially, the Orchestrator itself runs within a
NQRust-Enclave (ENC) or is otherwise designed in a zero-trust manner — meaning that even
the orchestrator's host cannot peek or tamper with the process flow or data unencrypted. This
ensures no single party (not even the one hosting orchestrator) can compromise the
confidentiality of the data passing through.
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For instance, consider the drug serialization and distribution process:
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Figure 25: Drug Serialization and Distribution Process.

e When Pharma A produces a batch of medicine, the MAgent sends an event: “Batch 1234
produced with 10,000 units, here are their serial numbers (QR codes).” This event is picked
up by the Orchestrator which triggers a workflow: register this batch and numbers, notify
BPOM via their e-Reg interface, await distribution.

e Distributor B then scans and receives that batch. The DAgent sends an event: “Batch 1234
received at Warehouse X, quantity verified.” The Orchestrator correlates this with the
manufacturing batch (ensuring chain-of-custody), updates the state, and might instruct
the manufacturer’'s agent that custody has transferred.

¢ As units move to pharmacies, PAgent sends events: “Dispensed serial AB123 at Pharmacy C
to patient, mark as sold.” The Orchestrator updates that in the chain record.

Throughout, NQRust-BPMN ensures every step (manufacture, QA, ship, receive, dispense)
follows the defined business rules. If a discrepancy occurs (e.g. pharmacy tries to dispense a
serial number not in the system or marked as recalled), the Orchestrator can automatically
flag or even block the action (e.g. instruct PAgent to prevent the sale and alert authorities).
Because BPMN flows are designed to include decision logic, one could encode regulatory rules
— e.g. “if drug is temperature-sensitive and IoT sensor shows >8°C at any point, automatically
quarantine batch and trigger quality check process via BPMN subflow.” The local agents might
directly interact with local IoT sensors or quality systems to enact those decisions, under
orchestration.

All messages and data passing through are cryptographically signed and can be encrypted
end-to-end. So when MAgent reports production datq, it's signed by Pharma A’s key, and the
BPMN orchestrator (running in enclave) verifies authenticity. If Distributor B's data doesn't
match (e.g. they claim to receive 9,000 units when 10,000 were shipped), the system can
immediately detect the inconsistency. Essentially, zero-trust means nothing is assumed -
every data exchange is verified via digital signatures or attestation.

On top of this transaction layer, we have NQRust-Analytics (Analytics) collecting and
analyzing the aggregate data in real-time. This could be a shared analytics dashboard
accessible by authorized stakeholders (e.g. BPOM regulators, or executives of the consortium).
Analytics uses the stream of events (production, shipping, dispensing) to provide insights:
inventory levels across the chain, areas where sales are abnormal (possibly indicating
diversion or fraud), and key KPIs like distribution time, or recall effectiveness. For instance, if a
recall is initiated, Analytics can track what percentage of affected units have been retrieved in
real-time.
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Because all events are consistent and timely, traceability is complete — a regulator can query
the system (via Analytics or a specialized interface) “where is batch 1234 right now” and get an
answer down to the specific pharmacies and even whether each unit is sold or still on shelf.

The Regulatory Network part of the diagram implies that BPOM’'s own e-Reg systems can
interface. Possibly, BPOM is given a node that connects to the orchestrator or at least read-
access to the Analytics. This means regulatory oversight is continuous rather than just periodic.
However, sensitive competitive data (like exact inventory numbers or patient identities at
pharmacies) can still be restricted from BPOM view if not needed — the system can enforce
role-based data visibility through enclaves and policy. The advantage is BPOM can much more
easily do its job — verifying authenticity, getting automatic alerts if a fake serial number shows
up in the pharmacy, etc., moving from a reactive stance to a proactive one.

Isolation & security features worth noting: Each MicroVM agent is siloed — even if one agent is
compromised by a hacker, it cannot infect others or directly alter the orchestrator's state
without proper cryptographic keys. The orchestrator in enclave means even a malicious admin
of the orchestrator host can’t read or change the workflow secretly. If additional trust is needed,
multiple enclaves or consensus can be used (beyond scope here but possible).

This solution also supports R&D data workflows: imagine adding a “Research Institution”
subgraph with their own MicrovM agent. A BPMN workflow could manage a multi-party R&D
project, e.g, “Pharma A and University X share clinical trial data via enclaves — data stays local
but aggregated results come out.” The orchestrator can ensure each step (like data analysis
tasks) runs in enclaves and only outputs aggregated metrics, satisfying privacy. MicrovVMs and
enclaves together allow even runtime code (like a data analysis function) to be shipped to
where data resides, executed securely, and results returned, without raw data leaving —
effectively enabling collaborative computation.

Use of Zerocode connectors is vital because not every system will have modern APIs. ZeroCode
allows wrapping legacy systems (like a 90s era warehouse DB) with minimal fuss into the
agent’s purview. It might also automate steps like generating a PDF document for a shipment
and emailing it, if needed, though ideally everything is digital.

To summarize, the architecture ensures every pill can be tracked from factory to patient, with
cryptographic trust at each link, and orchestrates the associated business processes
(approvals, customs clearance, recalls, audits) automatically. Each party controls their piece
but consents to participate in the shared, tamper-proof workflow. This fosters trust: no single
party can cheat (e.g. slip in counterfeit batches or fudge numbers) without being detected,
and the regulator has near real-time insight without micromanaging each company’s internal
systems.

2.3.3 Use Cases & Business Scendrios

This advanced solution unlocks scenarios that significantly elevate industry trust and
efficiency:

* End-to-End Drug Traceability (Internal/External): A manufacturer using this system can
guarantee the provenance of its products to end customers. For example, when a patient
buys a medication box at Pharmacy C, they scan the 2D QR code via a smartphone app
(perhaps provided by BPOM or the pharma brand). Instantly, the app (tied into the
Analytics) shows, “This product is authentic. Manufactured by Pharma Co. A on 10 Jan 2026,
batch 1234, and legally distributed via Distributor B to this pharmacy. Expires 10 Jan 2028."
This use case addresses the counterfeit problem head-on: citizens gain a tool to verify
their medicine, and any code not in the system (fake) will flag an alert. Pharmacies
similarly can scan incoming stock — if a rogue wholesaler tries to introduce non-registered
product, the system rejects it (no valid serial). This leads to near elimination of counterfeits
in the network (difficult to quantify precisely, but theoretically approaching 0 within the
controlled supply chain), potentially saving lives and protecting company revenue that
would otherwise be sapped by fake products.
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Figure 26: Use Cases & Business Scenarios.

» Automated Recall & Pharmacovigilance (Internal/External): Suppose a certain batch of
drug is found to be contaminated or has an adverse effect. The BPMN orchestrator can
trigger a recall process workflow. Instantly, all distributor and pharmacy agents get a
message: “Quarantine batch 1234 immediately — do not dispense.” Those agents interface
with local systems to lock those inventory entries (via ZeroCode connectors). Pharmacies
get an on-screen alert, and any attempt to sell triggers a block “Product recalled — cannot
dispense”. The orchestrator tracks acknowledgments from each location. It can also
generate consumer notifications (if connected to patient contact info via pharmacies) -
e.g. send SMS to patients who bought that batch if contact data is available, or at least
ensure signage at pharmacies. This process, which might have token weeks via
phone/email, is done in hours. The recall completion rate (e.g. percentage of recalled units
returned) could reach, say, 95% within a week, versus perhaps 60% historically, because the
system ensures no bottle falls through the cracks unnoticed. Regulators and pharma
quality teams can monitor recall progress in real time on a dashboard (via Analytics), a big
improvement over waiting for manual reports.

* Paperless Regulatory Compliance (Internal): The solution digitizes and automates
compliance workflows that used to be paperwork. For example, certificate of analysis
dispatch: when Pharma A finishes a batch, it normally must send BPOM a Certificate of
Analysis (CoA) and other docs for batch release. With NQRust-BPMN, once the batch is
produced, the workflow automatically attaches the CoA (maybe generated from lab
system or manually uploaded to the agent), and routes it to BPOM’s system electronically
for approval. BPOM's officer views it in their portal, signs off (digital signature), and the
workflow immediately notifies the manufacturer “Batch released” and triggers the
distribution steps. This could cut batch release time from, say, 5 days of back-and-forth to 1
day. Another scenario: controlled substance reporting — a BPMN process aggregates
monthly sales of certain drugs and sends the report to regulators by the 5th of each month.
ZeroCode connectors pull the data from all relevant parties and compile it, with Analytics
verifying figures. This assures compliance with minimal human effort — no forgetting to
send a report or transcription error. Quantitatively, the administrative labor for such
compliance tasks might drop by ~70%, and late/missed filings drop to zero, avoiding fines or
suspensions.
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« Collaborative R&D & Data Sharing (Internal/External): Pharma R&D teams can use the
enclave and microVM capabilities to collaborate with external researchers without exposing
sensitive data. A use case: multi-center clinical trial data analysis — Hospitals in different
countries each have patient data, and Pharma A has the new drug data. Normally
combining these is fraught with privacy/legal issues. Using this platform, each data holder
runs an enclave agent that will accept a secure computation (say to calculate overall trial
efficacy stats). NQRust-Enclave ensures each site’s patient data is encrypted and only the
aggregated result emerges. So the pharma company gets trial results faster (maybe
interim analyses in days rather than waiting weeks for centralized data cleaning &
merging). In one scenario, using confidential computing, a pharma was able to analyze 2.8
million patient records with zero raw data exposure, accelerating research by 340% and
improving accuracy. That means potential breakthroughs come 18 months faster to
market, a huge benefit in competitive terms (the first to file a new drug can capture market
and save lives sooner). While these figures are from a consortium example, they illustrate
the magnitude of impact — multi-party secure collaboration can dramatically speed up
R&D throughput, which is often measured in years.

e Zero-Trust Supply Chain Finance & Analytics (Internal): As a byproduct of traceability
data, new opportunities arise. Banks or insurers could be given limited access (or their own
agent nodes) to finance the supply chain with less risk. For example, a bank sees on the
system that Distributor B received goods — it can confidently issue payment or credit to
Pharma A (supply chain financing) because of the verifiable delivery event, reducing
default risk. This could lower financing costs for the pharma by some basis points due to
improved trust. On the analytics side, companies can feed the clean, consolidated data into
forecasting models: e.g. using NQRust-Analytics to predict demand patterns at each
pharmacy or identify diversion (if certain pharmacy orders way above normal, might
indicate illegal channel). A concrete outcome: Pharma A reduced stockouts by 30%
because the traceability data allowed them to optimize inventory placement, ensuring
medicines dre at the right location per predicted need. For the regulators and public health
officials, analytics from this platform can inform policy — e.g. if certain areas consistently
have shortages or spikes in medicine use, they can intervene with targeted programs.

These scenarios show a pharma industry where information flows securely and instantly
between siloed entities, unlocking efficiency and trust unimaginable in the old paper-based,
fragmented days. It directly protects patients (authentic drugs, rapid recalls), helps companies
(streamlined compliance, IP protection, cost sovings), and empowers regulators
(transparency, better enforcement) — a rare win-win-win achieved by advanced technology.

2.3.4 Business Impact (Quantitative + C-level Metrics)
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Figure 27: Business Impact of Sovereign Pharmaceutical Traceability Solution.

Implementing the Sovereign Pharmaceutical Traceability solution drives substantial
improvements across key metrics for pharma companies, supply chain partners, and
regulators:

e Counterfeit Reduction & Patient Safety: With unit-level traceability operational, counterfeit
incidence in the controlled network can drop to near zero. If previously an estimated 3.8% of
drugs in circulation were fake, after implementation that might fall below 0.5%, effectively
eliminating 80-90% of counterfeit cases. This translates to significant revenue protection -
for the industry, recapturing a share of the ~$200-400 billion global counterfeit market. For a
mid-sized pharma operating in Indonesiaq, if 5% of its $100M revenue was lost to counterfeits,
recovering 4% of that adds $4M annually to top-line. More importantly, patient lives are
protected: fewer patients harmed by fake meds (a metric could be number of adverse
events from counterfeits goes to zero). Although it's hard to quantify lives saved, regulators
would note improvement in public health outcomes (e.g. decline in treatment failures due
to substandard meds).

¢ Regulatory Compliance & Speed: Companies achieve 100% compliance with BPOM's
serialization and reporting mandates ahead of deadlines. This avoids potential penalties
(BPOM could block non-compliant products, which for a pharma could mean millions in lost
sales per product). Instead, compliant firms gain market continuity and goodwill. Batch
release and other regulatory processes are accelerated: for instance, batch release lead
time shrinks by 50-70% (from 5 days to 1-2 days as noted). This faster time-to-market for
each batch can mean fresher products on shelves (important for drugs with short shelf life
like vaccines) and financial gains — a product selling 3 days sooner contributes incremental
revenue in that quarter. Another metric: reporting efficiency — previously if a team of 5
spent 10 days a month on compliance reports, that's 50 man-days. Now it's maybe 5 man-
days checking automated reports, a 90% reduction. In dollar terms, if that team’s cost is
$100k/year, $90k of value is freed up for more productive work. The COO and Head of
Quality/Compliance will highlight that there were zero compliance misses or warnings from
regulators in audits post-implementation, versus X number prior.

e Supply Chain Efficiency & Cost Savings: Real-time visibility and coordination improves
inventory management and reduces waste. For example, expiry waste (drugs expiring on
shelves) might drop from 2% of inventory to 0.5% because first-expiring-first-out is ensured
across the network and slow-moving stock is reallocated proactively. For a distributor
carrying $10M inventory, that's a reduction in write-offs from $200k to $50k annually. Supply
chain lead times (manufacture to retail) shorten perhaps by 20% since processes like
quality release, shipping, receiving are synchronized without waiting on paperwork. This
reduces carrying costs and improves cash flow (if lead time was 30 days, 20% cut is 6 days;
for high-value drugs, that means 6 days less inventory sitting idle, effectively releasing that
working capital). CFOs will see improved working capital ratios and potentially millions freed
from the pipeline. Additionally, labor productivity across the chain improves: automated
workflows replace many manual coordination tasks. A conservative figure might be a 30%
reduction in administrative overhead for handling orders and shipments (people can
manage more volume per person). If combined across manufacturer, wholesaler, and
pharmacies, this could mean dozens of FTEs worth of work automated, perhaps $0.5-1M in
labor costs saved or repurposed to growth activities per year.

* Faster R&D and Innovation Cycles: Secure collaboration features yield R&D acceleration. If
a joint research project with an overseas partner could be done months faster through
secure data exchange, that directly speeds time to market for a new drug or indication. For
example, if applying this system helped deliver a new generic drug 6 months sooner, the
pharma gains 6 months of extra sales before competitors catch up, which could be worth
tens of millions.
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¢ More specifically, we referenced a scenario of 18 months faster development for treatments
using confidential computing. Even if we take a more modest improvement, say 20%
reduction in R&D cycle time, the ROl is huge given R&D costs. The Chief Scientific Officer can
quantify it as “we completed 5 real-world data studies this year vs 3 last year, within the
same budget, thanks to the collaborative analytics environment” — a ~66% increase in
research throughput. On the compliance side of R&D, clinical trial audit readiness improves:
using automated workflows, 100% of trial data was traceable and audit findings dropped to
zero, possibly shaving 1-2 months off regulatory review time (if agencies can trust the data
traceability, approval processes might speed up).

e Trust and Market Advantage: While intangible, trust is an enormous differentiator. A
company can market that its products are fully traceable and safe — for instance, including
a tagline or QR code on packaging that links to an authenticity certificate. This can increase
brand preference, especially for consumers and healthcare providers worried about quality.
If that results in just a 1% market share increase in a $500M market, that's $5M more
revenue. For regulators and public programs, having such a system might encourage
governments to favor companies who comply (maybe in procurement decisions, etc.). Also,
from a macro perspective, Indonesia as a country could advertise that it has one of the
most advanced medicine traceability systems in ASEAN, potentially attracting investments
or partnerships (a macro-economic benefit beyond one company - though not directly
quantifiable in this context, it's a strategic outcome).

* Resilience and Crisis Response: This solution future-proofs the supply chain against crises.
In a pandemic or disaster scenario, the system can rapidly coordinate distribution of
essential medicines or vaccines (with clear visibility of stock levels and movement). Metrics
here: reduction in response time — e.g. allocation of emergency stock to hotspots in hours
instead of days. The value is measured in lives saved and controlled outbreaks. While the
company might not profit from this, it's a major KPI for governments and society.
Companies participating also garner goodwill (which, arguably, later translates to
economic value through reputation, though indirectly).

From a holistic view, the Advanced solution brings the pharmaceutical supply chain into an era
of digital trust and agility, yielding multi-million dollar benefits, improving compliance to
essentially 100%, and significantly enhancing patient safety and trust. For the CEO and board,
these are compelling: it means protecting revenue, avoiding disasters, improving operational
margins, and gaining a strategic edge in an industry where trust is currency. For regulators and
national stakeholders, it means a safer public and a modernized health sector aligned with the
country’s long-term goals (2024-2035) of an integrated, data-driven healthcare system.

. :

across Entry, Growth, and Advanced solutions, NQRust's technologies systematically
address immediate needs and lay a scalable foundation for the future. The roadmap from
digital compliance to Al optimization to industry-wide trust demonstrates how Indonesian
and Southeast Asian healthcare and pharma entities can leverage cutting-edge,
executive-caliber technology solutions to achieve regulatory excellence, Al-driven
innovation, and global competitiveness, all while upholding the highest standards of data
privacy and sovereignty.
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