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1. Executive Summary

The financial services industry in Indonesia and ASEAN — spanning banking, insurance,
multifinance, capital markets, Islamic finance, and fintech — is under intense pressure to digitize
services, manage risk, and comply with stringent regulations. Mid-tier banks and insurers must
modernize legacy core systems and improve customer experience, while leading institutions
seek to leverage Al for competitive advantage. All players face rising fraud threats, complex
Islamic product requirements, and new data protection laws that demand stronger
governance. In this context, Nexus Quantum’s NQRust product suite offers a vertically
integrated, secure, and high-performance platform (from infrastructure to Al/analytics)
tailored to accelerate financial institutions’ digital transformation. Built in Rust (a memory-safe
systems language) and designed with zero-trust principles, NQRust provides a comprehensive
cloud-native stack — from hypervisor and MicroVM isolation to Al model operations — that
directly addresses industry pain points while ensuring compliance and operational excellence.
This whitepaper evaluates how each NQRust component maps to finance industry needs and
presents three solution architectures (Entry-Level, Growth-Stage, and Advanced) aligned to
different organizational maturities. Each solution is structured by Problems & Challenges,
Solution Architecture (with Mermaid diagrams for cldrity), Use Cases & Scenarios (short-, mid-,
long-term across banking, insurance, fintech), and Business Impact (quantified benefits and
alignment to C-level metrics and Indonesian policy priorities). The goal is to demonstrate, in a
boardroom-ready format, how NQRust enables secure innovation — from digital foundations to
Al-driven agentic finance — empowering financial institutions to achieve regulatory
compliance, superior customer experience, and sustainable competitive advantage.

2. Product Evaluation & Mapping
2.1 Secure Infrastructure & Isolation

e NQRust-HV (Hypervisor) — A memory-safe Type-1 hypervisor that provides hardware-
enforced isolation with sub-second VM provisioning. In banking/insurance data centers, this
addresses regulatory and security imperatives: HV's Rust-based design eliminates entire
classes of vulnerabilities (buffer overflows, memory leaks) common in traditional C/C++
hypervisors, reducing breach risk. By sandboxing workloads at the hardware level, NQRust-
HV enables defense-in-depth (each layer from boot to application is secured) and zero
trust execution — a foundation for compliance with ISO 27001 and OJK cybersecurity
guidelines (which demand strict isolation and secure infrastructure). The hypervisor's
minimal overhead (<5% CPU) and high performance ensure that even latency-sensitive
financial applications (real-time trading, payment switches) can run in a virtualized
environment without performance penalties. This lets institutions consolidate legacy core
banking systems and new microservices on the same secure platform, easing cloud
migration while preserving performance. In short, NQRust-HV provides the rock-solid,
compliant virtual foundation required for critical financial workloads.

¢ NQRust-MicroVM — A lightweight MicroVM technology offering container-like speed with
VM-grade security. This directly targets the “dual architecture” problem many banks face:
standard containers are agile but cannot meet central bank (BI) and OJK isolation
requirements for sensitive data, while traditional VMs meet compliance but are too slow
and resource-heavy for modern apps. NQRust-MicroVM resolves this by combining the best
of both — it cold-starts in ~I00ms and uses only ~32MB overhead per instance, enabling
thousands of isolated workloads on hardware that could only run dozens of VMs. This
means a bank can spin up a secure execution environment per customer session or per
partner, satisfying multi-tenant isolation mandates by design (each customer’s processes
run in a separate MicrovVM with a dedicated kernel, eliminating any chance of data leakage
across tenants). The impact is profound for risk and operations: 100% regulatory compliance
is achieved automatically (all BI/OJK data isolation rules and even PCI DSS are met via
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hardware isolation), while performance remains high (e.g. ~I00ms transaction processing
enables real-time payments and algorithmic trading in a secure sandbox). MicroVMs thus
allow financial firms to offer new multi-tenant services (such as Banking-as-a-Service or
shared core banking for rural banks) without security compromise — unlocking new revenue
streams (one deployment saw an additional $12M/year revenue by safely hosting multiple
clients on one platform). They also slash infrastructure TCO by eliminating the heavy VM
overhead — up to 83% cost reduction in one case while maintaining security. Automated
compliance reporting and isolation mean zero breaches to date under this model, avoiding
multi-million dollar incident costs and fines. Crucially, NQRust-MicroVM supports gradual
migration: its Docker/Kubernetes-compatible interface allows banks to port containerized
apps with zero code changes, run legacy and new systems in parallel, and roll back if
needed with no downtime. This risk-managed approach enables institutions at lower data
maturity (still running legacy cores) to progressively modernize with minimal disruption. In
summary, MicroVM technology addresses fraud and breach risk (by isolation), regulatory
compliance (by design), and operational inefficiency (by unifying dev workflows and auto-
handling security), making it foundational for any financial cloud or hybrid architecture.

¢ NQRust-SecureGPU — A GPU virtualization and orchestration solution that partitions GPUs at
the hardware level for safe, high-utilization sharing. Financial institutions increasingly use
GPUs for Al models (fraud detection, credit scoring, risk simulations), but GPUs are costly
and often underutilized. SecureGPU directly addresses this by enabling multi-tenant GPU
use without “noisy neighbor” interference. It implements NVIDIA’s MIG (Multi-Instance GPU)
and SR-IOV partitioning with intelligent scheduling, allowing several Al workloads or even
different departments to securely share one physical GPU. This drastically improves
utilization (clients report ~78% average GPU usage, 2.4x higher than typical 30% usage),
translating to 40-50% fewer GPUs needed for the same Al capacity — a significant cost
saving in Al projects. Importantly, hardware-level isolation prevents any data leakage
between models (no GPU memory snooping or timing side channels), which is crucial for
compliance if, say, the same GPU handles both public and confidential datasets. For
regulators and ISO auditors, this demonstrably enforces data segregation even in shared
infrastructure. SecureGPU’s Al-driven scheduler can allocate GPU slices in sub-second time
frames, meaning a risk analytics model can scale up on GPU when needed and release
resources immediately after — aligning with operational efficiency goals. In practice, this
capability powers real-time fraud detection at scale: e.g. one deployment achieved sub-
50ms credit card fraud scoring for 8.5 million transactions per day with 99.95% uptime by
running multiple inference models on partitioned GPUs. Such performance ensures
customer transactions are screened for fraud instantly without delaying service — a win for
both security and customer experience. By maximizing expensive GPU assets and ensuring
data sovereignty (no need to offload to external cloud GPUs), NQRust-SecureGPU helps
institutions at higher Al maturity stage achieve cost-effective, compliant Al operations on-
premises.

On-premises,

compliant Al
operations

MIG and SR-I0V Sub-second
isolation resource allocation

Costly, inefficient Cost-effective,
GPU usage compliant Al

Figure 1: Secure GPU Virtualization for Financial Al
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* NQRust-Enclave - A confidential computing platform that leverages hardware Trusted
Execution Environments (TEEs) to secure data in use. This product directly maps to PDP Law
requirements and customer privacy concerns: even when data is being processed (e.g. a
loan approval Al analyzing financial statements or an insurer’'s model using personal health
data), it remains encrypted and inaccessible to the host system or cloud provider. NQRust-
Enclave enables banks and insurers to use public cloud or shared infrastructure for
sensitive workloads without violating data residency or secrecy rules, since the data inside
an enclave is protected at the CPU level (e.g. via Intel SGX/TDX or AMD SEV-SNP). This is a
game-changer for compliance — it provides “built-in sovereignty” for any application. For
example, if OJK regulations or Shariah governance require that certain processes (like
Islamic contract calculations or customer PIl processing) be provably secure and isolated,
enclaves offer that proof through remote attestation. The business value is the freedom to
innovate and collaborate: NQRust-Enclave allows multi-party analytics and data sharing
between institutions without exposing raw data. An example scenario is consortium fraud
detection — multiple banks can pool transaction data in a secure enclave to detect cross-
institution fraud patterns, all while each bank’s data remains confidential. Early adopters
have seen over 1100% ROl with such confidential computing deployments, thanks to
prevented fraud losses and new data-driven services that were previously impossible due
to privacy constraints. By meeting the strictest global standards (GDPR, PDPA, HIPAA, etc.)
and Indonesian regs (VU PDP, Bank Indonesia’s data classification rules PP71), NQRust-
Enclave addresses regulatory constraints head-on. It assures Shariah boards and
compliance officers that even Al/LLM systems (often a black box concern) are running in a
verifiably secure manner, enabling Islamic finance players to adopt advanced tech without
compromising governance.

¢ NQRust-Edge — A distributed edge runtime that brings cloud capabilities to remote or
offline environments, with intelligent synchronization. In banking and microfinance, not all
operations occur in well-connected data centers — think of rural branch offices, point-of-
sale financing kiosks, or agent networks in areas with limited connectivity. NQRust-Edge
provides an autonomous edge platform with offline resilience: it can run containerized or
microVM services locally (e.g. a loan origination app on a branch server or ATM) and later
sync data and models with the central cloud when a connection is available. This product
addresses the service digitization challenge in emerging markets — reaching customers
wherever they are, without requiring continuous high-speed internet. For example, a
microinsurance company could deploy an edge node at a field office to process insurance
enroliments and claims locally (even performing Al risk scoring on-device), ensuring
uninterrupted service during network outages. Once reconnected, the edge node securely
transmits transactions to the central systems (with built-in compression and smart
backhaul reduction to minimize bandwidth). NQRust-Edge also maintains policy
enforcement and data security at the edge, crucial for compliance; if personal data is
captured at an agent’s tablet, it can be encrypted and stored locally using the same
Guard/Storage mechanisms until sync, complying with PDP data handling guidelines. This
solution aligns with Indonesia’s financial inclusion priority, enabling banks and fintechs to
extend digital financial services to remote populations seamlessly. It also supports
embedded finance use cases, where finance modules sit inside retail or telecom
environments at the edge — all governed by the same NQRust security model as the core. In
sum, NQRust-Edge reduces latency for critical services (providing near-real-time local
processing), improves reliability (local continuity), and expands reach, thereby addressing
both operational efficiency and customer experience in distributed scenarios.

* NQRust-Al Appliance = An “Al cloud-in-a-box” hardware-software bundle for on-premises
deployment. This is a turnkey stack that comes with the complete NQRust ecosystem pre-
integrated on enterprise-grade hardware (GPU-accelerated servers).

Page 4

contact@nexusquantum.id



Industry Solution: Finance

The appliance is designed for organizations that require full control over their infrastructure
due to regulatory or strategic reasons — for instance, a bank that must keep all customer
data and Al models on domestic soil (data residency), or an institution aiming for sovereign
cloud capability. The NQRust-Al Appliance addresses the integration complexity and time-
to-value problem: it can be deployed in hours instead of the months typically required to
build an Al environment. By shipping a pre-validated configuration (compute, storage,
networking, and NQRust stack tuned for optimal performance), it lets financial firms quickly
stand up cloud-native Al infrastructure in their own data center. This is particularly valuable
for mid-tier banks or insurers in Indonesia that want to leapfrog to advanced analytics and
LLM capabilities without first investing years in IT integration — essentially providing a “digital
foundation in a rack”. The appliance offerings are scalable (from a Starter model with 2x
GPUs for development, up to a Data Center model with 16x GPUs for large-scale Al),
accommodating various budgets and maturity levels. Critically, it maintains Nexus's
security ethos: the integrated HV, MicroVM, SecureGPU, etc., ensure that even on-prem pilots
adhere to compliance and zero-trust. For example, an Islamic bank could use an Al
Appliance to run a sovereign LLM for sharia advisory entirely in-house, with confidence that
no data leaks out and performance is top-notch. This product aligns with operational
priorities like quick Al adoption and with policy priorities around national Al capability —
enabling local institutions to build Al competency internally (a focus area for regulators and
government alike). In short, the NQRust-Al Appliance accelerates Al readiness by providing
a fast, safe on-prem launchpad for Al innovation, giving first-mover advantages to those
who deploy it while keeping them within the bounds of regulatory compliance.

i i
jl\\‘\ L L TT§

Deploy NQRust-Al
Appliance

Slow, costly Al environment Quick, safe, and compliant
setup on-premises Al innovation

Figure 2: NQRust-Al Appliance bridges the gap to on-premises Al readiness.
2.2 Data Management & Analytics

» NQRust-Storage - A memory-safe distributed storage engine that delivers extreme 1/O
performance (up to 9x faster throughput) at 90% lower cost than traditional storage
systems. Financial institutions deal with high-volume transaction data, customer records,
and analytical datasets; slow or expensive storage can bottleneck core banking and risk
analysis. Built in Rust, NQRust-Storage eliminates the memory bugs and inefficiencies of
legacy storage code, and employs intelligent data placement to achieve millions of IOPS
and sub-100ps latencies. This means core ledgers, payment logs, or market data can be
read/written at real-time speeds, supporting use cases like instant fraud checks or intraday
risk recalculations. The cost savings (90%+ lower cost) come from efficient use of
commodity NVMe drives and minimal overhead — crucial for banks under pressure to
manage IT costs. NQRust-Storage also natively supports encryption and replication,
aligning with PDP Law data protection (secure storage, breach notification readiness).
When paired with NQRust-Guard, it can create immutable, verifiable backups. For data
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maturity, this storage forms the backbone for a modern data loke or warehouse: it's
designed to handle mixed workloads (batch and real-time) in one system. By upgrading
from siloed, legacy storage to NQRust-Storage, financial firms can reduce operational
inefficiencies (faster batch runs, quicker report generation) and improve resilience (less
downtime, as Rust's memory safety means far fewer crashes). In short, NQRust-Storage
addresses the need for high-performance, secure data infrastructure, enabling everything
from faster core banking transactions to more fluid analytics on large datasets.

* NQRust-Lake — A Rust-native lakehouse platform that unifies data warehousing and data
lake capabilities. It allows banks and insurers to store all their structured and unstructured
data in one place with full ACID transactions, versioning, and governance. This directly
tackles the data silo and quality pain point: many financial institutions have disparate data
marts (for retail banking, credit risk, claims, etc.) making Al readiness poor. NQRust-Lake’s
support for open formats (Parquet, Iceberg, Delta) ensures there’s no vendor lock-in and
that it interoperates with existing tools. Crucially, it has built-in governance features like
lineage tracking, access controls, and compliance reporting — vital for satisfying auditors
(e.g. demonstrating who accessed customer data, or rolling back to a previous dataset
version if an error is found). The performance is a big differentiator: the Rust vectorized
engine provides order-of-magnitude faster query performance than legacy Hadoop or
even some cloud warehouses. Benchmarks show NQRust-Lake executing analytical queries
10x faster than Spark, etc., at large scale. This performance, combined with cost efficiency
(it achieved 68% TCO reduction vs. a traditional data warehouse in one study) and massive
ROI (600%+ ROI over 5 years at 500TB scale), means financial firms can finally afford to
analyze all their data, not just samples. For example, a multifinance company could
consolidate customer loan records, payment histories, and social data into NQRust-Lake
and run real-time credit scoring or portfolio risk models directly on it, rather than waiting
overnight for ETL to a warehouse. By improving data accessibility and quality, NQRust-Lake
accelerates Al readiness — it lays the data foundation needed for advanced analytics, and
does so with compliance in mind (audit trails and data residency controls are built-in).
Aligning with strategic priorities, this enables more informed risk management and
personalized customer insights, both key to remaining competitive.

¢ NQRust-Guard — A data protection and backup platform offering immutable backups, air-
gapped restores, and policy-driven data retention. In finance, regulatory compliance (OJK,
Basel) requires robust data backup, disaster recovery (DR), and protection against data
tampering (for instance, OJK mandates that banks have off-site backups and the ability to
recover within specified times). NQRust-Guard ensures that backups cannot be altered or
encrypted by ransomware - once data is backed up, it's stored immutably (WORM
storage), meaning even insider threats or malware cannot compromise historical records.
This is critical for maintaining the integrity of financial records and complying with laws like
the PDP Law’s breach handling (immutable backups ensure evidence of what happened is
preserved, and that data can be restored cleanly). Air-gapped restore means backups can
be restored in an isolated manner, which limits malware spread during a recovery scenario.
From an operational view, NQRust-Guard automates retention policies: e.g. it can enforce
that transaction logs are kept for 10 years (as per regulations) and then securely disposed,
or that customer data is deleted after consent withdrawal (to comply with personal data
regulations). By integrating with the rest of NQRust, Guard can automatically backup
MicroVM instances or data lake snapshots on schedule, reducing admin workload. The
business value is both risk reduction and cost saving: it minimizes downtime (fast restore
means less financial loss during outages) and avoids regulatory penalties (through
demonstrable compliance to data management rules). For a CISO or CFO, having an
automated, provably secure backup system translates to peace of mind and lower
insurance premiums, perhaps.
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In sum, NQRust-Guard underpins operational resilience and regulatory compliance,
ensuring that even worst-case scenarios (cyberattacks, DB corruption) do not result in
catastrophic data loss or violation of laws.

* NQRust-Analytics — An advanced analytics and business intelligence (BI) platform with
real-time processing and NL (Natural Language) query capabilities. It provides tools for
interactive dashboards, ad-hoc queries, and potentially Al-driven insights over the unified
data in NQRust-Lake. This addresses the gap many banks have in service digitization and
customer experience: it's not enough to collect data; one must generate insights quickly
(for personalization, cross-selling, or risk alerts). NQRust-Analytics can, for example, allow a
bank’s management to ask (in natural language) “What is the trend of digital loan
applications this quarter by region?” and get instant answers from the lakehouse. It can
handle real-time streaming data as well, meaning event data like ATM withdrawals or
mobile app clicks can be analyzed on the fly. For risk management, this enables continuous
monitoring dashboards — e.g. a compliance officer could have a live view of transactions
flagged by Al models, or an insurer could see claims being processed in real-time and spot
anomalies. By packaging analytics with the underlying high-speed data store, NQRust-
Analytics ensures there’s no lag due to data movement. The platform is also built with
enterprise security (role-based access, etc.) so sensitive reports are only seen by
authorized users — again important for compliance (e.g. limiting access to customer BI to
certain roles per PDP Law). With embedded Al (Al-powered recommendations or anomaly
detection), it can surface issues like unusual login patterns (could indicate fraud)
proactively. For data maturity, NQRust-Analytics is crucial at the “Al-ready” stage: it gives
business users the ability to derive value from data without needing data scientists for
every query. This directly impacts strategic priorities like improving customer experience
(through data-driven personalization) and risk management (through better MI reporting).
Essentially, it translates NQRust's technical capabilities into actionable intelligence for
executives and front-line staff, closing the loop from data to decision.

* NQRust-Insight - An Al-augmented observability and monitoring platform for
infrastructure and applications. Think of it as an AlOps tool that continuously monitors
system health, performance metrics, and logs across the NQRust stack, and uses Al/ML to
detect anomalies and predict issues. In finance, where uptime and performance are critical
(downtime of a core banking system or a trading platform directly hits revenue and can
incur regulatory scrutiny), Insight provides a proactive operations dashboard. It can
automatically pinpoint root causes — for example, if a latency spike in the mobile banking
API is due to a specific microVM or a misconfiguration, it flags it in minutes. Metrics from a
deployment showed MTTD (mean time to detect) incidents dropping from hours to 3
minutes using Al-driven monitoring and a 99.5% reduction in alert noise (only truly
important alerts are raised). This frees up IT teams and ensures faster recovery, aligning
with the operational efficiency goal. Importantly, NQRust-Insight can also track compliance
metrics — e.g. ensuring audit logs are being generated, or that no unauthorized access
attempts go unaddressed (supporting ISO 27001 and OJK requirements for continuous
monitoring). The platform’s predictive analytics help capacity planning as well (useful for
banks to plan infrastructure for peak loads like end of month processing or big online sale
events). Business-wise, the impact includes lower operational costs (one deployment saw
65% reduction in monitoring costs) and higher utilization of resources (e.g. cluster utilization
rising from ~42% to 89% on average) because the system helps fine-tune workloads. For the
C-suite, this translates to higher uptime (e.g. 99.99% availability), better customer
satisfaction, and evidence that IT governance is under control (key for regulators and
boards). In summary, NQRust-Insight addresses the “invisible” operational challenges
behind the scenes, ensuring the whole digital stack runs smoothly and securely — a
foundation for delivering the promised customer-facing innovations without hitches.
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2.3 Application Development & Integration

* NQRust-Identity — An enterprise Identity & Access Management (IAM) solution providing
universal Single Sign-On (SSO), multi-factor auth, and fine-grained authorization across
applications. In the finance sector, identity management is both a security necessity and a
user experience cornerstone. Customers and employees often juggle multiple logins for
internet banking, mobile apps, insurance portals, etc, leading to “identity sprawl” and
friction. NQRust-Identity solves this by unifying authentication — one login grants access to
all authorized services — with support for standards like OAuth2, OpenID Connect, SAML and
integration to existing directories (AD/LDAP). The result is a 95% reduction in login friction for
users, as reported with seamless SSO deployments. This greatly improves customer
experience (no more repeated logins across banking channels) and also boosts employee
productivity by eliminating constant re-authentication and password resets. On the
security side, Identity implements a Zero Trust model with continuous verification and risk-
based adaptive authentication. It supports multi-factor methods (biometric, tokens, OTP)
out of the box, which helps banks meet OJK’s strong authentication guidelines for digital
channels. Crucially, it provides audit trails and complionce automation — every login, token
issuance, or admin change is logged and can be readily reported, addressing audit
requirements (for example, showing compliance with ISO 27001 control on access
management or IT General Controls for SOX). Organizations have achieved 80% reduction in
IAM TCO by consolidating multiple identity systems into NQRust-Identity (savings on license
fees and admin overhead), and 90% faster onboarding of new apps/users due to the
platform’s easy integration and provisioning workflows. For a bank launching new digital
services or a fintech scaling rapidly, this agility is key. Additionally, consistent identity
governance reduces the risk of unauthorized access — plugging security gaps that caused
81% of breaches (via stolen credentials) historically. NQRust-Identity thus maps to
regulatory constraints like the need for proper customer authentication (e.g. Bl's
requirement for two-factor auth in e-banking) and PDP Law’s consent management
(integrating with identity to manage user consent centrally). By providing both top-notch
UX and robust security compliance (SOC2, GDPR, etc. supported out-of-the-box), NQRust-
Identity is justified as a foundational component for any digital finance solution.

* NQRust-ZeroCode — A zero-code development platform enabling rapid creation of APIs,
integrations, and backend services through drag-and-drop interfaces. This addresses a
critical bottleneck in financial IT: the shortage of developers and the long timelines for
building or integrating systems. Banks with legacy cores often face 6-12+ month
development cycles to expose new APIs or automate a process. ZeroCode flips this
paradigm by letting business analysts or IT staff visually design workflows and data
integrations that the platform then automatically generates into optimized Rust code. The
benefits are striking — up to 90% faster development cycles from concept to deployment,
and ~75% reduction in development costs, thanks to eliminated hand-coding and fewer
bugs. For example, if a multifinance firm wants to integrate its loan origination system with
a new mobile app and an e-KYC service, ZeroCode can enable this by simply connecting
pre-built adapters (it boasts 200+ connectors for databases, legacy systems, third-party
APIs) and defining the data flow — no extensive coding or months of APl development
required. This is crucial for embedded finance initiatives where speed to market is key (e.g.
embedding a credit offering in an e-commerce platform via APIs). Moreover, ZeroCode's
generated code is Rust-based, meaning it inherits high performance and memory safety —
banks get near enterprise-grade performance matching hand-tuned apps but without
human coding errors. Security and compliance are also built-in: the platform auto-
generates authentication, role-based access control, and even audit logging into the
services, reducing the chance of a vulnerability or missing compliance requirement in new
apps. By simplifying integration of legacy core systems (through adapters) and enabling
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quick creation of new digital services, NQRust-ZeroCode helps institutions at lower maturity
levels leap forward (wrap legacy systems with modern APIs instead of replacing them) and
those at higher maturity to innovate faster (build new fintech offerings or partner
integrations in days). It directly tackles operational inefficiency and service digitization pain
points — instead of spending 70% of IT budget on maintaining legacy code and fighting
technical debt, IT teams can now focus on new value. With ZeroCode, a bank’'s time-to-
market for new products can drop from ~12 months to a few weeks or even days in some
cases, d decisive competitive advantage in today’s fast-moving fintech landscape.

¢ NQRust-BPMN - A business process automation platform supporting BPMN 2.0 workflows
and DMN (Decision Model) rules, coupled with a high-performance execution engine.
Financial services are rife with complex processes: loan approvals, claim processing,
customer onboarding, compliance checks, etc., often involving multiple departments and
manual steps. NQRust-BPMN enables these workflows to be digitized and orchestrated end-
to-end with visual modeling. The impact on efficiency and accuracy is dramatic — consider
a major Indonesian bank that automated its loan processing: approval times fell from 14
days to 4 hours (97% faster), manual errors dropped by 99%, and customer satisfaction
scores jumped by 92% due to faster responses. Furthermore, 100% of regulatory reporting
and audit trails in that process became automated, meaning compliance was inbuilt
(every step logged, every decision documented for auditors). This example highlights how
BPMN addresses Islamic product complexity too: Islamic banking often requires additional
compliance checks (Shariah screening, multiple contract structures). Using BPMN with DMN
rules, an Islamic bank can codify Shariah guidelines into automated decision points — for
instance, a financing approval process can automatically ensure no interest-based income
is involved by checking against a ruleset, flagging exceptions to the Shariah board. This
ensures Shariah governance is maintained even as processes speed up. NQRust-BPMN’s
engine is optimized for high throughput (10K+ transactions per second) and supports 100%
BPMN 2.0 compliance, outperforming traditional BPMS solutions which often max out at
lower TPS. That means it can scale to enterprise volumes (e.g. processing millions of
payment instructions or trade transactions in workflows). It also integrates with external
services and data via connectors, so things like credit bureau checks or fraud scoring APIs
can be embedded in the flow. By deploying BPMN, financial institutions achieve huge
operational cost savings (e.g. $3.2M annually in the loan case) and scalability (10x more
applications handled without staff increase). Equally important, the compliance audit time
reduces by ~95% since all processes are transparent and traceable — a big relief for internal
auditors and regulators who can be given direct access to process logs instead of doing
manual sampling. For Indonesian institutions, this helps in meeting OJK’s requirements for
internal control systems and reporting (e.g. automated reports to OJK can be generated at
workflow end). Summing up, NQRust-BPMN addresses operational inefficiency and manual
errors by automating processes, ensures regulatory compliance through built-in
auditability and rule enforcement, and improves agility (process changes can be made in
the model quickly to adapt to new regulations or products). It's especially powerful for mid-
tier banks, insurers, and others who can use automation to level the playing field with larger
competitors, and for long-term strategic advantage as processes become data-driven
and continuously optimizable.

* NQRust-FleetMgr - A unified orchestration and management control plane that ties
together MicroVMs, containers, GPUs, networking, and more under a GitOps-friendly
interface. In essence, FleetMgr is the operational heart that allows a financial institution’s
DevSecOps team to manage the entire NQRust cloud (be it on-prem or hybrid) as one
cohesive environment. Its importance comes into play as soon as multiple NQRust
components are deployed: FleetMgr provides policy-driven automation (e.g. auto-scaling
rules, multi-tenant resource quotas, network microsegmentation policies) and ensures
compliance guardrails are enforced uniformly.
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For example, FleetMgr has built-in Indonesian regulatory automations - it can
automatically tag and restrict certain data to comply with UU PDP (personal data must stay
in certain locations) or OJK rules. This means a bank could set a policy “customer PIl data
can only run in Jakarta region nodes” and FleetMgr will ensure any MicroVM or storage
containing that data doesn’'t move out, supporting data residency compliance. It also offers
a Git-native workflow — infrastructure changes are managed via code and versioned,
giving full audit trails of who changed what (useful for demonstrating IT governance in
audits). By abstracting heterogeneous infrastructure, FleetMgr simplifies operations: a single
operations team can manage legacy VM workloads alongside cloud-native workloads
through one pane, which is great for organizations in transition (mixed maturity
environments). The Al-driven scheduler in FleetMgr uses ML to optimize placement of
workloads for maximum utilization (targeting e.g. 85% CPU, 90% GPU usage), which directly
translates to cost efficiency (more bang from existing servers) and aligns with sustainability
goals (optimal resource use). Operationally, companies have observed 70-80% OpEx
savings and 95% faster deployment times by using such a unified orchestrator — e.g.
deploying a new application environment in minutes rather than weeks. FleetMgr also
enables multi-cluster federation, so an insurance company with on-prem data centers and
some edge locations can manage all as one cloud, again ensuring consistent security and
compliance (no shadow IT creating gaps). In summary, NQRust-FleetMgr maps to
operational priorities of risk management (through consistent policy enforcement, e.g. if an
out-of-policy config is attempted, it can block it), to efficiency (automating routine ops,
reducing manual errors), and to strategic agility (infrastructure can support new business
initiatives promptly). It essentially ensures that as the tech stack grows more advanced with
MicroVMs, LLMOps, etc,, it remains manageable and compliant at scale — a critical success
factor in fintech innovation.

Having mapped the NQRust suite to industry needs, we see that each component has a
clear role and justification, from the ground up (secure hypervisor) to the top (business
process automation). Table 1 summarizes this mapping:

NQRust
Product

Data Maturity /
Strategy

Regulatory /
Compliance

Industry Pain
Point / Priority

Legacy integration (run old &
Breach risk; need fast gacy 9 (

HV & et secure infra (real- OJK/Bl dataisolation;  new side by side); cloud
MicroVM Y i ISO27001 (secure VM)  migration via MicrovM (no
time banking, HFT) .
rewrite)
Low GPU utilization; Data segregation Al adoption (make on-prem Al
SecureGPU high Al cost; real-time between workloads feasible cost-wise); sovereign
fraud detection (prevent leak) Alinfra (no external GPUs)
Data sharin
. \aring PDP Law (data in use PDP Law (data in use
impossible due to . . . .
Enclave privacy; cloud protection); Shariah protection); Shariah data
mistrust data segregation segregation
Poor service in remote Local data processing Early d|g‘|tgllzc|t|on (gnqble
. . . connectivity where internet
Edge areas; branch offline  for privacy (no need to

ops

send raw data)

qurse); embedded finance at
loT/edge
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NQRust
Product

Al
Appliance

Storage &
Lake

Analytics &
Insight

Identity

ZeroCode

BPMN

FleetMgr

LLMOps
(next
section)

Industry Pain
Point / Priority

Long IT build cycles;
need Al but want on-
prem control

Ransomware threat;
compliance to
backup rules

Limited insight into
ops or customer
behavior; manual
monitoring

User friction logging
in; many siloed IAM;
security gaps from
weak auth

Slow IT dev; talent
shortage; high legacy
integration cost

Manual processes
cause deloys/errors;
new regs hard to
implement quickly

Complex multi-
environment ops;
inconsistent
compliance
enforcement

(Discussed in Al
solutions below)

Regulatory /
Compliance

Data residency (0JK,
PDP Law); internal IT
governance

OJK business
continuity rules; PDP
Law breach handling

OJK IT Ops risk
management
expectations; 1ISO27001
monitoring

OJK consumer
protection (secure
login); SOC2/GDPR
consent/audit

- (built-in auth &
compliance in
generated apps)

OJK process control;
Shariah compliance
tracking (via DMN
rules)

Automated
compliance (UU PDP
tags, OJK policies by
default)

- (ensures models
meet data
sovereignty)

Data Maturity /
Strategy

Entry Al adoption (quickly get Al
infra); strategic sovereignty
(own your Al stack)

All maturity levels (critical
insurance policy for data);
strategic trust (resilience as a
competitive edge)

Mid/High maturity (leverage
data for CX and risk); Al
readiness (basic Al-driven
insights pave way for bigger Al
projects)

All levels (foundation for any
digital initiative); embedded
finance (facilitate SSO across
ecosystem)

Early/mid maturity (wrap
legacy with APIs to enable
digital channels); strategic
agility (fast partner
integrations)

Early/mid (kickstart digitization
by automating core
processes); long-term
(continuous optimization of

ops)

All levels (manage hybrid cloud
smoothly); strategic (supports
scale and multi-region growth)

Advanced Al maturity
(foundation for agentic finance,
etc.)

Table 1: NQRust Product Mapping to Finance Industry Challenges and Requirements.

In the next sections, we build on this mapping to design three solutions for financial
institutions at different maturity stages: an Entry-Level Digital Foundation, a Growth-Stage
Al Risk & Compliance solution, and an Advanced Agentic Finance & Sovereign Al solution.
Each is architecturally distinct, combining multiple NQRust components to address specific

challenges and priorities at that stage.
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3. Solution 1: Entry-Level Digital Foundation (Mid-Tier/Islamic Banks, Multifinance,
Microinsurance)

This solution is tailored for mid-sized banks (including Islamic banks), multifinance companies,
and microinsurance providers that are in early stages of digital transformation. Their pain
points include outdated manual processes, difficulty launching digital services, and ensuring
compliance (with limited IT resources). The solution establishes a cloud-native digital
foundation - enabling secure customer onboarding (eKYC), process automation, and basic
analytics — all deployable on-premises or hybrid cloud to respect data sovereignty. By
leveraging NQRust’s Identity, ZeroCode, BPMN, MicroVM, and Analytics components, these
institutions can quickly digitize services and improve efficiency while satisfying OJK regulations
and Shariah governance.

3.1 Problems & Challenges (Entry-Level)

Slow Product Launches

Delayed introduction of new
products

Service Digitization

Pressure

Customer demand for online

services

Regulatory Compliance
Adherence to strict financial

regulations
Operational Inefficiency

High costs due to manual
processes

Data Maturity Gaps

Limited data integration and
analysis

Figure 3: Entry-Level Financial Institutions Face Hidden Challenges.

* Legacy Systems & Siloed Processes: Many mid-tier institutions run on legacy core banking
or policy admin systems that are not API-enabled, leading to slow product launches and
inability to offer seamless digital channels. Processes like customer onboarding, loan
approval, or claims handling are paper-based or require manual data entry across
systems — causing delays (onboarding might take days/weeks), errors, and poor customer
experience. For Islamic banks, product workflows are even more complex due to Shariah
checks and multi-step contract structures, often handled manually by separate teams.

» Service Digitization Pressure: Customers now expect online and mobile services for
everything from opening an account to applying for financing. These institutions risk losing
market share to digital-native fintechs if they cannot provide instant, user-friendly digital
onboarding and self-service. However, building those services is challenging due to limited
in-house developer talent and long development cycles on legacy tech. The talent
shortage and time-to-market delay crises are acute here, where IT teams are small and
spread thin.

¢ Regulatory Compliance & Security: Even smaller financial players face the full brunt of
regulations. OJK requires robust KYC (Know-Your-Customer) processes, including e-KYC for
digital onboarding, as well as regular reporting and data protection compliance. The new
PDP Law imposes heavy penalties (up to 2% of annual revenue or criminal charges) for data
breaches or misuse. These institutions often lack advanced cybersecurity tools and
dedicated compliance technology, making them anxious about digitizing sensitive
processes. For Islamic entities, ensuring Shariah compliance in every product and

transaction is mandatory — any lapse could not only violate governance but also damage
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e reputation in the Muslim market. Currently, compliance checks might be entirely manual
(e.g. a Shariah officer reviews each financing contract), which doesn't scale digitally.

» Operational Inefficiency: With manual workflows and no automation, operating costs are
high relative to output. On average, employees spend significant time on repetitive tasks
(data entry, verification, generating reports), leading to low productivity. Error rates are non-
trivial, resulting in rework or compliance risk. For example, an insurance claim might pass
through email and spreadsheets across departments, taking weeks to settle and often
getting lost or stuck. This inefficiency translates to poor customer satisfaction and lost
opportunities (e.g. a slow loan approval means the customer goes to a competitor). These
organizations need to “do more with less” — automate routine tasks and free staff for value-
added activities — but in a way that's manageable without a large IT overhaul.

 Data Maturity Gaps: Data is often trapped in the core system (maybe an AS/400 or older
Oracle system) and in Excel files, with very little integration or analysis. This means decision-
making is not data-driven — risk assessments might be simplistic, and cross-selling or
personalized offers are rare. They are not ready for Al yet; first, they need to get data
centralized and accessible via modern platforms (data lakes or at least consolidated
databases). Additionally, any initial analytics (like basic portfolio health dashboards or
customer segmentation) is hard to do currently, limiting strategic insight.

1

Solution 1's target organizations struggle with getting digital initiatives off the ground under
constraints of legacy tech, limited IT resources, and strict compliance requirements. The
challenge is to create a modern, secure digital customer journey (e.g. onboarding,
account opening) and streamline internal operations quickly and safely, positioning them
for growth. The solution must require minimal custom development (given talent
constraints) and fit within on-prem or locally hosted environments due to regulatory

comfort.
G y

3.2 Solution Architecture

The architecture focuses on layering NQRust components to modernize the front-end customer
experience and back-end processes without ripping out existing cores. It uses a modular,
microservices approach enabled by NQRust-MicroVM, with ZeroCode and BPMN to integrate
and automate around the legacy systems. Identity provides a unified security layer, and
Analytics/Lake begin building a data foundation. All components run on a secure NQRust
infrastructure (which could be a small on-prem NQRust-Al Appliance or a private cloud
instance) to ensure data remains sovereign and protected.
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Figure 4: Entry-Level Digital Foundation Architecture.

Customers access digital services via mobile/web, unified by a single SSO (Identity).
ZeroCode APl Hub exposes both legacy core functions and new services through modern
APIs. BPMN Workflow Engine orchestrates end-to-end processes (like digital onboarding),

integrating with core banking, document storage, and external eKYC in a secure Enclave.
All components run within isolated MicroVMs on the NQRust platform, ensuring security
and compliance. Data from interactions is stored in a unified Lake for analytics. Guard
provides automated backups and audit trails.

In this architecture:

NQRust-Identity serves as the front door for all user access. Whether it's a retail customer
on the mobile app or an internal staff on a web portal, Identity handles authentication (with
passwordless login or 2FA as needed) and issues tokens used by front-end apps to call
backend services. This not only improves UX (one account for all services) but also
centralizes security policy (e.g. if a user is flagged for fraud, disabling their identity
immediately cuts off access everywhere). The Identity service is integrated with the
institution’s existing directory (if any) and can support social logins for new customers to
simplify onboarding.

NQRust-ZeroCode API Hub is the integration layer. Using ZeroCode, the institution rapidly
built REST/GraphQL APIs that connect to the legacy core banking system and other data
sources. For instance, an APl endpoint [api/account/open orchestrates calls to the core
banking system (to create a new account number), the document repository (to store
submitted ID documents), and external KYC services. ZeroCode’s visual designer was used
to map the core’s COBOL copybook or SOAP service into a modern JSON API within days —
something that traditionally could take months. The API Hub also contains new
microservices created via ZeroCode for additional functionality, such as a Zakat calculator
AP| for an Islamic bank or a premium quote API for microinsurance. These services all
enforce security (via Identity tokens) and are deployed as microservices in NQRust-
MicroVM instances for isolation. This means even if one service has a flaw, it cannot affect
others or the core system, aligning with strong security practice for newly exposed services.

NQRust-BPMN Workflow Engine handles multi-step processes. For digital onboarding, for
example, it manages the sequence: (1) receive new customer data from API Hub, (2) verify
identity by calling an eKYC module, (3) create customer record in core banking, (4) create
account, (5) send welcome notification. Each step is modeled in BPMN, potentially with
decision rules (DMN) for checks like “Is this a high-risk customer? If yes, route to manual
review.” The BPMN engine runs in a MicrovVM and connects out to needed systems. Notably,
for eKYC (electronic Know-Your-Customer), which might involve OCRing an ID card and
doing facial recognition against a selfie, the solution uses NQRust-Enclave: the external Al
model (or service) for KYC is invoked within a TEE, meaning the ID card image and selfie
biometric are processed in encrypted memory, guarding against leaks. This is important for
PDP Law compliance and general customer privacy — sensitive Pll is never in plain form in
RAM on the host. The Workflow Engine automates formerly manual tasks: e.g,, rather than an
officer manually checking documents and typing into core banking, it's now done in
seconds automatically. This speeds up onboarding dramatically (from days to minutes), as
evidenced earlier by similar loan processing automation yielding 97% time reduction. The
engine also logs every action (who approved what, timestamps, outcomes) to NQRust-
Guard (or directly to Lake) providing a tamper-proof audit trail.

* Legacy Core Systems (CoreBank, DocStore) remain in place but are now wrapped with APIs

and workflows, extending their life and capabilities. For example, the core might not support
real-time account opening via API, but the ZeroCode layer and BPMN effectively add that
capability externally. Over time, as data from the core is replicated to NQRust-Lake, the
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¢ institution could gradually reduce reliance on the old core by building more in the new
layer, or eventually swap it out entirely. Until then, parallel operation is assured (the MicrovM
platform can run alongside existing infra with no interference).

* NQRust-Lake & Analytics form the budding data platform. As new digital processes run,
they feed data into the Lake: e.g, all new customer sign-ups, transactions of those digital
accounts, and events from the mobile app are stored in a structured format. The Lake may
also ingest periodic dumps from the legacy core (so that historical data is available). This
unified repository allows the institution to for the first time get a 360° view of their business.
Using NQRust-Analytics, the team sets up interactive dashboards: a Customer Onboarding
Dashboard showing conversion rates, drop-off points (maybe many users drop off at the ID
verification stage — insight to simplify that step), and overall new accounts opened by
region; or a Portfolio Quality Dashboard combining core data and new data to show NPL
(non-performing loan) trends. These analytics enable short-term wins (identifying process
bottlenecks, tracking KPIs) and lay groundwork for mid-term advanced analytics (like
simple ML models for next-best product or segmentation). NQRust-Analytics’ ease of use
(including natural language queries) is ideal for these institutions which may not have data
scientists — business managers can directly query, improving data-driven decision culture.
Data governance is maintained: access to sensitive fields in the lake can be restricted via
Identity (only compliance can see full ID numbers, etc.), and data lineage is tracked (so one
knows which core system record corresponded to which lake entry, crucial for reconciliation
and trust).

* NQRust-MicroVM & Infrastructure Security: All the new services (ldentity, APl Hub,
Workflow, Analytics) run on the NQRust platform, either on a dedicated appliance or on
existing servers with NQRust-HV/MicroVM installed. Each service or component is in its own
MicroVM, enforcing cryptographic isolation. This means even if, say, the web APl gets
compromised by a cyberattack, the core banking integration and database are not directly
accessible — the breach blast radius is contained. This isolation is a big reassurance for
compliance: it's effectively automated compliance for segmentation (a requirement in
many security frameworks) and passes audits by default. The MicroVM environment also
has built-in backup (through Guard) and monitoring (through Insight, though we might
assume a lighter monitoring at this stage). With Guard, nightly backups of both new system
state and critical core data are automated to an immutable store — fulfilling OJK business
continuity regs and making ransomware defense strong. The entire stack is protected by
design (Rust components avoiding common vuins, zero-trust networking between
microservices, etc.).

¢ Integration with External Services: Through ZeroCode and BPMN connectors, the solution
can incorporate fintech APIs or government services easily. For example, identity verification
might call a national ID database (dukcapil) or AML screening service — those calls are
integrated in the workflow. Similarly, for an Islamic bank, if they need to verify a business
isn't dealing in haram goods, an API call to a third-party data service can be plugged in.
The architecture is flexible to include such modules, and thanks to MicroVM/Enclave, even if
those external calls handle sensitive data, it stays secure.

Overall, this architecture provides a secure digital overlay on top of legacy systems. It delivers
immediate capabilities (digital onboarding, SSO, etc.) without a risky core replacement, and it's
scalable to add more processes or products. Critically, it's been designed to satisfy regulators
from day one: data is secure in transit (TLS everywhere via ZeroCode's built-in security), at rest
(Lake encryption, Guard backups), and in use (Enclaves for KYC). Audit logs are comprehensive
and available for inspection. Shariah compliance is enforced via automated rules and
approval checkpoints in workflows, with full traceability for the Shariah supervisory board to
review.
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This solution thus addresses the challenges
~

It eliminates paperwork vio BPM automation, speeds up service delivery (eKYC in
minutes, loan approvals in hours), and ensures compliance (every step logged, OJK
reports can be generated from the lake, etc.). And it does so with minimal coding, using
ZeroCode and BPMN — meaning it's achievable for a mid-sized institution’s IT team and
can be delivered perhaps in a few months of work including training (as opposed to years
for a traditional core banking upgrade). Crucially, it establishes a technology foundation
that can evolve: the same platform can later support Al models or more advanced
analytics as the institution matures (to be seen in Solutions 2 and 3).

3.3 Use Cases & Business Scenarios (Entry-Level)

Short-Term (0-6 months): Focus on quick wins in customer-facing digital services and
efficiency gains in one or two processes.

Digital Loan/Financing Digital Takaful
Characteristic Customer Application Microinsurance
Onboarding Processing Enroliment

Quick wins in Efficiency gains in Quick wins in
customer-facing one or two customer-facing
digital services processes digital services

Mobile app for
online account
opening

Assisted digital
enroliment via
mobile app

Web portal for loan
application

Figure 6: Short-Term Digital Service Improvements.

* Digital Customer Onboarding (Retail Banking) — A mid-tier conventional or Islamic bank
launches a mobile app feature for opening a savings account entirely online. Using Solution
1, within a few months they implement seamless eKYC: a user scans their National ID and
takes a selfie, the system (BPMN workflow with enclave) verifies authenticity and liveness,
cross-checks against Dukcapil (population database) via API, and automatically creates
the account in the core. The user gets their new account number and mobile banking
access within minutes, instead of having to visit a branch. For an Islamic bank, the workflow
also ensures assignment of a Shariah-compliant product (no interest, profit-sharing
contract), possibly by invoking a DMN rule that picks appropriate contract templates based
on users needs (Murabaha vs. Wadiah account). Business outcome: 70% reduction in
onboarding drop-offs, thousands of new accounts especially among digital-savvy
millennials, and a broader deposit base. Operationally, KYC compliance is strengthened
(every verification logged; audit reports available). This aligns with OJK’s digital banking
push — the bank can demonstrate to regulators improved financial inclusion reach through
digital means.
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* Loan/Financing Application Processing (Multifinance or Bank) — A multifinance company
digitizes its loan application process for motorcycle financing. Previously, loan agents
collected forms and it took 3—5 days for approval. Now, using BPMN, the process is available
via a web portal: the customer (or field agent) enters data online; the workflow
automatically pulls the customer’s credit history from the core or external bureau, scores it
(maybe using a simple heuristic or early ML model in Lake), and either auto-approves low-
risk cases or routes higher-risk ones to an officer's dashboard for review. Islamic
multifinance can integrate a quick check against a list of non-compliant goods to ensure
financing is for halal product. With Identity SSO, the credit officer uses the same portal to log
in and review pending tasks. Short-term impact: Loan approval time shrinks to same-day
(or even instant for auto-approvals), significantly improving customer satisfaction and
conversion. Manual work for staff drops (the system might auto-approve 60% of cases,
leaving only 40% for manual review), effectively increasing capacity without hiring new staff.
All decisions are recorded, and an automated report to OJK’s SLIK (credit information
system) can be generated, easing compliance. Revenue grows as faster turnaround
attracts more business, and the multifinance can handle higher volume with the same
team.

e Digital Takaful Microinsurance Enrollment — A microinsurance provider offering simple
takaful (Islamic insurance) products uses the solution to set up a digital channel with
assisted enrolment. Field officers armed with tablets can onboard customers offline via an
app (Edge component): they fill in the form and scan documents in the app even if deep in
rural areas. The app runs an embedded NQRust-Edge node that validates input and stores
data locally. When back online, the data syncs to the central Workflow Engine which
completes the process: issuing a policy number from the core insurance system and
sending an SMS policy document to the customer. Identity provides the agent
authentication even offline (with cached credentials and device binding). Outcome: This
short-term use case extends reach to under-served populations (supporting the national
financial inclusion goal). It also improves agent productivity (an agent can do everything in
one visit, no second trip needed for delivering paperwork). The company sees policy count
growth and lower cost per policy issuance, making low-premium products viable.

Mid-Term (6-18 months): Build on the foundation to introduce more advanced capabilities
and expand to more use cases as comfort with the platform grows.

) Increased customer
W S Omni-channel Customer Unified customer satisfaction, reduced

operational friction

Figure 7: Mid-Term Capabilities.

e Omni-channel Customer Experience — With Identity SSO in place, after initial success, the
bank integrates all customer touchpoints (internet banking, mobile app, call center, and
branch) into a unified experience. For instance, a customer can start a product application
on the mobile app, then walk into a branch and the officer (using an internal portal that
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e - queries the Lake) can continue from where they left off. ZeroCode APIs expose customer
data and application status in real-time to the branch CRM. Similarly, if a customer updates
their contact info on the app, it's immediately reflected in the core and Lake, and thus
visible to call center agents. Mid-term impact: a truly omni-channel experience increases
customer satisfaction (reflected in higher Net Promoter Score). It also reduces operational
friction — fewer duplicate data entries and less confusion, as all channels show consistent
information. The bank uses Analytics to monitor channel usage and finds, for example, that
80% of service requests are resolved via digital self-service, allowing them to optimize
branch staffing. This aligns with strategic goals of improving customer experience and
lowering cost-to-serve.

* Regulatory Compliance Automation — The institutions use the platform’s capabilities to
automate periodic compliance tasks. For example, an Islamic bank uses BPMN to
implement a Shariah audit workflow: at quarter-end, data from all Islamic financing
contracts is pulled from Lake, and rules automatically check for any deviations (like
improper profit calculations or late payment penalties that might conflict with Shariah
principles). A report is generated for the Shariah Supervisory Board, highlighting exceptions.
Similarly, a conventional bank automates OJK reporting (e.g., monthly risk reports): data is
aggregated in Lake and formatted per OJK's template through a workflow, then possibly
even submitted via API if OJK provides one, or at least ready for upload — cutting down what
used to be a week-long manual data crunch to an hour of automated work. Impact:
Compliance staff can focus on analysis rather than data gathering. The institution stays
consistently in compliance, avoiding penalties. It also demonstrates to regulators a robust
compliance framework, which can be a competitive differentiator (e.g., in getting faster
approval for new licenses or products). Mid-term, this frees resources that can be
redeployed to risk management strategy rather than rote tasks.

e Basic Al/ML Pilot on Unified Data — With data consolidated in the lake, by mid-term these
institutions can attempt their first Al pilot to solve a business problem. For example, an
insurance company can use NQRust-Analytics or a small Jupyter notebook connected to
Lake to train a simple model (perhaps a decision tree or a basic neural net) for claim fraud
detection, using historical claim data now centralized. They could then deploy this model
using NQRust-LLMOps Lite (if available as part of the platform) or even within BPMN as a
decision service. This might flag suspicious claims for human review (e.g, patterns
indicating possible fraud). Or a bank might try a machine learning model for credit scoring
to augment their rule-based approach. The key is that the data foundation now makes this
achievable. Outcome: Though at early stages, this introduces Al readiness. They might see
a modest reduction in fraud losses or slightly improved credit decisions as a result. More
importantly, it builds internal confidence and skills in Al, paving the way for the more
advanced Al integration in Solution 2. It also signals to stakeholders (board, regulators) that
the organization is forward-looking in using technology responsibly.

Long-Term (18+ months): The institution is now firmly digitally enabled and can pursue
strategic transformation goals that leverage the platform’s full capabilities

e Embedded Finance and Partnerships — The bank/fintech can leverage the open API
ecosystem built on ZeroCode to integrate with external partners, embedding their services
in new contexts. For instance, the mid-tier bank offers “Banking-as-a-Service” by exposing
secure APIs for account opening or payments that fintech startups or e-commerce sites
can use. Thanks to MicroVM isolation and robust |IAM, each partner’s interactions are
securely segregated, meeting Bank Indonesia’s open banking security requirements (the
MicroVM approach inherently satisfies data isolation for multi-tenant APIs). The bank can
thus tap new customer segments via partners (for example, providing loans on an e-
commerce checkout page, or white-labeled savings accounts through a mobile wallet
app). Similarly, an insurer might allow digital platforms to sell its microinsurance via APIs.
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* Long-term impact: New revenue streams from partnership channels (e.g. fee sharing with

fintechs). The organization transitions from a pipeline to a platform model, staying relevant
as the industry shifts. This also aligns with Indonesia’s push for fintech innovation and
collaboration (the regulator's sandbox approach); the institution becomes an active
participant in the fintech ecosystem instead of getting disrupted by it.

e Growth to Solution 2 Capabilities: By laying this foundation, the institution can organically

grow into the next solution stage. For example, as their data volume grows and they see
value in analytics, they can invest in NQRust-LLMOps to develop better Al models (for risk or
personalization). Or, as they accumulate more microservices, they might deploy NQRust-
SecureGPU to efficiently utilize GPUs for any Al inference needed. Essentially, long-term, the
entry solution evolves — more processes get automated (maybe eventually 80%+ of routine
operations are digitized with only exceptions needing human input), and more Al gets
infused (perhaps a chatbot for customer service using an Indonesian LLM fine-tuned on
their data). At that point, they’d be entering the Growth/Advanced solution territory. Their
long-term strategic advantage will be agility: with such a flexible architecture, responding
to new regulations (like a future mandate from OJK for real-time reporting, or new Shariah
standards) or new opportunities (like digital rupiah integration, etc.) will be far easier, since
the platform can adapt via configuration and new workflows rather than massive projects.

Embedded Finance Growth to Solution 2
and Partnerships Capabilities

Leverage open API
ecosystem to
integrate with

external partners.

Characteristic

Organically grow into
the next solution
stage.

Mid-tier bank offers
Banking-as-a-Service
to fintech startups.

Invest in NQRust-
LLMOps to develop
better Al models.

NRust

MicroVM isolation
and robust IAM meet
Bank Indonesia's

requirements.

NQRust-SecureGPU
efficiently utilizes
GPUs for Al
inference.

Figure 8: Long-Term Institutional Capabilities.

1

\

Solution 1 provides immediate improvements in customer acquisition and internal
efficiency, using primarily low-code automation and integration instead of heavy Al It
empowers mid-tier and Islamic institutions to digitize safely — delivering services
expected by younger, digital-native customers while upholding trust (through compliance
and Shariah adherence). This foundation not only yields short-term ROI (more customers,
lower OpEx) but also sets them on a path to embrace Al and advanced capabilities as
their data maturity and appetite grows. It's like giving them a “digital backbone” on which
they can steadily build muscles of innovation.
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3.4 Business Impact (Entry-Level Solution)

Implementing the Entry-Level Digital Foundation yields significant business benefits across
cost, productivity, risk management, and strategic positioning. These can be quantified in
terms of key metrics that matter to C-level executives and align with government/regulatory
priorities:

Cost Savings

Reduces operational expenses

Solution

Revenue Growth
Automates manual
workflows

Expands customer base
Risk Reduction
Ensures compliance assurance
Customer Experience
Increases satisfaction levels
[ @ Strategic Enablement
e Positions for the future

Figure 9: Entry-Level Solution Impacts Business.

* Cost Savings & Efficiency Gains: By automating manual workflows and consolidating
systems, institutions can expect substantial cost reductions. For example, the BPM
implementation of loan processing showed an 85% reduction in manual processing effort,
translating to millions in savings annually. Overall, staff productivity can increase by 50% or
more (employees spend time on exception handling and value-add tasks rather than data
re-entry). IT cost of ownership drops due to consolidation: using NQRust-Identity across all
apps yields an 80% TCO reduction on identity management (saving on multiple license
fees and reducing helpdesk load by up to 40-60% of identity-related tickets). ZeroCode's
impact on development efficiency (90% faster cycles) means what used to require say 10
developers can be done with 2 or 3 — a direct operating expense reduction. In sum, the
solution can lower the Cost-to-Income ratio by a few percentage points, a key financial
metric for banks, by both increasing income (new digital revenue) and decreasing costs
(more efficient ops).

e Revenue Growth & Customer Base Expansion: The digital onboarding and improved
customer experience directly drive top-line growth. By removing friction (95% login friction
reduction, near-instant onboording), these institutions can attract new customers at a
higher rate. For instance, one bank that introduced digital onboarding saw a 3x increase in
monthly new accounts opened (due to geographic reach and ease). Embedded finance
partnerships can open new channels of revenue (e.g, earning fees from APl usage). Fast
loan approval can boost loan disbursements significantly, increasing interest income. With
improved analytics, targeted cross-sell offers can be made, raising share-of-wallet. While
exact figures vary, a conservative estimate is that digital channels could account for 20—
30% of new revenue within 1-2 years. For microfinance reaching rural customers via digital
means, this directly supports the government's financial inclusion targets (e.g, Bank
Indonesia’s goal of 90% financial inclusion by 2024) - turning a regulatory priority into
business growth.

 Risk Reduction & Compliance Assurance: The solution inherently reduces operational and
compliance risks. Zero security breaches have been observed in environments using
NQRust's isolation (no container escapes, no cross-tenant attacks); this dramatically lowers
the probability of costly incidents. Avoiding one breach (which globally averages $4.45M in
cost) plus potential regulatory fines (which in Indonesia could be up to 2% of revenue under
PDP Law or specific fines like IDR 6 billion) provides a huge risk-adjusted saving.
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e Audit preparation time is slashed by up to 95% thanks to automated compliance - this
means regulatory reports and audits no longer disrupt operations or incur overtime costs.
The ability to demonstrably comply with OJK regulations (like showing automated KYC,
auditable processes, data residency controls) not only avoids penalties but also engenders
trust with regulators, potentially easing future approval processes (like when applying for
new branch openings or product approvals). With Guard backups and improved DR, the
institution is resilient against disasters and ransomware — ensuring business continuity (OJK
and ISO 27001 emphasize this). A quantifiable impact is downtime reduction: if previously
they had, say, 10 hours of critical system downtime a year, with NQRust's reliability (99.9%
uptime or better) they might cut that to under 1 hour, preventing revenue loss and
regulatory issues (OJK can sanction banks for prolonged outages of customer-facing
systems). Also, by building Shariah compliance into digital processes, Islamic institutions
drastically lower the risk of non-compliance fatwas or reputational damage; in effect they
achieve near 100% shariah compliance automation for routine transactions (as per the
loan case with automated reporting). This assures the Shariah board and customers that
growth isn't coming at the expense of principles.

e Customer Experience & Retention: The solution drives a measurable uptick in customer
satisfaction. Account opening time dropping from days to minutes, loan approval in hours,
and unified access to services all contribute to happier customers. Surveys may show
customer satisfaction (CSAT) or NPS improve significantly (recall BPMN loan automation led
to a 47% improvement in customer satisfaction in one case). Better experience translates
to retention and word-of-mouth acquisition (which lowers marketing costs for growth). For
example, offering an easy Islamic account opening could attract young customers who
previously avoided cumbersome conventional processes, thereby expanding the Islamic
bank’s market share in the youth segment. Government policy emphasizes consumer
protection and experience (OJK's guidelines on customer-centric banking); by quantifiably
improving these (e.g, fewer complaints, faster complaint resolution via tracking in
workflows, etc.), the institution aligns with those qualitative goals too.

e Strategic Enablement & Competitive Positioning: At the boardroom level, one of the
biggest impacts is that the institution becomes future-ready. By adopting this modern
platform, they send a message to investors, regulators, and the market that they are
innovative and serious about digital transformation, which can improve their brand equity
and even share valuation for publicly listed companies. Internally, the cultural shift to agile
development and data-driven decisions can break silos and improve agility — a key
intangible benefit. The solution’s ROl can be articulated clearly: for instance, “In Year 1],
overall ROl was ~1150%" as seen in a compadrable BPM solution, factoring in cost savings and
revenue uptick. While that figure may include one-time big wins, it's not unreasonable that
this integrated solution yields ROI in the several hundred percent range within a couple of
years. Aligning with Indonesian national strategies, this solution helps mid-tier players
contribute to the digital economy growth (part of Making Indonesia 4.0 roadmap) and the
development of the Shariah economy (the government's Masterplan Ekonomi Syariah
emphasizes digital innovation in Islamic finance). An Islamic bank that successfully digitizes
could become a case study in bridging modern fintech with Shariah principles, potentially
attracting government support or partnerships.

From a C-level metrics perspective:

s Y = o O oo M oo ) Worveeo
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Figure 10: C-level Metrics Perspective.

e CEO: sees increased market share and customer growth, improved NPS, new revenue
streams (e.g., via Baas).

» CFO: sees reduced OPEX (IT spend optimized, branch operating costs reduced as more
goes digital), improved cost-income ratio, and avoidance of fines or losses that hit the
bottom line.

* COO: sees process SLAs dramatically improved (e.g., loan processing SLA from 5 days to 4
hours), and scalability without linear cost increase (e.g., can handle 2x customers with
same operations team).

» CRO (Risk Officer): sees better risk controls (every process has checkpoints, audit logs),
faster reporting (compliance risk down because reporting is timely and accurate), and
possibly early risk detection with initial analytics.

» CTO/CIO: gains a future-proof architecture that is easier to maintain (Rust safety = fewer
emergencies, ZeroCode = less technical debt, MicroVM = one platform instead of managing
separate VM and container environments). They can deliver new capabilities faster,
meeting business needs more responsively (e.g., implementing a regulatory change in a
week rather than months).

Overall, the Entry-Level Digital Foundation solution offers a high ROl and quick payback period.
Many benefits (like reduced onboarding time, lower manual effort) materialize within months of
going live, funding further innovations. It allows smaller or mid-sized institutions to punch
above their weight and remain compliant, aligning perfectly with OJK’s vision of a robust,
innovative, yet secure financial sector. By laying this groundwork, these institutions not only
thrive in the present digital era but also position themselves for seamless evolution into Al-
driven finance in the future.

4. Solution 2: Growth-Stage — Al-Powered Risk Management & Compliance Automation

This solution is aimed at financial institutions that have established digital operations and are
now seeking to leverage data and Al to strengthen risk management, fraud detection, and
compliance efficiency. Typically, these could be larger banks or insurers (or mid-tiers that
completed Solution 1 looking to handle complex risk scenarios (credit, fraud, AML) in real-time,
reduce human workload in compliance monitoring, and improve decision quality with Al. The
architecture combines NQRust's LLMOps platform for building and serving Al models (like fraud
detection models or credit scoring ML), SecureGPU for cost-effective scaling of those models,
Enclave for protecting sensitive data during model processing, and Analytics/Insight for real-
time dashboards and anomaly detection. It also integrates BPMN and ZeroCode where needed
to orchestrate actions triggered by Al (e.g., a suspicious transaction workflow) and to connect
with legacy risk systems. The solution addresses higher data maturity needs: abundant data
now harnessed for Al, and aligns with strict regulatory frameworks (OJK anti-fraud regulations,
Basel risk principles, AML laws, etc.) through automation and audibility.

4.1 Problems & Challenges (Growth-Stage)

Sophisticated Regulatory Performance
Fraud Compliance Constraints
Complex fraud attempts Constant monitoring Computationally heavy
increase and reporting real-time risk
\ |
(O A V2
g 2 'Y
@I L @I
Credit Risk Data Governance

Legacy models are Raises governance
insufficient questions
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Figure 11: Navigating Growth-Stage Challenges.

« Sophisticated Fraud & Financial Crime: As institutions digitize, fraud attempts (both
external and internal) become more complex and volume increases. Banks face real-time
fraud in payments (card fraud, social engineering scams), application fraud (fake
documents), and need to monitor transactions for AML (Anti-Money Laundering) patterns.
Insurance companies deal with fraudulent claims. Traditional rule-based systems and
manual reviews generate too many false positives or catch issues too late. There is a need
for more advanced analytics and Al (machine learning models, anomaly detection) to
detect subtle patterns and adapt to new fraud tactics. However, deploying such Al at scale
is challenging: how to process millions of transactions a day in < milliseconds with limited IT
budgets? Also, fraud detection often requires sharing data across silos (or even institutions)
which raises privacy concerns.

e Credit Risk & Underwriting Efficiency: Growth-stage institutions often expand into new
lending segments (SMEs, microloans) or geographies, and their legacy credit scoring
models might not suffice (thin file customers, need alternative data). They need Al models
(like ML credit scoring using additional data sources) to accurately assess risk and price
loans, to both reduce defaults and not miss out on creditworthy customers. The challenge is
building, training, and updating these models efficiently, and integrating them into decision
flows. Data might be in disparate systems; model training on large datasets is resource-
intensive. Moreover, regulators (like OJK) are cautious — they require explainability in credit
decisions and assurance that Al models comply with fairness and data privacy rules.

* Regulatory Compliance Overload: Regulations such as reporting to OJK, Bank Indonesia,
FATCA/CRS, IFRS9 provisioning, etc, require constant monitoring and reporting. Many
institutions still have teams manually compiling compliance reports or monitoring
regulatory ratios. For instance, operational risk events might be tracked in spreadsheets,
and compliance officers manually inspect logs for suspicious events. This is not scalable
and is error-prone. The compliance workload and cost balloon as the business grows.
Moreover, regulators increasingly expect timely reporting (near real-time in some cases)
and proof of effective continuous monitoring (for example, OJK’s risk-based supervision
expects banks to have internal MIS for risk). Institutions need to automate compliance
checks and have dashboards that alert management to issues proactively (e.g., limit
breaches, KRl — key risk indicator — thresholds exceeded). Achieving this requires pulling
data from many systems and possibly employing Al to detect anomalies (since simply
rule-based thresholds might not catch everything).

e Data Governance & Sovereignty in Al: Deploying Al models at scale often means using big
data platforms or cloud services, which raises governance questions. Regulators want data
to remain in-country (e.g. certain core banking data cannot be processed abroad without
clearance). Also, model outputs and decisions need to be auditable — e.g., if an Al flags a
transaction as suspicious, the bank must be able to explain to regulators why. Standard Al
pipelines can be a black box and might inadvertently breach compliance if not carefully
sandboxed (imdgine a scendrio where an Al is trained on data it shouldn't have, or it leaks
sensitive info in logs). The challenge is to harness Al under strict control: data access
controls, audit logs of model training and inference, and running these models on
infrastructure that guarantees data residency and security (not on some external cloud
unvetted environment). Institutions also fear vendor lock-in with cloud Al platforms which
might not align with long-term compliance (if regulators impose new constraints, the bank
might not be agile if locked in).

 Performance & Scalability Constraints: Real-time risk management (fraud scoring every
card swipe, updating credit limits dynamically, etc.) is computationally heavy. If not
architected well, either latency suffers (impacting customer experience - e.g.,
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e payment declined due to slow fraud check) or costs explode (dedicating huge hardware
for peaks). Many institutions might try using legacy IT for this and find it either can't keep up
or becomes exorbitantly expensive. The challenge is to efficiently scale these Al-driven risk
systems to high throughput - e.g, thousands of TPS with low latency — especially as
transaction volumes grow with digital expansion. Achieving high utilization of expensive
GPU/compute resources while maintaining isolation between, say, a fraud model and other
workloads, is non-trivial without specialized solutions like NQRust-SecureGPU.

In summary
NS .

Growth-Stage institutions are collecting lots of data and need to turn it into intelligence for
risk and compliance. They likely have pockets of analytics or some BI, but they need to
industrialize Al deployment and incorporate it into operations. They also face increased
regulatory scrutiny as they grow (bigger institutions are held to higher standards). The
solution should empower them to use advanced analytics (LLMs or other ML) rapidly and
safely, directly addressing risk reduction (fraud losses, credit losses, compliance fines) and
improving operational capacity (fewer manual compliance tasks, more automated risk

decisions).
A\ y

4.2 solution Architecture (Al-Powered Risk & Compliance)

The architecture integrates an Al/ML pipeline (NQRust-LLMOps) for model development and
deployment with the real-time execution environment enhanced by SecureGPU for
acceleration and Insight for monitoring. Data flows into a central Lake from various sources to
train models and feed analytics. When models (for fraud, scoring, etc.) are deployed, they run
either as microservices or within streaming workflows. Enclaves protect sensitive data during
model inference (especially for cross-institution scenarios or handling private data like
customer PIl in Al). BPMN still plays a role in orchestrating the aftermath of model decisions (for
example, if fraud is detected, trigger a case management workflow). The entire process is
tightly governed with audit logs and compliance checks embedded (e.g, every model
prediction can be logged to Lake for later validation — a requirement for things like model risk
management under Basel).
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Figure 12: Growth-Stage Al-Powered Risk & Compliance Architecture.

Data from core systems, channels, and external sources flows into a unified Lakehouse.
NQRust-LLMOps provides an Al/ML platform where data is prepared and models (for
fraud detection, credit scoring, etc.) are trained and registered. These models are
deployed to a SecureGPU cluster for high-performance inference, optionally within
Enclaves for sensitive data protection. Real-time event streams (transactions, etc.) are
fed to a scoring service which invokes the Al models, and a rules/decision engine
combines model outputs with business rules.
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If a risk is detected (e.g., fraud suspicion, compliance alert), a BPMN workflow is triggered
to handle it (case management, notifications), whereas normal events pass through.
NQRust-FleetMgr orchestrates this entire pipeline, ensuring policies (like data residency
or resource quotas) are enforced, while NQRust-Insight monitors operations, detecting
anomalies (like model drift or unusual spike in alerts) and feeding dashboards. Risk and
compliance officers use dashboards and consoles to get real-time visibility and manage
cases.

In this architecture:

e Data Lakehouse & Feature Store: All relevant data — transaction histories, account profiles,
loan repayment history, insurance claims, clickstreams from digital channels, etc. — is
aggregated in NQRust-Lake. This serves two purposes: (1) Model Training: provides the
training datasets for Al (the DataPrep & ModelTrain components of LLMOps will pull from
here, using historical fraud cases, past defaults, etc. as labeled data to train models). The
Lake’s ACID support ensures consistent snapshots for training, and governance ensures
only authorized data is used for each model (e.g, ensuring a credit model doesn't
accidentally use data it shouldnt, satisfying fairness and privacy constraints). (2)
Compliance Data Store: it also stores outcomes and logs — e.g, every fraud score
generated can be stored for audit, every suspicious transaction flagged is recorded with
context. The Lake thus becomes the “single source of truth” for risk and compliance
analytics, enabling powerful retrospective analysis and regulatory reporting. NQRust-Lake’s
performance means even interactive queries on years of data are fast, supporting risk
analysts investigating patterns.

* NQRust-LLMOps Platform: This is the Al factory. It provides a user-friendly yet powerful
pipeline for data scientists (or skilled analysts) to develop machine learning and even initial
LLM models. For fraud and risk, typical models could be: classification models for fraud
detection, credit scoring models (could be gradient boosting, or even an in-house small LLM
that reads unstructured text like financial statements or social media signals for SME
lending), or anomaly detection unsupervised models for AML. NQRust-LLMOps automates
much of the heavy lifting: it can run distributed training jobs on the GPU cluster, manage
hyperparameter optimization, etc., significantly cutting model development time. Its Rust-
optimized backend means training can be faster (they reported 4.8x faster training in
general) which allows more frequent retraining to keep models up-to-date with latest data.
Also, 72% cost reduction in Al infrastructure indicates that using this integrated stack (with
efficient GPU use and no heavy external services) saves on cost — important for CFO buy-in.
All models are tracked in the Model Registry with versioning and metadata (who trained it,
when, on what data - crucial for compliance with model risk management guidelines).
Before deployment, models can be evaluated for bias or checked against validation
datasets; NQRust-LLMOps can facilitate that and log the results (so if OJK asks “how do you
validate your Al models?”, the bank can produce evidence easily).

e Secure Model Serving with SecureGPU and Enclave: Once a model is ready, NQRust-
LLMOps allows one-click deployment (something they emphasize: models from train to
production in minutes instead of months). The models are containerized (likely as
microservices for an APl endpoint) and deployed onto the NQRust-SecureGPU cluster for
inference. The SecureGPU ensures each model’'s GPU execution is isolated and can achieve
high utilization. For example, the credit scoring model and fraud detection model might
share the same GPU hardware simultaneously via MIG slices, but neither can interfere or see
each other’'s data. This multi-tenant GPU use significantly lowers cost; as mentioned, it can
cut required GPUs nearly in half for the same load. It also allows scaling: if transaction
volume spikes, additional GPU slices can be allocated on the fly by FleetMgr to the fraud
model service to handle throughput (sub-second scaling).
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e For ultra-sensitive inferences, particularly if the model is using or producing personal data
(like an LLM summarizing a private financial document or an AML check scanning customer
info), the model serving can run inside an Enclave (via NQRust-Enclave integrdtion). That
means even at runtime, the data is protected from the host OS — satisfying the scenario
where compliance or data privacy officers require absolute assurance (e.g., say an
insurance ML model processes health info, enclaves keep that confidential beyond just
normal encryption). The combination of SecureGPU and Enclave also means the institution
can even use external data or partner models without fully trusting them - e.g,, if multiple
banks share a consortium fraud model, they could host it in an enclave on a shared GPU
cluster so that each bank’s data is ring-fenced but all contribute to the model’s detections.

¢ Real-Time Scoring and Decisioning: Once deployed, the models are integrated into the live
processing flows. For instance, all card swipe transactions stream in (maybe via a Kafka or
similar stream, or directly to an EventStream service built for this) to the Event Stream
Processor (which could be a Flink or Spark Streaming-like environment, or custom Rust
service orchestrated by FleetMgr). This service calls the fraud detection API (hosted by
ModelServe on SecureGPU) for each transaction, getting back a probability or classification.
It then passes results to a Decision Engine — which applies business rules on top of Al. For
example, if model score > 0.9 and amount > $1000, mark as likely fraud and decline
transaction; if moderate risk, maybe challenge with 2FA (if integrated with channel); if low
risk, approve normally. The Decision Engine might use DMN rules maintained by risk officers
for transparency (some regulators prefer an element of rule-based decisions for
explainability). This hybrid Al+rules ensures compliance with any absolute policies (e.g,
"Always decline transactions in banned countries” can be a rule). Similarly, for credit scoring,
the model might output a score, and rules incorporate policy (e.g., “if score > X and no
existing defaults, auto-approve up to Y limit”). These decisions and their rationale can be
logged to Lake for audit. The rules engine is likely integrated with NQRust-BPMN in cases
where a workflow is needed: e.g., a flagged fraud case triggers a Compliance Workflow —
the BPMN process might create a case in an investigation system, send an alert to a fraud
analyst, and perhaps send an SMS to the customer (“Suspicious login, please confirm if it
was you” type of step). For AML, if the model finds a suspicious pattern, a workflow can
gather relevant info and prepare a draft Suspicious Activity Report (SAR) for compliance to
review. The Compliance Workflow component in the diagram handles such tasks, ensuring
that when Al raises an issue, the follow-through (which might involve humans and multiple
systems) is coordinated and documented. This dramatically speeds up compliance
operations: instead of an analyst combing through transactions to find suspicious ones, the
Al does it and the workflow automates much of the reporting.

¢ NQRust-Insight Monitoring: With so much automation, Insight becomes crucial to monitor
system health and even the performance of the Al models. Insight ingests metrics: model
response times, number of fraud alerts per hour, transaction throughput, etc. It uses
anomaly detection to spot issues like model drift (e.g, suddenly the fraud model's score
distribution changes drastically, which could indicate a new fraud MO or model
performance degradation) or system issues (like GPU utilization drops or spikes
unexpectedly, indicating a possible glitch). It might detect, for instance, that from 2 AM to 3
AM a flood of transactions from a new IP happened and got through — prompting an alert
that maybe the fraud model needs retraining or there was a miss. Insight can send such
alerts to the RiskDashboard or even trigger workflows itself. It also improves operations:
earlier we saw how Al monitoring cut down alerts massively and improved MTTD. In this
context, it ensures the Al-driven processes are reliable (e.g., if the fraud service slows down,
Insight flags it and FleetMgr could auto-scale more MicroVMs or GPU for it).
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¢ Dashboards and Case Management: The Risk Monitoring Dashboard gives risk officers a
real-time view of key metrics: fraud attempt volumes, losses prevented, credit portfolio risk
(maybe aggregated risk scores from new loans), compliance status (like how many alerts
open, whether liquidity ratios are within bounds, etc.). This likely uses NQRust-Analytics
connecting to Lake for historical trends and to Insight for real-time. The Alert Console is
where compliance or fraud analysts manage flagged incidents. Through integration with
BPMN workflows, they can see each case (e.g., flagged transaction details, model score,
reason codes from the model or rule that flagged it), and then either clear it or escalate.
Over time, as Al improves, the proportion of false positives should drop, making this console
more efficient (maybe integrated with some semi-automation like “suggested action” from
an LLM based on past cases, which could be a future enhancement with LLMOps).

e Policy & Orchestration (FleetMgr): NQRust-FleetMgr ensures that all these components
(which are distributed across clusters and enclaves) run under a unified policy framework.
For example, it can enforce that the fraud model container only runs on enclaves in
Jakarta region nodes (satisfying data residency and ensuring even sysadmins can't peek
at memory). It also manages multi-tenancy: multiple models or multiple business units
using the same GPU cluster — FleetMgr keeps them within quotas so one busy model
doesn't starve others, and ensures compliance separation (e.g, if there’s a regulation that
certain data can’t mix, it can pin workloads to separate hardware). Additionally, FleetMgr
logs deployments and changes (so there's an audit trail of, say, model version updates -
critical for model governance: if a new model version caused an issue, they can trace it to
who/when deployed and roll it back, aided by GitOps records). The orchestrator’'s Al-driven
scheduler will optimize resource usage as mentioned (85-90% utilization targets) which for
a CFO means the expensive GPU and server investments are sweated well, reducing Al
infrastructure cost significantly versus a naive static allocation.

e Security & Compliance Embedding: Throughout the architecture, security by default is
present. HV/MicroVM ensures that even if one model or process is compromised, the others
remain safe (reducing systemic risk). Enclaves and Memory-safe Rust eliminate classes of
vulnerabilities (e.g. no buffer overflow for an attacker to exploit). Compliance is embedded:
every transaction and its risk score can be logged with a timestamp and model version,
fulfilling audit needs. If OJK or Bl come for an inspection, the bank can produce detailed logs
and analytics showing, for example, “Here’'s how many transactions we flagged and why,
here’s our false positive rate trending down, here’'s evidence we file suspicious transaction
reports within the 3-day limit, etc.” If the regulator needs assurance of Al fairness, the
institution can show that sensitive attributes (race, religion - if present — presumably aren't
used by the model or how the model was tested for bias) and that's facilitated by having a
clear pipeline in LLMOps and logs of model features.

This solution is more complex than Solution 1, but it addresses the more complex
challenges of a growing institution: staying ahead of fraud, scaling risk management

without scaling headcount linearly, and meeting compliance in an era of increasing
oversight. It's essentially building an Al-driven nervous system for the organization’s risk
and compliance functions, one that operates at digital speed and scale.

4.3 Use Cases & Business Scenarios (Growth-Stage)

Short-Term (0-6 months): Implement targeted Al-driven enhancements in high-impact risk
areas, often running in parallel with existing systems to prove efficacy.
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Figure 13: Short-Term Al Enhancements.

Real-Time
Characteristic Payment Fraud
Detection

* Real-Time Payment Fraud Detection (Banking) — A bank implements the fraud detection
system for card transactions and instant payments. Initially, they run the Al model in
“shadow mode” alongside the rule-based legacy fraud system to compare performance.
Within months, the Al (perhaps an ensemble model trained on historical fraud and
legitimate transaction data in Lake) shows it catches 30% more fraud with 40% fewer false
alarms. Confident in results, the bank switches to the new system fully. Outcome: Fraud
losses on card transactions drop by, say, 20—-25% in the first year due to faster and smarter
detection — saving possibly millions of dollars. Customers experience fewer false declines
(reducing friction and complaint calls — improving customer trust). The bank can advertise
enhanced security, meeting OJK’s guidelines for fraud management. Internally, the fraud
monitoring team can be reallocated: instead of manually reviewing thousands of flagged
transactions (many false), they now get a much smaller list of high-quality alerts to
investigate, improving efficiency by perhaps 50-70%. This quick win directly hits the CRO’s
KPIs and yields an ROI (fraud saved vs cost of system) that justifies further Al investments.

» Automated Loan Approval & Credit Scoring (Consumer Credit) — A mid-sized bank that
grew its retail lending uses LLMOps to develop a new credit scoring model using alternative
data (like telco data or e-commerce transactions, in addition to credit bureau info). They
integrate this model into their loan origination system via the NQRust-MicrovVM
environment. The model evaluates applications in seconds, assigning risk grades.
Combined with business rules (ensuring regulatory lending limits etc.), the system
automatically approves low-risk loans (for example, small personal loans) without human
underwriter intervention. Outcome: Turnaround time for loan approval shrinks from, say, 2
days to under 1 hour on average. This significantly boosts customer conversion (fast
approvals attract customers). The bank’s loan book grows, but thanks to better risk
discrimination, default rates do not increase (in fact could decrease for those scored by the
model). Perhaps they see a 15% reduction in NPL for new loans due to improved assessment.
Also, credit analysts can focus on complex cases — maybe 50% of applications auto-
decisioned, freeing analysts to spend more time on borderline cases, resulting in more
consistent decisions. OJK’s rules on responsible lending are met, as the model is
documented, and they even invite OJK’s fintech office to inspect the Al model governance
process, demonstrating transparency (which could give the bank a reputational boost as a
responsible Al adopter). Short-term, this use case improves both top-line (more loans,
faster) and risk control (no compromise on credit quality).
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* Anti-Money Laundering (AML) Alert Prioritization — Using historical SARs and transaction
patterns, an Al model is developed to prioritize AML alerts (or even generate alerts that
might be missed). Instead of the compliance team manually going through large volumes
of flagged transactions (from rule-based systems like threshold triggers), the Al ranks them
and filters out those likely false positives. It might also cluster related transactions for a
holistic view. Outcome: Within a few months, the number of alerts compliance officers must
review daily drops by, say, 60% due to better prioritization, and importantly, no true
suspicious cases dre dropped — in fact, the Al found a few suspicious patterns that rules
missed (like structured transactions below threshold across multiple accounts). This means
the bank can maintain AML compliance with the same or smaller team even as transaction
volumes grow — critical given regulators often raise concern about adequate AML staffing.
The quality of SARs filed improves (less noise, more substance). OJK’s AML department and
Indonesia’s PPATK (Financial Intelligence Unit) may notice better SAR quality from this bank,
enhancing its standing. Short-term benefit is efficiency and risk avoidance (catching a
launderer not only avoids regulatory fines but huge reputational damage).

Mid-Term (6-18 months): Broaden and deepen the Al and automation across risk functions
and scale up the system’s capabilities.

Characteristic
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compliance officers

Drastically improves
compliance

Scaling to
Multi-Entity or
B2B Services

Offering risk tech as
a service
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Figure 14: Mid-Term Al and Automation Across Risk Functions.

* Enterprise Risk Dashboard & Early Warning System — After implementing individual Al
solutions, the institution leverages the data lake and analytics to build an integrated risk
dashboard for management. This mid-term use ties together credit risk (e.g., portfolio at
risk, with trends and predictions from models), market risk (if applicable, scenarios which
can be run using the high-performance computing environment), and operational risk
indicators (including data from Insight on system outages or security incidents). Using
NQRust-Analytics, they incorporate ML forecasts (like a liquidity forecast or VaR calculation)
updated daily or in real-time. Also, an Early Warning System is set up: e.g, the Al monitors
SME clients’ cash-flow data (if accessible) and transactional behavior to predict which
clients are at risk of default, generating early warning flags for relationship managers to
intervene. Outcome: The bank’s risk committee gets a live view of risk metrics rather than
stale monthly reports. This improves strategic decisions (e.g., seeing an uptick in early
warnings in a certain sector, they can tighten lending in that sector proactively). It also
satisfies regulators’ expectations for an integrated risk management framework. Perhaps
the bank can reduce its capital provisions slightly due to better risk quantification (IFRS9
models backed by robust data, might lower expected credit loss if properly managed).

Page 29

B contact@nexusquantum.id

nexusquantum.id



Industry Solution: Finance

e Mid-term, the institution becomes more resilient — fewer nasty surprises because the
dashboard/Al caught issues earlier (like concentration risk building up). This translates to
smoother earnings (less volatility from credit losses), something the CFO and investors will
appreciate.

* Intelligent Compliance Assistant (LLM use-case) — With LLMOps, by mid-term the institution
might train a domain-specific Legal/Compliance LLM (likely a smaller on-prem model fine-
tuned on local regulations and the institution’s policies). This LLM could be deployed in an
enclave to ensure data is internal only. It would serve as a copilot for compliance officers:
they can query it in natural language for summarizing new regulations, or “Does our current
policy cover XYZ requirement of OJK Regulation 12/POJK.03/2021?” The LLM, having ingested
regulatory texts and internal policy docs in the Lake, can provide a quick answer and even
point to relevant sections (leveraging the multi-lingual and compliance-aware training).
Outcome: This isn't directly risk management, but it drastically improves compliance
efficiency. Instead of days of research or hiring expensive consultants for regulatory
interpretation, the compliance team gets instant insights, enabling faster implementation
of regulatory changes. Strategically, it keeps the institution always a step ahead in
compliance — which regulators notice. For example, if a new data privacy rule comes out,
the LLM might immediately flag gaps between current practice and the rule, so the bank
can remediate far before inspections. This reduces regulatory risk and the likelihood of fines
or forced corrective actions. It also means compliance doesn't become a bottleneck for
product innovation (the compliance assistant helps design controls in new products from
the outset). By 18 months, this might be realistic as they have amassed enough textual data
and trust in NQRust’s secure LLMOps to do it internally.

* Scaling to Multi-Entity or B2B Services: The institution might begin offering its risk tech as a
service (monetizing their investment). For instance, a larger bank could provide fraud
detection services to smaller rural banks or co-ops that lack such capability. Using the
multi-tenant nature of NQRust-MicroVM and SecureGPU, they can host models that serve
multiple clients, each client’'s data isolated but benefiting from the collective learning. As
mentioned, multi-tenant Al services could generate significant new revenue. Outcome: By
18 months, the bank might onboard a few partners into a “fraud alliance” where all feed into
a common model. This not only earns service fees but also improves fraud detection for all
via pooled data. It aligns with an ASEAN trend of collaborative risk management (some
regulators encourage info-sharing to combat fraud). Technically, FleetMgr would ensure
each partner's data flows only into allowed parts of the model (maybe using Enclave for
aggregation). This scenario solidifies the bank’s leadership in Al-driven risk management in
the region, creating an ecosystem advantage that's hard for competitors to replicate (since
it's not just tech, but network effect of multiple participants).

Long-Term (18+ months): Achieve a mature state of Al-driven risk management and
compliance that continuously adapts and remains robust, and explore advanced agentic
automation in risk.

e Continuous Learning and Model Governance 2.0. Long-term, the Al models don't stay static.
The bank establishes a continuous learning loop: models retrain periodically as new data
comes (with human oversight for model risk). Perhaps even online learning for certain
models - e.g, the fraud model can fine-tune itself daily based on confirmed frauds/non-
frauds, all within safe LLMOps pipelines. They also fully integrate model risk management
into the governance: every model is documented, tested for concept drift, and has fallback
rules if anomalies occur (embedding into Insight which can auto-trigger a model retrain if
drift beyond threshold is detected). Outcome: The Al risk system becomes self-improving
and very robust. Even as fraud patterns evolve or economic conditions change credit risk,
the system adapts swiftly, maintaining low false negatives. The institution likely achieves
best-in-class metrics: e.g, fraud loss as percentage of revenue maybe becomes
significantly lower than industry average, credit NPLs lower for segments using Al, etc.
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e They might even get regulatory approval to use their advanced models for capital
calculation (Basel IRB approach) due to the strong performance and governance — which
could reduce capital reserves and free up capital for growth, a huge financial benefit. The
long-term effect is a sustained competitive edge in risk management — enabling the bank
to take calculated risks that others shy from, because their Al gives confidence, thus driving
profitable growth.

e Enterprise “Risk Brain” with Al Agents. Pushing towards an agentic finance concept
internally, the institution could deploy Al agents that act on certain risk management tasks
autonomously. For example, an Al treasury agent that monitors market conditions and
executes hedging trades to manage the bank’s interest rate risk or FX risk within preset
limits (with human approval flows as fail-safe). Or an Al collections agent that monitors
delinquent accounts and autonomously interacts with customers via chatbot or even
negotiates restructuring within policy guidelines (blending into Solution 3 territory for
customer engagement, but focused on risk mitigation). These agents would use LLMOps
infrastructure for decision-making but operate under strict constraints coded by BPMN and
ZeroCode (ensuring they don't deviate from compliance). Outcome: If successfully
implemented, such agents could further reduce operational costs — e.g, fewer staff needed
for routine collection calls, and faster responses to market voldatility. It truly moves the
institution into an autonomous finance era where many risk decisions are made at
machine speed with oversight. It's speculative but not far-fetched long-term if trust in Al
and regulatory comfort improves. This can position the bank as a leader in innovation;
possibly regulators would involve them in shaping guidelines for Al agents in finance. The
benefit is mostly efficiency and responsiveness — they could avoid losses by acting faster
than any human (e.g, shifting investment portfolio in milliseconds if needed in a crisis as an
agent would do). It's a strategic advantage particularly in capital markets or if they
compete in fast-moving fintech products.

e RegTech Leadership and Regulatory Alignment. Long-term, the success of this solution
could lead to a virtuous cycle with regulators. The bank’s advanced compliance
automation might satisfy regulators to the extent of reducing on-site inspections or
granting more leeway (like faster approvals for new digital products, since they know the
bank can quickly adapt compliance). The bank may even assist regulators by sharing
anonymized risk trend data (helping systemic risk oversight) — effectively becoming a
partner in stability. Moreover, the heavy use of confidential computing and in-country cloud
sets a model that regulators prefer (since they worry about data leaving sovereignty).
Government initiatives like making Indonesia a regional fintech hub would use such
success stories to promote the country’s innovation, possibly yielding government
incentives or support. From a policy perspective, the bank becomes one that is “too
advanced to fail” in risk culture, aligning with OJK's vision of a prudent yet progressive
financial sector.

Continuous
Learning and Enterprise

RegTech
Leadership and
Regulatory
Alignment

Autonomous Al Virtuous cycle with
agents for risk tasks regulators

Characteristic Model “Risk Brain”
Governance with Al Agents
2.0

Self-improving and
robust Al risk
system
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Figure 15: Long-Term Al-Driven Risk Management.

In all, the Growth-Stage solution significantly strengthens the institution’s “immune system”
(risk management) while cutting the “regulatory tax” (cost of compliance). It brings tangible
benefits like reduced losses, lower compliance costs, and avoided penailties, plus intangible but
crucial ones: increased trust from customers (they see security in action, perhaps fewer fraud
incidents affecting them), and from regulators (viewed as a benchmark for regtech adoption).
This set of capabilities not only protects the bank as it grows, but also empowers it to venture
into new innovative arenas with controlled risk, supporting strategic initiatives that drive future
growth. It's a prime example of turning compliance and risk management from a cost center
into a competitive advantage — a narrative that boardrooms love to hear.

4.4 Business Impact (Growth-Stage Solution)

Deploying the Al-Powered Risk & Compliance solution drives significant improvements in
financial performance, operational resilience, and strategic positioning. Key impacts include:

Loss Reduction

Mitigates financial risks

Efficiency Gains

Saves manpower and costs
Al Solution Improved Decisions
Automates risk and Enhances accuracy and agility
compliance
Compliance Excellence
Positions as a leader
ﬂ & Customer Trust
Increases retention and loyalty

Figure 16: Al Solution Drives Business Growth

* Loss Reduction & Financial Risk Mitigation: The most direct benefit is measurable
reduction in losses due to fraud, defaults, and other risks. With real-time Al-driven fraud
detection, institutions see fraud losses decline substantially — for instance, if annual card
fraud was $10M, a 20—-30% reduction saves $2-3M per year straight to the bottom line. Early
detection of credit deterioration via Al early warning can reduce credit write-offs; even a
few basis points improvement in loan portfolio quality can translate to millions saved. For
example, if NPL ratio drops from 3.0% to 2.7% due to better screening and monitoring, that’s
a significant cut in provisions needed. These avoided losses improve profitability (lower
credit cost, lower fraud expense) and also free up capital (less capital tied up for potential
losses). Additionally, better AML compliance means avoiding potentially massive penalties:
global banks have been fined billions for AML lapses; while local fines might be smaller, they
can still be in the millions and more importantly lead to business restrictions. This solution
ensures robust AML, protecting the bank from such fines or even license revocations. So
effectively, it acts as an insurance policy against catastrophic risk events (which can be
existential for institutions).

e Efficiency Gains & Cost Savings in Operations: Automation in compliance and risk
monitoring yields significant manpower savings. If the compliance department could cut
manual alert reviews by 50% and focus only on true risks, perhaps the bank can redeploy
some staff or at least not hire more despite growing transaction volumes. Suppose the
bank would have needed to double its compliance staff over 5 years to handle growth; with
Al, they can keep it flat — saving potentially hundreds of thousands of dollars in salary
annually.
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e The combination of Insight and automated workflows can reduce the time spent on
compiling reports, investigating false alarms, and routine risk assessments by thousands of
hours. For instance, a task like compiling the quarterly risk report for the board used to take
a team 2 weeks; now with live dashboards it's instantaneous — that's tangible labor cost
saved and opportunity cost regained. Also, infrastructure efficiency is a big cost saver:
NQRust's SecureGPU achieving ~80% utilization means the bank might only need X GPUs
instead of 2X to handle their Al loads - if a high-end GPU cluster costs, say, $1M, cutting half
means $500k saved, plus ongoing power/cooling savings. The solution’s overall ROI can be
quantified: for example, one bank’s move to MicrovM/Al stack saw 83% infrastructure cost
reduction and huge ROl on components like Enclave (1100%+ ROI), meaning the investment
pays back many-fold, often within the first 1-2 years.

¢ Improved Decision Quality & Business Agility: By using Al in credit and other decisions, the
institution can make more accurate decisions, which often means improved revenue as
well (taking the right risks). For example, finer credit scoring may approve customers that
were previously rejected by blunt rules, thus growing the loan book safely — a revenue
increase. Also, pricing can be better aligned with risk, improving margins (lower risk loans
get finer pricing, high risk charged appropriately or denied). These quality improvements
are somewhat intangible but show up in metrics like lower default rates, higher
acceptance rates, and possibly improved customer satisfaction (because decisions are
faster and perceived as fairer). Business agility is enhanced: the bank can adjust risk
policies quickly because rules and models can be updated rapidly in the platform. If a new
fraud trend emerges, they can respond in hours by retraining models, whereas previously it
might take weeks to alter rules globally. This agility can avoid losses in fast-emerging
scenarios (like a fraud spree over a weekend gets curbed by Monday due to quick model
update - avoiding what could have been a major hit if waiting for a committee meeting). It
also means faster rollout of new products since risk management for them can be spun up
quickly with Al analysis of projected risk.

¢ Regulatory Compliance Excellence & Trust: From a qualitative standpoint, this solution
positions the institution as a leader in compliance. They can boast near real-time
compliance monitoring, full audit trails, and adoption of regulators’ latest tech
recommendations (many regulators encourage regtech/Al to improve compliance
outcomes). Concrete metrics: The time to produce regulatory reports might shrink by 90%
(some banks have reduced a multi-day process to minutes by automation). More
importantly, compliance violations and late reports drop to zero. The institution can
demonstrate, for example, 100% on-time regulatory filings, zero sanctions from regulators in
year X (maybe a change from previous years where there were some minor breaches). This
track record can improve the institution’s supervisory rating — regulators often give
composite ratings, and better compliance can improve those, leading to more business
freedom. Another subtle but crucial impact: With enclaves and strong data controls, the
institution can confidently pursue analytics on sensitive data that others avoid, thus abiding
by PDP Law while still innovating. In effect, they achieve “Compliance by design”, which
means new initiatives don't get bogged down by compliance concerns (they are already
built in).

e Customer Trust & Retention: Customers might not see the Al systems directly, but they feel
the effects: fewer fraudulent transactions on their cards (or quick resolution if attempted),
faster loan approvals, and fewer intrusive compliance delays (like fewer false AML inquiries
on them). This improves their trust and experience. For instance, if the bank’s fraud system
is too insensitive, customers suffer fraud; if too sensitive, customers get annoyed by blocked
transactions — by finding the sweet spot, the bank keeps customers happy and secure.
Trust is a big factor in retention especially in finance; being known as a secure, proactive
bank (without being a hassle) becomes a marketable quality.
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¢ In metrics, maybe customer churn goes down a bit, NPS goes up a few points attributing to
security confidence, etc. In corporate or high-net-worth segments, demonstrating
advanced risk management can be a selling point (e.g., a corporate treasurer might keep
deposits in a bank that shows strong risk controls). It also can help win new partnerships -
fintechs or e-commerce platforms will partner with a bank that has reliable fraud
prevention and won't leave them exposed.

¢ Strategic & Policy Alignment: On a macro level, this solution aligns with national and
industry goals. Indonesian regulators (OJK, Bank Indonesia) emphasize improving risk
management and using technology to strengthen financial stability. By adopting this
advanced risk solution, the institution likely contributes to systemic stability (less risk of
being the weak link in the system). If many institutions followed suit, overall fraud across the
system could drop, which might reflect in national fraud loss statistics — a positive outcome
for regulators. The bank could share anonymized insights with industry consortia or
regulators, aiding the fight against financial crime nationally. This positions the institution
not just as a market player but as a thought leader or partner in the financial ecosystem’s
health. They might get invited to speak at industry events or join regulatory sandbox
programs for Al, enhancing their brand.

¢ Quantified ROI and Payback: Putting it together in financial terms: suppose implementing
this solution (hardware, software, people) costs $X million. The benefits include: reduced
losses (maybe $Y million/year), reduced headcount growth or redeployments (saving $Z
million/year), and intangible but critical risk avoidance (one avoided regulatory fine could
have been $W). Likely, the ROI is very high — as seen in microVM doc, 95% reduction in audit
prep, 90% risk reduction, etc.,, translated to big dollar impacts. We could cite an example ROI:
“Our investment in NQRust risk management paid back in under 1 year, with an estimated
650% ROI over 3 years” — not unrealistic given the combined savings and loss avoidance
(the Secure Al Data Center reference showed 650-1067% ROI across components). A board
is certainly persuaded by such numbers, especially since many risk management
investments are often seen as cost centers — here we demonstrate it as a profit protector
and even enabler of new income (from better decisions and partnerships).

¢ Human Capital and Culture: While harder to measure, a side benefit is upskilling the
workforce and fostering a data-driven culture. Risk and compliance teams start working
with Al tools, raising their skillsets (which can reduce reliance on adding new hires as well).
The organization becomes known for innovation, attracting talent who want to work on
cutting-edge solutions rather than spreadsheets - important for long-term
competitiveness. Employees can focus on higher-value tasks (analysis, strategy) instead of
grunt work, likely improving job satisfaction and reducing turnover in those departments.

From a C-suite perspective:
CRO Benefits CFO Benefits

Achievement of core Increased profitability
objectives and proactive and optimized capital
risk management requirements

CEO/Board

Benefits CTO/CIO Benefits

Justified tech
investments and
simplified IT operations

Peace of mind and
support for growth
strategies

NQRust's Impact on
C-Suite

Figure 17: C-Suite Benefits of NQRust.
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» CEO/Board: They get peace of mind that risk is under control even as the bank grows -
enabling them to pursue aggressive growth strategies safely. They also see the company’s
reputation benefit (no scandals, positive mentions by regulators). Overall corporate
strategy (like digital expansion or entering new markets) is supported by this strong risk
foundation.

¢ CRO: Achieves many of their core objectives — lower unexpected losses, better risk-adjusted
returns, full compliance. They can quantitatively show improvement in all risk KPIs (loss
rates, incident frequency, etc.). The CRO's team becomes more proactive than reactive,
which is a transformation in approach.

* CFO: Lower losses and fines directly boost profitability. Also, capital requirements might be
optimized; e.g, better credit risk modeling can reduce capital buffers under advanced
approaches, unlocking capital for lending or reducing cost of capital. The CFO also benefits
from efficiency (the compliance cost line item might plateau instead of rising each year).
There's also possibly lower insurance premiums — if the bank can demonstrate superior
controls (cyber, fraud), some insurers might lower premiums for operational risk insurance.

» CTO/CIO: This solution justifies their tech investments by delivering tangible results. It also
simplifies some IT aspects — using one integrated platform (NQRust) rather than disparate
solutions can reduce maintenance headaches. They can report to the board that critical
systems uptime is improved (due to Insight catching issues — maybe operational incidents
reduced by X%) and that the tech stack is modern, scalable for future use cases. The
alignment with internal policies like data governance means fewer conflicts between IT and
compliance down the road. And since NQRust's Rust foundation avoids lots of security
issues, the CIO can note reduced security incidents (the microVM doc claimed 80% fewer
security incidents with hardware isolation). That's a big plus for IT risk management.

.. :

the Growth-Stage solution is a high-impact, high-ROI investment. It turns the necessary
evils of banking (risk and compliance) into sources of competitive advantage and
efficiency. The numbers speak clearly — significant annual cost savings, avoidance of
multi-million losses, and improvement of risk metrics — while the qualitative gains in trust,
agility, and reputation fortify the institution’s position in the market. This positions the bank
or insurer not only to protect what they have, but to confidently expand into new frontiers
(like new products or markets), knowing their advanced risk engine will keep them safe. It's
a textbook case of technology-driven transformation aligned to board-level priorities:
Lgrowth, profitability, and resilience.

W

5. Solution 3: Advanced - Agentic Finance & Sovereign LLM Infrastructure

This solution represents the frontier of digital finance — leveraging autonomous Al agents and
large language models (LLMs) in a sovereign, secure infrastructure to transform customer
engagement and advisory services, especially in an Islamic finance context. It is geared
towards leading banks, insurers, or fintechs that want to differentiate with intelligent, Al-driven
services (e.g, personalized financial advisors, automated service agents) while keeping full
control over data and models (due to compliance or competitive reasons). Key elements
include an on-premises or dedicated LLM infrastructure (possibly using the NQRust-Al
Appliance or data center), fine-tuned domain-specific LLMs (for shariah advisory, wealth
management, etc.) managed via NQRust-LLMOps, and Agentic Al frameworks where Al agents
can perform tasks on behalf of users under supervision. MicroVMs, HV, and Enclaves ensure
these Al services run safely (preventing unauthorized actions or data leakage), and SecureGPU
provides the heavy compute needed for LLMs at high utilization. The architecture also involves
integration with existing systems via ZeroCode (so agents can actually execute transactions)
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and Identity for delegating authority to Al agents securely. Essentially, this solution creates a
platform for autonomous financial services — from an Al chatbot that can execute banking
transactions for you, to an LLM-based Sharioh scholar assistant that provides compliant
recommendations — all within the bank’s controlled environment to meet governance needs.

5.1 Problems & Challenges (Advanced Stage)

Regulatory
Uncertainty
LLM Performance Regulators are still
Resource-intensive to run figuring it out
large models
Shariah
Compliance

syStem Integratlon Adherence to ethical

Agents need super-user values

access

Data Sovereignty
Evolving

A Confidentiality concerns
Expectations

with third parties

Customers want
intelligent experiences

Figure 18: Navigating Al Challenges in Banking.

* Evolving Customer Expectations & Engagement: In a world increasingly comfortable with
Al (think widespread ChatGPT usage), customers will expect conversational and intelligent
banking experiences. They might want to ask a chatbot “Can | afford a new car? If yes, get
me a loan for it” and have it done end-to-end. To deliver this, institutions need LLM-
powered agents that deeply understand finance (and possibly local languages Bahasa
Indonesia or Malay, plus English) and can execute tasks. The challenge is doing this
accurately and in compliance — generic Al might hallucinate or give wrong advice, which is
unacceptable in financial context, and also ensuring the Al can connect to user data and
bank systems securely to act (which is complex integration). For Islamic finance customers,
there's an added expectation: any Al advisor must be knowledgeable in Shariah laws and
sensitivities — a niche not served by global Al vendors. Also, affluent customers increasingly
seek hyper-personalized and proactive advisory (e.g, wealth agents, insurance planners
that tailor advice intimately); providing that at scale requires advanced Al.

¢ Data Sovereignty & Confidentiality: Using powerful Al often means using big third-party
models or cloud APIs, which is problematic for finance due to data confidentiality. Banks
cannot send detailed customer financial data to a public cloud Al service without
breaching privacy laws and bank secrecy regulations. Moreover, reliance on external Al
providers raises concerns of vendor lock-in and loss of control over model behavior — not
acceptable when the advice given or decisions made can affect customers’ finances or
compliance. Therefore, the challenge is to host and manage these LLMs in-house or in a
sovereign cloud. This requires significant infrastructure (GPUs, etc.) and technical know-
how. Additionally, these models should be controllable — e.g., a bank must be able to ensure
the Al doesn’t output content that violates regulations or gives unsound financial advice.
Achieving human-level conversational Al under these constraints is a tall order.
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¢ Integration of Al Agents with Core Systems: An Al agent might need to perform various
actions: check account balances, transfer funds, place trades, update personal info, etc,,
effectively acting like a super-user on behalf of the customer. Integrating this safely is
challenging. The Al must use APIs to do these actions — which means robust, granular
access control (the Al agent should have a token that only allows what the customer
permits). The institution’s legacy systems must be made accessible to the Al agent via APIs
or RPA, requiring development and exposing internal functionality in a controlled way
(zeroCode can help expedite this, but it's still a project). There's also the issue of agent trust
and oversight - how to ensure the agent’s decisions are auditable and reversible. For
example, if an Al agent erroneously moves money, can that be rolled back? The challenge is
creating a framework where Al has some autonomy but within guardrails and with logs for
every action (for audit and potential dispute resolution).

 Shariah Compliance & Ethics in Al: Specifically for Islamic finance (and more broadly,
ethical Al concerns), the Al must adhere to certain values and rules. For instance, an agent
cannot recommend an interest-bearing loan to a user who wants shariah compliance; it
should instead suggest an Islamic financing product. It might need to quote Quranic
principles or fatwas to justify advice. Achieving this means training the LLM on Islamic
finance knowledge — which is specialized and potentially not as abundant as general
finance data, requiring careful curation (perhaps the bank’s Shariah board’s interpretations,
past fatwa documents, etc.). The challenge is ensuring the Al's outputs are not just
technically correct but also align with religious sensitivities. A misstep here could cause
public backlash or mistrust from the Muslim customer base (e.g, if the Al said something
non-compliant or offensive). So the development and testing of these models require
collaboration with Shariah scholars and compliance teams, injecting another layer of
complexity.

e Performance & Scalability of LLMs: Running large LLMs (which might have billions of
parameters like GPT-scale) is resource-intensive. The bank might not need something as
large as GPT-4 if focusing on domain-specific tasks, but even smaller models (like 7B-30B
parameters) need significant GPU and memory to serve promptly to potentially thousands
of concurrent users. Ensuring the system can scale (perhaps using SecureGPU to handle
multiple agent sessions concurrently by partitioning GPUs) is a technical hurdle. Also,
latency is an issue: a user won't wait 15 seconds for an Al response for a simple query.
Optimizing inference (through quantization, batching, etc., which NQRust-LLMOps can assist
with) is critical to achieve a smooth experience. In addition, if multiple different agents or
models are deployed (one for retail banking Q&A, one for wealth, one for insurance, etc)),
orchestrating them efficiently on available hardware is needed to avoid skyrocketing costs
or bottlenecks.

e Regulatory Uncertainty & Risk: The use of Al agents in finance is cutting-edge and
regulators themselves are figuring out how to oversee it. The bank venturing here faces
unclear regulatory expectations. What if an Al gives bad advice — is the bank liable? Likely
yes. So there's reputational and legal risk. The challenge is mitigating these: building in
disclaimers, having a human-in-the-loop for critical decisions (at least initially), and
maintaining rigorous testing and monitoring of Al outputs to ensure they are within
acceptable bounds. The institution must likely work closely with regulators (OJK, etc.) to
show that this is being done responsibly. Some regulations might directly impact this — e.g,,
data protection laws: an Al agent must only access data as per customer consent. If an
agent aggregates info across customers to make decisions, is that allowed? Ensuring
compliance here is complex. Essentially, being a pioneer means plowing through uncharted
policy territory.
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In essence, the Advanced solution’s challenges revolve around deploying very advanced
Al in a fully controlled, compliant manner. It's about turning what's often a cloud service
into an internal capability (sovereign LLMs), and doing things that were previously science
fiction (autonomous finance agents) in a safe and Shariah-compliant way. The cost and
complexity are high, but so are the potential rewards in terms of industry leadership and
differentiation.

5.2 Solution Architecture (Agentic Finance & Sovereign LLMs)

This architecture extends the previous solutions by introducing an Al Agent Platform that
interacts with users and systems intelligently. Key components include the LLM Infrastructure
(which may be an on-prem Al appliance cluster running NQRust-LLMOps to host large models
like a fine-tuned GPT or local models like Mistral, LLAaMA etc.), an Agent Orchestration layer that
manages Al agents (each agent can have a memory, goals, and the ability to invoke actions
via APIs), and robust security gateways for agent actions (ensuring an agent’s requests to
core systems are authorized via NQRust-Identity and ZeroCode-managed APIs). Mermaid
diagram to illustrate:

o | et &

Figure 19: Advanced Agentic Finance Architecture.

Customers interact via a chat-based SuperApp or web interface with Al assistants
(personal finance agent, Shariah advisor, etc.). These agents use an in-house LLM model
(running on NQRust-SecureGPU clusters managed by LLMOps) to understand queries
and formulate actions. Agents are deployed in isolated MicroVM sandboxes, and all their
actions go through a Policy Guard and Identity gateway. e.g., if an Al agent needs to
transfer money, it calls a secure ZeroCode APl which uses NQRust-Identity to ensure the
agent (on behalf of that user) is authorized. The agent also has access to a knowledge
base (vector database of financial info, bank FAQs, Shariah rulings) to augment the LLM'’s
knowledge. NQRust-Enclave is used for highly sensitive data processing by the LLM
(ensuring privacy of inputs/outputs).
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Every agent action is logged (via PolicyGuard) and monitored by NQRust-Insight for
anomaly or policy violations. A separate ProcessAgent can handle internal automations
(like executing a trade or optimizing treasury operations) under similar guardrails. This
whole agent platform thus provides autonomous services while maintaining oversight,
compliance (including shariah compliance enforced by the advisor agent’s training and
rules), and data sovereignty (all Al runs in the bank’s controlled infrastructure).

In this architecture:

* Sovereigh LLM Model & Infrastructure: At the heart is the LLM (or multiple LLMs) that power
the agents’ natural language understanding and generation. These models are hosted on-
premises in the bank’s secure data center or a designated Al Appliance. NQRust-LLMOps is
used to fine-tune and manage these models. For example, the bank may take an open-
source base model (like Llama 2) and fine-tune it on their proprietary data: transcripts of
past customer interactions (for style), Islamic finance Q&A, product information, etc. They
might produce a specialized model for Sharioh advice that's fine-tuned on Islamic
jurisprudence texts and previous fatwas (ensuring it won't give haram advice). Another
model might be tuned for general customer service (account info, etc.). LLMOps will handle
updating these models as new data comes (continual fine-tuning, versioning, rollback if
needed). All model serving is done on NQRust-SecureGPU — necessary because these
models require serious compute. SecureGPU ensures even at peak loads (say many users
chat at once), the GPUs are utilized efficiently by partitioning and scheduling, lowering the
cost per interaction. Also, if multiple models run (maybe the Shariah model and the generall
model concurrently), they can share GPUs without conflict. Running these in enclaves (as
shown, LLM calls can go through EnclaveExec) ensures that any sensitive prompt or chat
content remains confidential at runtime, so even privileged admins can’'t snoop on a user’s
conversation with their Al advisor — important for privacy compliance and building trust in
the service.

* Al Agent Instances: Instead of one monolithic bot, the system spawns Agent instances for
tasks or users. For example, when a user opens their super-app and starts interacting, an
instance of the Personal Finance Al Agent (AlAssistant) is allocated to them (or one per
session). These agents maintain context (some ephemeral memory about the user's
situation within the conversation, possibly stored in a vector DB as embeddings). They
might also access longer-term knowledge via AgentMemory — which could be a vector
database or knowledge base containing product details, policy documents, previous
interactions. For example, if the user asks "What's the last advice you gave me?" the agent
might fetch from memory. Agents themselves run in MicrovVM sandboxes (AgentVMs) to
isolate each session for security — one user's agent can’'t see another’'s data, and if an
agent were to malfunction or be manipulated by malicious input, it's contained and can be
shut down without affecting others or the core system. They communicate with the LLM
model (likely via an API call to a model server). The ProcessAgent is an internal kind of agent
which might not interact with a user but rather triggers from events (like an end-of-day
process triggers an agent to reconcile accounts or an agent monitors market data for
triggers). It similarly uses LLM for reasoning or instruction following if needed and then
executes tasks.

* Policy Guardrails & Identity Delegation: A critical piece is the PolicyGuard and Identity SSO
integration. Every action an Al agent wants to perform beyond just chatting - e.g., “transfer
$500 to my friend” — must go through the bank’s secure APl gateway. We use NQRust-
Identity to manage delegated credentials for agents. That is, when a user initiates an agent
and approves it to act, the system issues an OAuth2 token to the agent with specific scopes
(like “allowed to transfer up to X amount from accounts A and B”, “allowed to fetch account
info”, etc.). The agent includes this token when calling ZeroCode APIs (e.g., a “TransferFunds”
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* APl on the gateway). NQRust-Identity then validates and authorizes that call as if it were the
user, but constrained by scope. If the agent tries something outside scope (maybe due to a
prompt hack or bug), it's denied by Identity’s policy enforcement — ensuring security.
Additionally, the PolicyGuard component implies there are certain hard-coded rules and
real-time audit logging for agent behavior: e.g., an agent cannot do more than 3 large
transactions without additional verification, or at any agent action it might insert an
explanation step or a confirmation to user if policy says so (like “This is a large transfer,
please confirm Y/N”). PolicyGuard logs every attempt and outcome to Insight and an audit
log, creating a trail for internal audit and regulators. If an agent attempts something
disallowed, it could trigger Insight to alert an admin or auto-shutdown that agent’s session
(anomaly detection). These guardrails ensure that even though agents have some
autonomy, it's bounded by compliance rules (which can encode regulatory requirements
like no sharing of customer data outside permitted context, etc.)

e User & RM Interfaces: On the front-end, the user interacts via a chat interface in their
mobile app or online — this leverages the LLM to parse requests. For example, user says
“Help me plan for Haijj” (Islamic pilgrimage savings). The ShariahAgent might chime in with
a plan or suggest an Islamic savings product. If the user says “open that account for me,”
the agent orchestrates the API calls to do so, again through Identity (basically performing
an action that normally the user would do through Ul, now done by an agent through APIs —
effectively what some call “conversational banking”). There might also be Relationship
Manager (RM) Portal where human RMs can oversee or collaborate with Al advisors for
high-net-worth clients. For example, an RM could see what advice the Al gave and tweak or
approve it. The Al could summarize client data for the RM (“this client’s top concerns are X, Y
based on chats”). This synergy can boost RM productivity — an RM can handle more clients
with Al doing first-level work, aligning with the agentic concept of multiplying workforce.

¢ Integration with Core & Third-party Services: Using NQRust-ZeroCode, the bank will have
exposed many services as APIs (from Solutions 1 & 2). The Al agents rely on these to do
anything transactional or data-fetching. Some might be internal (Core banking actions),
others could be external — e.g, if the Al agent wants to pull the user’s credit card statement
or investment portfolio, it calls the respective AP If it needs to fetch external info (like
current stock prices or a zakat calculator from a trusted external source), those can be
accessible via curated FintechAPIs. Each such call goes through Identity (ensuring the
agent’s token has access to that resource for that user). This granular gating is crucial to
prevent Al from overreaching. Also, ZeroCode’'s benefit is if new integrations are needed
(say connecting to a government e-wallet or digital ID system for verification mid-chat), it
can be built quickly and offered to the agents.

¢ Insight Monitoring & Continual Improvement: NQRust-Insight plays a big role in
monitoring the behavior of these Al agents and the LLMs. It can track metrics like: number of
agent sessions, success vs failure of tasks, unusual patterns (maybe an agent that
repeatedly triggers denials could indicate either malicious user input or a flaw), system
performance (LLM response times, GPU loads). If an agent makes a recommendation and
later an outcome is bad (e.g, customer complains “bad advice”), that can be logged and
used to refine the model or policies. The bank likely runs a continuous training loop: data
from agent interactions (sanitized) goes back into improving the models via LLMOps
(subject to compliance - likely using enclaves for any training on real data). This
continuous learning means the Al's advice quality and accuracy should improve over time
(especially as it learns more about user preferences, etc., possibly storing user profiles in
that vector DB memory with consent). Insight might also monitor that agents remain
compliant with Shariah principles — maybe a separate rule in Insight flags if an agent
output contains prohibited terms or actions.
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e Use of Agents in Internal Automation: The architecture includes a “ProcessAgent” which
indicates the bank can also use agentic Al for internal operations. For example, an Al agent
monitors logs and when it sees an anomaly (like via Insight's feed), it might attempt a
resolution (like auto-scaling resources or restarting a service) acting as a Level 1 ops agent.
Or in a risk scenario, an Al agent might automatically hedge a position if certain thresholds
met (with oversight). These internal agents also use LLM for decision-making if needed (like
analyzing free-text logs or news), and they execute actions via APIs with a special privileged
identity token that only allows specific tasks (again using Identity to sandbox what they can
do). This can dramatically speed up response times and relieve employees of routine tasks.

Overall, this architecture is bleeding-edge — it essentially treats the bank’s systems as an
environment in which Al agents operate to serve customers and automate tasks, all under
strict human-defined policies. It merges the conversational prowess of LLMs with the
transaction capability of the bank’s digital infrastructure, in a way that's controlled and
auditable.

5.3 Use Cases & Business Scenarios (Advanced Solution)

Short-Term (0-6 months): Launch of pilot Al-driven services with careful monitoring and
hybrid human-Al approach.

Al-Powered Personal
Islamic Finance Agent
Financial for Wealth
Advisor Customers

Al Customer
Service
Concierge

Characteristic
Target Audience Retal hwildo Affluent Clients All Segments

oa Shariah-compliant Portfolio updates Task automation
@oo K‘y Fummmy financial advice and advice and support

65 Initial Approach Pllo': with hytlmd Al integrated with Universal Al

Oulneomc

FO] aas. 10,000 customer. 30% active
|~ @| Metrics 1,000 new accoun 'AUM arows 5%

Figure 20: Advanced Solution Use Cases & Business Scenarios.

 Al-Powered Islamic Financial Advisor (Retail Banking) — An Islamic bank rolls out a pilot
“AskAl Shariah Advisor” in its mobile app. Customers can ask questions like “I have IDR 50
million; what's the best halal investment?” or “Calculate my zakat this year” or “lI need
financing for a car, what are my options?”. The ShariahAgent LLM, fine-tuned on Islamic
finance, provides answers referencing Shariah principles (for example, recommending a
mudharabah deposit or sukuk investment, calculating zakat based on provided info, etc.)
and can even simulate projections. If the user is interested in a product, the agent can
present it and initiate opening that product, guiding the wuser through steps
conversationally. Initially, to mitigate risk, the bank might have the Al provide advice with a
disclaimer and log the conversation so a human Shariah advisor can later review randomly
for quality. Outcome: This service differentiates the bank — it's like giving every customer a
personal Shariah finance advisor on-demand.
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e Customer engagement increases — metrics like time spent in app, number of inquiries
served (which otherwise might never have been asked due to lack of access to experts) go
up. Conversion of Islamic investment products rises as barriers to information are removed.
For example, within 6 months, 10,000 customers used AskAl, leading to 1,000 new Islamic
savings accounts and a 15% increase in uptake of sukuk (because Al could clearly explain
them to curious customers). Customer satisfaction among users is high (with surveys
maybe showing 90% found it helpful). Crucially, no compliance issues occur — thanks to
careful training, the Al gave correct info (the Shariah board perhaps endorses it as in line
with their fatwas). This puts the bank at forefront of digital Islamic banking and yields media
buzz (free marketing as well).

e Personal Finance Agent for Wealth Customers — A conventional bank's wealth
management arm introduces an Al assistant for affluent clients. The client can message
this assistant anytime to get portfolio updates (“How did my investments perform today?”),
advice (“Should I shift some funds from equities to bonds given market conditions?”), or
service tasks (“Schedule a call with my RM” or “Redeem my mutual fund”). The Al is
integrated with both internal portfolio data and market data. It gives quick answers (like
“Your portfolio is up 2% MTM. Given rising interest rates, consider moving IDR X from stock A
to sukuk B, as it aligns with your moderate risk profile.”). If the client says “execute that
move,” the agent can initiate the trade through the trading APl (with necessary
confirmations). Initially, major transactions might require an RM approval (the agent notifies
the RM who then clicks approve in their portal). Outcome: Clients feel they have a “24/7
financial butler.” This can improve retention — clients who engage with the Al might stick
with the bank because of the value-add. It allows RMs to handle more clients effectively
(the Al handles routine queries, summarizing portfolio for RM, etc.). Within months, say 30%
of wealth clients actively use the agent, and feedback is that it improved their
responsiveness. It directly can lead to more transactions (the agent's suggestions prompt
action clients might not have taken by themselves). Perhaps AUM (assets under
management) from clients using the agent grows 5% faster than those who dont,
attributing to proactive suggestions. The bank may also reduce calls to call-centers or RM
queries for basic info, saving some costs.

e Al Customer Service Concierge (All Segments) — A fintech or digital bank implements a
universal Al concierge on their platform. It not only answers questions but can perform tasks
across multiple products: e.g., a user asks “Increase my credit card limit” — the agent
gathers necessary info, runs a quick internal check via risk API (if pre-approved), and if
criteria met, processes the increase and informs the user. Or “I lost my card” — the agent
blocks the card and orders a new one through APIs, then advises steps. Essentially it's a
one-stop chat-based interface for all banking needs, replacing navigating menus and
forms. Outcome: Customer support costs drop as Al handles a big chunk of inquiries and
requests. The institution can handle growing user base without linearly growing support
staff. For instance, after 6 months, the Al concierge handles 60% of support volume with 90%
accuracy, only complex issues are handed off. This leads to faster service (issues resolved
in seconds via Al vs minutes/hours via human), improving NPS. The key measure — average
handling time or first contact resolution — improves dramatically for those queries. The bank
also saves money (maybe reducing need for an outsourced call center, saving a few
hundred thousand dollars yearly). Regulators like OJK, which encourage financial inclusion,
also appreciate that the bank is making services accessible (people can ask in natural
language, including those less literate with forms). Provided the bank logs and monitors
everything (which it does via PolicyGuard & Insight), regulatory compliance of service
quality is managed.
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Mid-Term (6-18 months): Expand Al agent capabilities, deeper integration, and increased
autonomy under confidence.

Collaborative
Al-Human
Decision
Committees

Autonomous Al-Driven
Characteristic Finance Takaful Claims
Management Processing

Al advises on
important internal
decisions

Al manages finances
based on pre-set

goals

Al automates simple
claims approval

Automatic Image analysis, Independent risk
investment, balance policy cross- assessment, pattern
optimization referencing

Figure 21: Mid-Term Al Agent Capabilities.

e Autonomous Finance Management (Retail) — The bank offers an “Autopilot” feature:
customers can allow the Al agent to automatically manage certain aspects of their
finances according to pre-set goals. For example, a customer sets: “Every month, if my
balance exceeds IDR X, invest the surplus in money market fund. And if stock Y falls by 5%,
sell it” The Al agent then actively monitors the account and market data. Using LLM
reasoning and maybe chain-of-thought, it can also optimize (perhaps advising tweaks to
the rules or picking the best fund). It executes these via APIs automatically. Another
scenario: the agent gradually moves idle balance to term deposits with best rates
(shopping across offerings). Mid-term outcome: This increases customer stickiness — once
an autopilot is managing their finances optimally, they are less likely to switch banks. They
also deposit more or consolidate funds to let the agent manage (thus bank gets higher
balances). The bank can even charge a small fee or higher tier for this service (a new
revenue stream, like Al-assisted account). Suppose 10% of customers adopt it, leading to a
measurable lift in average balances by 10% among them because their money is
proactively invested instead of sitting idle. Operationally, this is more complex so it's mid-
term, after establishing trust in simpler agent tasks. The bank monitors outcomes and finds
that on average autopilot users see better financial outcomes (like more savings interest
earned, etc.), which the bank can market.

e Al-Driven Takaful Claims Processing (Insurance) — An Islamic insurance (takaful) operator
uses an Al agent internally to automate claims approval for simple cases. A claimant can
interact via WhatsApp or app with an Al that collects details (“upload a photo of the
damage”, “please describe what happened”), the agent then cross-references policy
coverage and either approves instantly if rules criteria match or flags if something unusual.
It uses image analysis (maybe calling an Al vision model integrated via LLMOps or third-
party) to assess damage extent. Because it's agentic, it converses: it might ask follow-up
questions if info is unclear. Outcome: Claims cycle time for straightforward cases drops
from days to minutes. Customers are amazed (a common metric in insurance is NPS for
claims — this would boost it significantly). The company saves adjuster costs for those
cases. Perhaps 50% of motor claims can be auto-processed by Al agent by 1 year mark,
saving the company a certain number of work-hours and allowing human adjusters to
focus on complex claims.
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e With Shariah context, the agent ensures that any payout decisions align with takaful
contract terms — which might involve unique wording (fine-tuned into the model). Because
it's done in a controlled internal environment, compliance is maintained. This scenario
shows agentic Al not just in front-office but back-office mid-term.

e Collaborative Al-Human Decision Committees — For important internal decisions (like credit
committee or investment committee), an Al agent acts as an advisor in the meeting. By
mid-term, the institution trusts Al's analytical abilities enough to formalize this. For example,
for a corporate loan approval meeting, the Al (with access to all financials, news, credit
history via Lake and vector memory) presents an independent risk assessment and
recommendation alongside human analysts. It might point out patterns humans missed
(like subtle supply chain risk gleaned from news data). The committee uses this to inform
their decision. Over time, they find Al's perspective often valuable, maybe preventing a bad
loan or highlighting a growth opportunity. Outcome: Decision quality at top levels improves
(hard to measure directly, but could track that default rates on loans with Al input are
slightly lower, or returns on investments where Al advised are higher). It also speeds up
meetings (the Al report is ready instantly, reducing back-and-forth on data gathering). This
scenario indicates how Al gets integrated into core governance processes (with humans
still final authority).

Long-Term (18+ months): Full deployment of agentic finance paradigm across the enterprise
and ecosystem; institution possibly offers platform to others and continuously innovates.

Open Agentic Ecosystem R p—— Fintech requests Al
agent platform to
Mass Deployment of s"::'m"' monitors
Al A Int I transactions for
utonomous Agents Internally s
Regulatory Embrace & | mn':: m"
Standard Setting guidelines national boards

Figure 22: Long-Term Agentic Finance Paradigm.

» Open Agentic Ecosystem (B2B2C) — The bank exposes parts of its Al agent platform to
partners. For instance, via open banking, a fintech can request an “Al advisor” for its user
that interacts with the bank’s platform behind the scenes (like Banking-as-a-Service, but
Al-as-a-Service). The user of the fintech might say “what's my spending across all
accounts” and the fintech’s app uses the bank’s Al to compile if the user consents linking
those accounts. The bank thus becomes an Al service provider, not just a financial product
provider. They might monetize API calls of the Al or use it to drive more users to their
ecosystem. If regulations allow, they could even offer the Al platform to smaller Islamic
banks who don’'t have means to develop such advanced Al — as a white-label service (like
an Al agent that can be tuned slightly per bank’s products). Outcome: This sets the bank as
a leader in the industry; they might secure partnerships and fee income. For example, by
year 3, they have 5 partner companies using their Al advisory via API, bringing in new
accounts or fees. It could align with national agenda of boosting fintech — the bank
providing Al utility to fintech startups fosters innovation while ensuring things stay in a
regulated umbrella (the bank manages compliance of Al, which regulators might prefer
rather than unregulated Al advice).
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e Mass Deployment of Autonomous Agents Internally. Long-term, the bank might have
dozens of specialized agents taking care of tasks. E.g., Compliance Agent that continuously
monitors all transactions and chats to see if any regulatory breaches (like sanction hits)
and auto-escalates; DevOps Agent that self-optimizes infrastructure; HR Agent that can
answer employee queries about policy and even manage some hiring processes. This
essentially transforms the organizational operations with Al at many junctures, driving
efficiency and consistency. The bank’s culture would adapt to working alongside Al in
almost every department. Outcome: Possibly the bank can operate at a larger scale
without linear staff growth — maybe they double customers but only 20% increase in staff
because Al agents amplified productivity. This obviously improves cost-income ratio,
competitive positioning, etc.

* Regulatory Embrace & Standard Setting: After proving the concept and managing risks, the
bank works with regulators to set guidelines for Al agent usage. Possibly OJK or Bank
Indonesia publishes new rules for Al in financial services, and this bank’s implementation is
cited as an example. The Shariah advisory Al might be recognized by national Shariah
boards as a valid tool (maybe even they certify its figh compliance). This would be a big
success externally — the bank becomes known as a pioneer (in media, at conferences). It's
intangible but contributes to brand value, which in a competitive market can drive
customer preference (especially younger tech-savvy customers will gravitate to the bank
known for innovation). By aligning with regulators early (showing logs, safety measures,
etc.), the bank ensures no nasty shutdown of services due to regulatory fear; instead it
shapes the narrative.

At the extreme end, one could imagine the bank’s CEO saying they run a “self-driving
bank” where many processes are autonomously managed under human supervision —

lowering error rates, scaling faster, and focusing human talent on strategy and
relationships. This scenario is futuristic but within reach given the building blocks
assembled.

This Advanced solution thus yields a range of benefits that are somewhat unprecedented in
banking:

5.4 Business Impact (Advanced Solution)

Implementing the Agentic Finance & Sovereign LLM solution can be transformative, yielding
strategic advantages that significantly differentiate the institution. Key impacts include:
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Figure 23: Business Impact.
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e Unmatched Customer Experience & Growth in Engagement: By offering Al-driven
personalized services (essentially each customer gets a private banker or advisor, available
24/7), customer satisfaction and engagement leap to new highs. This can be measured by
increased app usage (e.g., session lengths double due to conversational interactions),
higher product per customer ratio (as the Al proactively cross-sells appropriately -
perhaps increasing cross-sell by 20-30% because it constantly identifies needs), and
improved customer retention. Customers who use the Al advisor may show significantly
lower churn because they're receiving continuous value. A better experience directly ties to
revenue: engaged customers take more products and refer friends. If the NPS of Al users is,
say, +50 vs +30 for non-users, that is enormous in banking terms. Over time, as trust in the
Al grows, the bank might attract new customers just for this feature (like people switching to
this bank because it has the best financial assistant) — a competitive moat that is hard for
others to replicate without similar investment. This addresses top-line growth directly.

* New Revenue Streams & Upselling: The advanced solution enables revenue in ways
traditional approaches couldn't. For instance, the autopilot feature or premium Al insights
can be offered as a subscription or as part of a higher-tier account (monetizing Al directly).
Also, the partnership B2B services (Al-as-a-service to fintechs or smaller banks) can
generate fee income. The bank could charge per API call or a fixed fee for white-label Al
agent services. While hard to quantify initially, in the long run this might become a
significant line of business. Additionally, better advisory and timely nudges by the Al lead to
increased AUM in investments, more loans taken when beneficial for customer (the Al might
encourage a mortgage when the user is ready, capturing that business before they shop
elsewhere), and reduction in dormant accounts (because the Al re-engages people). These
all feed revenue - e.g, a modest 5% increase in conversion of product upsell (due to Al
suggestions) could translate to large absolute numbers across a big customer base. If a
million customers each take one extra product, the revenue impact is huge.

» Operational Scale & Efficiency: With agents handling myriad tasks, the institution can scale
operations with minimal marginal cost. It's like having a virtual workforce. For example, if
each Al agent session does the work equivalent of a few minutes of a human agent’s time,
across millions of interactions that's like thousands of full-time employees of work handled
by Al. This prevents the usual costs that come with growth (hiring, training, physical
infrastructure for more staff). It's feasible that the bank could double its customer base
without significantly increasing headcount in service or ops — a dramatic improvement in
cost-to-serve. A well-known metric is customers per employee; this could increase
substantially, maybe making the bank among the best in the region on that metric. That
translates to a better cost-income ratio (if cost-income was 50%, maybe it drops to 45%
with these efficiencies, boosting profit margins). Areas like customer support might see a
reduction in human workload by as high as 60-70%, enabling restructuring or retraining
staff for higher value roles (some cost savings, some reallocation). Another angle: swift Al-
driven processes mean quicker turnaround on many activities (account opening or loan
disbursement times shrink further from hours to minutes or instant in many cases), which
drives business velocity (more cycles of business can be done in same time). The value of
being fast is customer satisfaction and sometimes direct financial (like being able to close
more loans in a period because each is processed faster, thus earning interest sooner).

 Innovation & Brand Leadership: Quantitatively harder, but being recognized as the first
mover in Al agentic finance yields brand value that can attract customers, talent, and
possibly higher valuation (investors often reward innovative banks with a premium). The
bank could enjoy free media coverage as the “Al-driven bank” or “the bank with the Shariah
Al scholar,” which in marketing terms would cost a lot to build otherwise. If 10% more
prospective customers consider this bank over competitors due to its innovative services,
that feeds into growth numbers.
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e There's also the angle of tech partnership opportunities — big tech or telcos might partner
with this bank to integrate financial agents in their ecosystems (e.g., a voice assistant
integrating the bank’s Al for finance queries — expanding reach). Such partnerships can
yield new customer acquisition at lower cost (since partners funnel customers).

 Resilience & Compliance in Al era: By building the Al in a sovereign, controlled way, the
bank mitigates the risk that many others will face in the Al era — that of compliance
breaches via Al or overreliance on external Al services that could violate privacy. The
solution ensures data never leaves the bank’s secure environment (addressing PDP Law
concerns), and that all Al decisions are auditable. This avoids regulatory pitfalls. If
regulators become wary of Al, this bank can demonstrate its robust governance (audit trails
for every agent decision, a kill-switch and human oversight in place, etc.), likely avoiding
heavy-handed restrictions that could hit less prepared competitors. It thus can continue
reaping Al benefits while others might be forced to throttle theirs due to compliance issues.
Also, memory-safe and secure infra reduces risk of any Al causing security incidents. So
they likely won't suffer a headline-grabbing Al-related breach (like some banks did when
employees put secret data into ChatGPT - here, data stays encrypted in enclaves, etc.).
Avoiding one big compliance failure or data breach saves not just fines but reputational
harm that could lose customers.

¢ Human Capital Leverage: This solution doesn’t eliminate humans — it augments them.
Relationship managers handle more clients effectively (maybe each can handle 20% more
clients due to Al support, increasing revenue per RM), compliance officers review Al findings
rather than raw data (so each officer's coverage increases, maybe one officer can do the
work of what used to take two). This leverage means the bank can grow without a
proportional increase in specialized talent, which is a big competitive edge because such
talent is expensive and sometimes scarce (e.g, trained Shariah advisors, risk analysts — the
Al helps them cover more ground). The quality of decisions may even improve as Al
provides second opinions or catches things. It's akin to a high-performance organization
where Al is like Iron Man’s suit for each employee, making them far more effective. Over
time, the bank can retrain staff for more creative tasks since Al handles grunt work — ideally
improving employee satisfaction too (less boring tasks). Happy, less strained employees
can also be more productive (less burnout, errors).

@0 @

From a C-level viewpoint for this solution:
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Figure 24: C-level viewpoints.

e CEO: Achieves a visionary goal — the bank is not just another bank but a tech-forward
institution. Growth can accelerate as Al-driven offerings attract new segments (like younger
users who want digital assistance, or busy professionals who want autopilot finances). The
CEO can also envision international expansion by leveraging Al services remotely (maybe
offering advisory in regional markets without full branch presence, since Al can scale). Also,
the bank’s valuation could increase as it is seen akin to a tech company in some ways (the
market might reward the expectation of efficiency and growth potential).
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« CMO (Marketing): Gets a huge differentiator to promote. Customer acquisition cost might
drop because the unique service generates word-of-mouth and organic uptake. Marketing
can focus on experience rather than rates or fees. This intangible value proposition likely
appeadls to the emerging Gen Z customer base. The bank might gain a reputation that
drives long-term market share growth.

e CRO and Shariah Board: Interestingly, while giving Al autonomy could worry risk officers,
because it's done with so many controls (and the solution from Stage 2 is still underlying,
monitoring it all), they might find risk events actually go down (for instance, Al catches a
potential compliance issue with a transaction that a human might overlook). The Shariah
Board might initially be cautious, but if they are involved in training the Al, they’ll see it as an
extension of their work, ensuring Shariah compliance across many transactions
automatically. This could actually strengthen compliance — e.g., 100% of financing contracts
are checked by the Shariah Al agent for any prohibited element, which is something
humans couldn’t do at scale. So ironically, giving some control to Al under supervision
might lead to more consistent risk management.

* CFO: Sees a path to improved financial metrics — revenue up, costs down, capital usage
optimized. The initial investment in infrastructure and development is significant, but the ROI
could be enormous, albeit realized over a longer horizon. They will model scenarios of cost
avoidance (like how many hires we didn't need to make) and revenue increase due to
higher cross-sell and retention. Likely, they'll find it compelling, especially if Stage 1 & 2
successes provide confidence. Over a 3-5 year period, this could add significant
percentage points to ROE (return on equity) by boosting income and controlling cost, which
is a board-level metric.

e CTO/CIO: Achieves what is perhaps a pinnacle project — creating a robust Al platform in-
house. The tech organization would have to grow new skills (NLP, ML ops), but being on
NQRust and integrated in one stack probably eased a lot of the engineering complexity (not
stitching together too many vendors). They can now maintain and improve the platform,
rather than relying on external closed Al platforms, which is a strategic win (flexibility, no
vendor lock-in costs creeping in). The CIO also ensures compliance by design in tech, which
is often a concern — here the system itself enforces many compliance aspects
automatically (like data never leaves, logs are there, etc.). This might reduce external audit
findings on IT, etc.

In summary
TS .

the Advanced solution positions the institution at the frontier of finance, with significant
long-term payoffs. It's not just about immediate cost or revenue (though those are there in
upsell, efficiency, etc.), but about creating a self-driving enterprise that can dominate in
customer experience and operational excellence. The advantages are multiplicative: each
satisfied customer yields more business and referrals, each automated process saves
money and speeds things up, and each insight from Al potentially avoids a risk or captures
an opportunity that others miss. Aligning this with national and ASEAN priorities: digital
innovation, improved financial literacy (the Al advisor can educate masses about finance
and Shariah), and Indonesia being a global hub for Islamic finance and fintech - it's spot
on. The bank could become a poster child for Indonesia’'s tech-driven finance vision,
possibly influencing policy but also gaining any incentives or support that come for such
initiatives.
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This level of strategic advantage is hard to quantify fully, but one could say it sets the
institution up for sustainable leadership. If competitors eventually try to follow, the first mover
will have massive data and learning advantages (the Al will have learned from millions of
interactions by then, a moat others can't easily replicate, plus brand trust built up). So, from a
boardroom perspective, this solution isn't just an IT project, it's a reinvention of the business
that could ensure the institution’s relevance and success for the next decade and beyond, even
as Big Tech and fintechs encroach on banking — because it essentially beats them at their own
game (using Al and data at scale, but with the regulatory and trust strengths of a bank).

6. Conclusion

Finance is entering a new era where Al and advanced infrastructure will separate leaders from
laggards. Through the three solutions detailed — Entry-Level Digital Foundation, Growth-Stage
Al Risk Management, and Advanced Agentic Finance — we have demonstrated how Nexus
Quantum’s NQRust product suite can holistically address the finance industry’s challenges and
objectives at each maturity stage. By leveraging NQRust's secure, Rust-powered stack (from
Hypervisor and MicroVM isolation to LLMOps and SecureGPU acceleration), institutions can
achieve:

Inefficient Resilient
: p Implement : :
Financial Financial
h NQRust ;
Operations Operations
Slow, costly, and risky Fast, cost-effective, and
compliant
Digitize services with Automate tasks, reduce Personalized, instant, Maintain control, adapt
compliance fraud context-aware services rapidly

Figure 25: NQRust: Secure Al for Financial Institutions.

« Digital Transformation with Compliance: Rapidly digitize customer services (from
onboarding to support) while embedding regulatory compliance (PDP data protection, OJK
reporting) and Islamic finance principles from day one. This ensures growth and innovation
do not come at the cost of governance — a non-negotiable in finance.

 Al-Driven Intelligence & Efficiency: Turn data into insight and action through Al — reducing
fraud and losses, automating compliance checks, and empowering employees with tools
that amplify their productivity. The result is a more resilient operation, significant cost
savings, and improved risk-adjusted performance, evidenced by ROl figures in the
hundreds of percent for key components.

e Superior Customer Experience & Inclusion: Provide personalized, instant, and context-
aware financial services via conversational Al and proactive agents. This not only delights
existing customers (leading to higher retention and product uptake) but also expands
reach to new segments (young digital natives, underbanked populations through digital
outreach, etc.), supporting national inclusion and literacy goals.

* Strategic Agility & Sovereignty: With NQRust, banks and insurers maintain full control over
their infrastructure and data — avoiding vendor lock-in and ensuring data sovereignty
(critical under UU PDP and for Shariah-sensitive data). They can adapt the platform to
evolving needs (new regulations, new Al techniques) rapidly due to its unified, open-
standards approach. This positions them to seize new opportunities (like Banking-as-a-
Service, ecosystem partnerships) faster than less agile competitors.
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Implementing these solutions is a journey — starting with foundational digital capabilities, then
layering advanced analytics, and finally injecting autonomous intelligence. Each step builds on
the previous, de-risked by prior gains (for example, the confidence and governance
frameworks established in Stage 2 pave the way for Stage 3). Nexus Quantum’s NQRust suite
provides a modular yet integrated toolkit to support this journey end-to-end, proven by the
reference metrics and case studies we've cited (e.g., **95-97% faster processes, 83% cost
reductions, and >600% ROl on data infrastructure).

For board-level stakeholders, the message is clear: investing in this transformation is notanIT
cost, but a strategic imperative that yields competitive advantage, resilience, and new
growth. The financial industry is at an inflection point similar to what “digital banking” was a
decade ago - today, it's Al-first and trust-first finance. Those who act decisively will capture
market share and set the benchmarks for customer-centric, intelligent financial services; those
who don't risk obsolescence as policy and customer expectations outpace them.

Indonesia and ASEAN’s dynamic markets, with their mix of youthful demographics, mobile-first
behaviors, and strict regulatory standards, are fertile ground for these innovations. By adopting
the approaches outlined in this whitepaper, a financial institution not only aligns with OJK's
digital transformation roadmap and the government’s vision for a modern Islamic finance hub,
but indeed helps shape the future of finance in the region.

In conclusion, Nexus Quantum’s NQRust product suite empowers financial institutions to leap
into the future — delivering smarter, faster, and safer financial services. The technology is
ready, the use-cases are validated, and the path to implementation is clear. It is now up to
leadership to seize this opportunity, turning these blueprints into reality. The result will be a
financial institution that is technologically superior, operationally efficient, regulatorily
compliant, and primed for sustained success in the digital economy.
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