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Industry Solution: BUMN

1. Executive Summary

Indonesia’s State-Owned Enterprises (Badan Usaha Milik Negara, BUMN) are entering a pivotal
digital transformation era under the oversight of Danantara Indonesia, the new sovereign
wealth fund formed in 2025 to revitalize SOE management. With IDR 13.5 quadrillion (USD ~$900
billion) in assets, Danantara now directly controls over 50 major SOEs, aiming for 8% GDP
growth by driving operational efficiency, transparency, and innovation. Key national initiatives
- the Digital Government Blueprint (SPBE) per Presidential Regulation 95/2018, the Personal
Data Protection Law (UU PDP 2022), and the National Al Strategy 2020-2045 — mandate SOEs
to modernize services, integrate data, and leverage Al, all while upholding data sovereignty
and governance standards. Global benchmarks like Singapore’s GovTech and India’s Digital
Public Infrastructure (India Stack) demonstrate how a unified digital ecosystem (e.g. national
ID, payments, data exchange) can yield massive efficiency and service quality gains (India’s
Aadhaar digital ID unified multiple IDs and enabled paperless e-KYC, driving financial inclusion;
UPI handles 10+ billion transactions monthly, transforming digital payments). Indonesia’s vision
is similar: sovereign, inclusive digital infrastructure to power public services and Al-driven
growth through 2035.

Nexus Quantum’s NQRust Platform is an integrated technology stack engineered for this
mission-critical context. Built on the Rust programming language, NQRust emphasizes
performance, security (memory-safe by design), and openness to align with Indonesia’s
goals of digital sovereignty and resilience. The platform comprises modular components —
LLMOps, Zerocode, BPMN, Lake, Storage, HV (Hypervisor), Enclave, SecureGPU, Insight,
Identity, FleetMgr, and more — which together provide a full-stack solution from hardware to
application. This whitepaper maps each NQRust component to specific industry pain points
and strategic priorities in Indonesia’'s BUMN environment (2024-2026), and presents three
solution architectures for different maturity levels:

BUMN g = Digitalized BUMN
Digitalization ot D = Environment
Challenges S ‘ ‘

Secure Data Integration Analytics-Driven & Zero- Sovereign Al
& Digitization Trust Modernization Infrastructure & Public
Service Transformation

Strategic priorities

Pain points in SOE achieved in 2024-2026

environment

Figure 1: NQRust Solutions for BUMN Digitalization.

e Entry-Level: Secure Data Integration & Digitization — focusing on basic interoperability,
process automation, and compliance for SOEs just beginning their digital journey.

e Mid-Level: Analytics-Driven & Zero-Trust Modernization — focusing on advanced analytics,
unified operations, and zero-trust security for SOEs with moderate data maturity.

e Advanced: Sovereign Al Infrastructure & Public Service Transformation — focusing on
confidential computing, Al-powered services, and national-scale digital infrastructure for
leading SOEs and cross-sector initiatives.

Each solution is structured by: 1. Problems & Challenges, 2. Solution Architecture (with
Mermaid diagrams), 3. Use Cases & Business Scenarios, and 4. Business Impact. All solutions
are aligned with Indonesia’s near-term modernization agenda (to 2026) and long-term
ambitions (2027-2035), including SPBE mandates for integrated e-government, the national Al
roadmap’s focus on sovereign Al infrastructure, Danantara’s transformation objectives, and
global best practices.
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Industry Solution: BUMN

The goal is to equip policymakers, C-level executives, technical leaders, and public-private
partners with a rigorous, boardroom-ready blueprint for leveraging NQRust in strategic
enterprise planning, procurement, and innovation roadmaps.

2. NQRust Platform Components Mapped to BUMN Needs

Indonesia’s SOEs face unique operational challenges — fragmented legacy systems, siloed
data, manual processes, compliance demands, cybersecurity risks, and a talent gap in
advanced IT — all under heightened public scrutiny. Below we map NQRust's key components
to these pain points and national strategic priorities (Digital Sovereignty, ESG, Resilience, Al
Industrialization):

NQRust- NQRust-
NQR“'S" Analytics Enclave
NQRust-Lake Identity
Enhances analytics, Protects sensitive
Unifies data, speeds Secures access, simplifies IT data, ensures
up analytics reduces IT overhead operations privacy
jt Ao | R | &
{ . o
NQRust-HV NQRust-BPMN NQRust- NQRust- NQRust-
Modernizes Automates Zerocode SecureGPU FleetMgr
virtualization, processes, reduces Accelerates Optimizes GPU Simplifies hybrid
reduces costs ermors development, utilization, reduces cloud management
addresses talent costs
shortage

Figure 2: NQRust components mapped by their impact on pain points.

* NQRust-Zerocode: A zero-code development platform that allows visual drag-and-drop
creation of enterprise APIs, integrations, and backend services. Pain point addressed: acute
developer talent shortage and long software project cycles (18+ months traditionally). With
NQRust-Zerocode, business analysts and non-engineers can build applications 90%
faster than coding, integrating siloed systems via 200+ pre-built connectors. This directly
tackles interoperability issues in SOEs where each unit long built its own system, hindering
data exchange. By eliminating most manual coding, it also reduces bugs and security
vulnerabilities in new apps. Strategic alignment: Accelerates SPBE-driven digital services
rollout and reduces dependence on big IT vendors (supporting sovereignty). Also
contributes to ESG by cutting software development costs and effort (doing more with less
resources).

¢ NQRust-BPMN: A BPMN 2.0 compliant workflow automation platform for modeling and
executing end-to-end business processes. Pain point: Highly manual, inconsistent
processes across SOE departments (75% of processes require human intervention, causing
errors and delays). NQRust-BPMN standardizes processes in a universal notation, enabling
different units to collaborate on integrated workflows and eliminate redundant steps. Built-
in orchestration and integration allow connecting legacy systems seamlessly. This
addresses cross-agency coordination and auditability — the platform auto-documents
process flows and provides audit trails, reducing compliance risk. An Indonesian ministry
that adopted BPMN as a common language saw its SPBE e-government index jump from
“poor (1.8)" to “very good (3.6)” and cut process times ~45%, while citizen satisfaction rose
significantly - demonstrating the impact of workflow standardization on public services.
Strategic alignment: Supports bureaucratic reform and transparency (clean, accountable
governance per SPBE), and contributes to social ESG by improving service delivery and
reducing waste (28% operational cost drop in the case study).
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Industry Solution: BUMN

* NQRust-Identity: An enterprise identity & access management (IAM) platform offering
single sign-on (SSO), multi-factor authentication (MFA), and zero-trust policy enforcement.
Pain point: “Identity sprawl” — an average large enterprise may juggle 130+ separate
identity stores and logins, leading to user frustration, weak security (81% of breaches involve
compromised passwords), and high IT overhead (password resets comprise ~50% of
helpdesk tickets). NQRust-Identity unifies authentication across all apps (one login for all
services) and implements continuous verification (zero trust) to ensure only the right
people access the right data. It can integrate with existing directories (e.g. Active Directory,
SAML) and enforce compliance policies and audit trails automatically (100% of access
events logged). In BUMN contexts, this means employees, partners, or citizens access
multiple systems with a single trusted ID, aligning with goals of a unified digital ID and
MyGov services. Strategic alignment: Enhances cybersecurity resilience (zero-trust
reduces breach risk), ensures UU PDP compliance on access control, and improves
productivity (95% reduction in login friction). It also provides a foundation for public-private
digital identity integration (similar to Aadhaar's unification of IDs in India), promoting
social inclusion (one credential to access various citizen services).

* NQRust-Lake & NQRust-Storage: A Rust-powered Data Lakehouse platform and
distributed storage fabric that unify high-performance analytics with secure data
management. Pain point: SOEs often have disparate databases and slow Bl processes —
analytics that take hours or days, delaying critical decisions. NQRust-Lake provides a unified
repository for structured and unstructured data, optimized by Rust for query speeds 5-10%
faster than legacy systems. Meanwhile, NQRust-Storage (the underlying data fabric) is built
for Al-era workloads, supporting millions of IOPS, <100ps latency, and petabyte scalability
with 11x9’s data durability. Together, these components turn data from a “cost center” into
an asset — enabling real-time intelligence and 68% lower TCO over 5 years vs traditional
warehousing. For BUMNS, this means breaking down data silos: e.g. consolidating financial,
customer, and operational data in one platform, ready for analytics and Al. Strategic
alignment: Feeds data-driven decision-making (a pillar of Indonesia’s digital
government). It directly supports the National Al Roadmap’s call for improved infrastructure
and data readiness, including sovereign cloud storage. Efficient data storage also has ESG
benefits - NQRust's storage uses compression and deduplication to reduce storage
footprint by 50-99%, saving costs and energy (contributing to green IT and lower carbon in
data centers).

* NQRust-Analytics & NQRust-Insight: Tools for data analytics and infrastructure
intelligence built atop the data lake and cloud stack. Pain point: Many SOEs lack advanced
analytics capabilities and struggle with IT operations complexity as they modernize.
NQRust-Analytics provides business intelligence and Al analytics on the unified data (for
example, enabling pattern discovery, dashboards, and Al model outputs integrated into
decision workflows). NQRust-Insight is an Al-powered monitoring platform that addresses
“alert fatigue” and blind spots in modern cloud operations. It uses machine learning to
proactively detect anomalies, optimize resource usage, and automate incident response —
leading to up to 87% fewer incidents and 65% cost savings in IT operations. In practice,
these help BUMNs ensure their new digital infrastructure runs reliably (self-healing,
predictive maintenance) and that they can derive value from data (e.g. predictive
analytics for maintenance, fraud detection, customer segmentation). Strategic alignment:
Enhances public sector resilience by preventing downtime in critical systems and
optimizing resources (which also ties to environmental ESG - e.g. minimizing wasted server
capacity). It also supports Al industrialization, as Insight's anomaly detection and
predictive features rely on Al models themselves, embedding Al into daily IT operations (a
step toward autonomous infrastructure).
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* NQRust-HV (Hypervisor) & MicroVM: A memory-safe, next-gen virtualization layer built
on Rust (leveraging the open-source Cloud Hypervisor), enabling secure, lightweight VMs
(microVMs) and container integration. Pain point: Many SOEs still rely on legacy hypervisors
(e.g. VMware) that are expensive, slow, and potentially non-compliant. 70% of
infrastructure breaches stem from memory-safety flaws in hypervisors, and foreign-
controlled virtualization platforms raise data sovereignty issues under Indonesian
regulations. NQRust-HV eliminates these risks with Rust’'s no-buffer-overflow guarantee and
an open architecture audited by local security experts. It boots VMs in 100ms (100x faster)
than legacy VMs, enabling cloud-native elastic scaling. It also cuts total cost of ownership
by ~74% compared to VMware, avoiding exorbitant licensing fees. The NQRust microVM
technology (inspired by Firecracker-like isolation) provides “micro-segmentation” — highly
isolated runtime environments ideal for zero-trust architectures and running untrusted
code safely. For SOEs, adopting NQRust-HV means they can build a sovereign cloud on-
premises: one major digital bank using NQRust-HV across 3 data centers achieved 72% cost
reduction, 5x9's availability, and passed all audits with zero findings. A government ministry
deployed it to guarantee data residency in Indonesia with cryptographic proof and no
foreign vendor dependency. Strategic alignment: This directly supports digital
sovereignty (local control of critical infrastructure) and regulatory compliance (UU PDP's
requirement to protect personal data and keep certain data onshore). By drastically
reducing licensing costs, it frees budget for innovation (which Danantara can redirect to
local IT talent development). Also, by improving efficiency (100ms provisioning boosts
developer productivity by 40%), it accelerates digital transformation initiatives in line with
SPBE. Notably, NQRust-HV also reduces power usage — d telco edge deployment saw 60%
lower power consumption vs traditional virtualization — contributing to environmental
sustainability goals (green ICT).

* NQRust-SecureGPU: A GPU virtualization and isolation layer that enables secure muilti-
tenant use of expensive Al accelerators. Pain point: Al model training and analytics
demand costly GPUs (a single Nvidia A100/H100 can cost $30k), yet typical GPU utilization is
only ~20—-40%, with silos causing idle time. Sharing GPUs among teams or departments is
hard due to security (risk of data leakage between workloads) and performance
interference. NQRust-SecureGPU solves this by leveraging technologies like NVIDIA Multi-
Instance GPU (MIG) and AMD SR-IOV with Rust's safety to partition GPUs securely. It allows
up to 7% GPU “slicing” per physical GPU with hardware-level isolation. As a result,
organizations can achieve 85%+ average GPU utilization (versus 20-30% before), yielding
~3.2x better ROl on Al hardware. Crucially, it ensures ho data leakage across GPU workloads
(each slice runs in an isolated enclave of GPU memory), meeting compliance for multi-
tenant scenarios. For Indonesian SOEs, this means a shared “Al compute cluster” could be
safely utilized across subsidiaries or agencies — for example, a central GPU farm under
Danantara could dynamically allocate slices to a state bank’s Al project and a power
company'’s analytics, without either seeing the other's data. Strategic alignment: Supports
the National Al Strategy by maximizing limited Al infrastructure and making high-end
compute accessible to more projects (the roadmap calls for expanding HPC and GPU
capacity in sovereign data centers). Economically, the 75% cost reduction in GPU
infrastructure allows more Al projects within the same budget. This also feeds into ESG
(efficient use of energy-intensive GPU resources — doing more Al with fewer physical GPUs
lowers energy per Al task). Finally, it underpins Al industrialization by enabling real-time Al
services (NQRust-SecureGPU + LLMOps can power low-latency inference at scale, turning Al
from experiment into production driver).

* NQRust-Enclave: A unified confidential computing framework that allows running
sensitive code and data in secure enclaves (Trusted Execution Environments) across CPU
and GPU hardware.
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¢ Pain point: Certain BUMN use-cases require processing highly sensitive or classified data
(e.g. citizen personal data, healthcare records, inter-agency data sharing) where even
internal admins or cloud providers should not have access. Traditional systems can encrypt
data at rest and in transit, but not during computation, leading to potential leakage when
data is being processed. NQRust-Enclave addresses this by supporting hardware TEEs (Intel
TDX, AMD SEV-SNP, and NVIDIA H100 Confidential Computing) with a consistent APIL. In an
enclave, data remains encrypted in-use, and even OS or hypervisor administrators cannot
peek into the execution. NQRust-Enclave provides <1256ms enclave startup and minimal
performance overhead (~2-5%), making it practical for real workloads. It supports remote
attestation (cryptographic proof of enclave integrity) and multi-party key management for
collaborative scenarios. For example, two SOEs (or a SOE and a private partner) can jointly
train an Al model on combined datasets without either party seeing the other’s raw data,
satisfying stringent privacy regulations. Strategic alignment: This is a cornerstone for data
sovereignty and privacy — enclaves can ensure compliance with UU PDP by technically
enforcing that personal data is only processed in approved ways (the system can
demonstrate compliance via attestation). It enables cross-agency analytics and Al (e.g,
public-private partnerships where data sharing is needed but trust is low). In the national
Al roadmap context, confidential computing is crucial for sectors like healthcare and
finance to adopt Al (e.g., federated learning on medical data was cited as a use-case).
Additionally, enclaves strengthen public sector resilience by mitigating insider threats and
espionage risks (foreign cloud concerns are alleviated if workloads run encrypted even on
external infrastructure). Indonesia’s government has recognized this need — future-state
roadmaps include confidential computing and quantum-safe security by 2027+ - and
NQRust-Enclave provides an immediate path to those capabilities.

¢ NQRust-FleetMgr: A unified cloud orchestration and management plane designed for
Indonesia’s multi-platform reality. Pain point: Enterprises are struggling with hybrid
complexity — one tool for VMs, another for containers, another for Al/ML workflows, etc. The
average organization juggles 5+ different orchestration tools, resulting in integration
nightmares, underutilized resources, and steep skill requirements. NQRust-FleetMgr brings
“one control plane for all workloads” — it can manage Kubernetes clusters, NQRust-HV
microVMs, serverless Al jobs, and even edge nodes from a single dashboard. It includes an
intelligent scheduler that optimizes placement (e.g., schedule an Al microservice to either a
container or a microVM with GPU depending on policy), and it has built-in Indonesian
compliance automation (ensuring workloads meet data residency or audit requirements
by design). By unifying operations, FleetMgr can cut operational costs by ~70% and improve
deployment speed by 95% (from weeks to hours). For BUMNs, this means easier
management of their growing cloud environments — e.g., Telkom could use FleetMgr to run
its 5G microservices and enterprise IT on one platform, or Danantara could offer a central
orchestration service for multiple SOE clouds (with isolation boundaries intact). Strategic
alignment: This component underpins efficient governance of IT (a Danantara objective is
to increase efficiency of assets). It also ensures compliance-by-default — FleetMgr's “100%
compliance automation for Indonesian regulations” means audit trails and residency
controls are inbuilt, aiding SPBE’s goal of accountable e-government. It supports public-
private partnerships by simplifying how private cloud providers or partners can integrate —
e.g. it could interface with local cloud providers to enable hybrid deployments, aligning with
Danantara’s push for collaboration with global tech firms like Oracle for Al and data
sovereignty solutions. Ultimately, FleetMgr's consolidation of tools contributes to
sustainable operations (less fragmented infrastructure = less duplication and energy
waste, aligning with ESG's efficiency and the Al roadmap’s mention of green data centers
via PPP).
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All these components form a cohesive NQRust ecosystem engineered to meet BUMN
requirements in a modular way. In the next sections, we present three solutions
combining these components to address (a) entry-level digitization, (b) mid-level
modernization, and (¢) advanced Al-driven transformation. Each solution will detail the
specific problems it solves, the architecture (with NQRust components’ roles), practical
use cases in the Indonesian SOE context, and the tangible business impacts linked to SOE
board KPIs (cost reduction, service level improvements, revenue growth, risk mitigation,
ESG outcomes, etc).

3. Solution 1: Entry-Level - Secure Data Integration & Digitization

3.1 Problems & Challenges

Many Indonesian SOEs in the entry-level maturity stage are grappling with basic digitalization
hurdles. Key challenges include:

Siloed Systems &

gé Incomplete
Digitization

Duplication of Work

Digital Sovereignty j

ESG Commitments Inconsistent Data

Slow Turnaround
Times

Cybersecurity j Digitalization
UU PDP Challenges in

Indonesian SOEs Human Errors

Skilled Developers
Budgets

Common Data
Standards

APls
Figure 3: Challenges in Digitalization of Indonesian SOEs.

* Siloed Systems & Incomplete Digitization: Business data is scattered across legacy
applications, spreadsheets, even paper archives, with little integration. Different divisions or
subsidiaries operate in silos, resulting in duplication of work and inconsistent data. A real
example is a ministry that had 47 separate systems for its units, zero data integration, and
required citizens to navigate multiple unconnected channels. This fragmentation leads to
inefficiency and poor service experience.

e Manual, Paper-Based Processes: Critical workflows (e.g. approvals, reporting,
procurement) often rely on emails, spreadsheets, or manual paperwork. This causes slow
turnaround times, human errors, and lack of audit trail. Over 75% of processes may still
involve manual steps in such organizations. Compliance and transparency suffer as a
result (e.g, difficulty proving that procedures were followed in audits).

e Interoperability & Data Sharing Constraints: Entry-level SOEs struggle to meet SPBE
requirements for integrated e-government services. Without common data standards or
APIs, even basic data sharing with other agencies (like sending citizen data from a SOE to a
central government service) is problematic. This limits the ability to coordinate on
programs such as subsidies, public service delivery, or consolidated reporting to the
Ministry of SOEs.
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e Limited IT Capacity: These organizations often have small IT teams and face an acute
shortage of skilled developers. Budgets are tight, and procurement cycles for software
projects are long. Traditional software development is unsustainable — 68% of projects in
such environments tend to run over budget or fail. There is a need for fast, cost-efficient
solutions that don't rely on large development teams.

* Basic Security & Compliance Gaps: As systems go digital, cybersecurity becomes a
concern - yet many entry-level SOEs have only rudimentary security (e.g. shared
passwords, outdated software). The new Personal Data Protection law (UU PDP) imposes
strict requirements on handling personal data (consent, purpose limitation, breach
reporting) and hefty fines (up to 2-4% of revenue) for negligence. Ensuring data remains in-
country (data residency) is also mandated for government data. Entry-level SOEs need to
comply without overwhelming their capabilities.

* Strategic Alignment Pressure: Even at this stage, SOE boards are conscious of high-level
goals: digital sovereignty (prefer local solutions over foreign SaaS for sensitive systems),
ESG commitments (e.g., reducing paper use, improving energy efficiency), and building
resilience (so operations continue in crises). They face pressure to show quick wins in
modernization that align with these principles, in order to justify further investment and
meet Danantara’s KPIs for improvement.

Solution 1 addresses organizations that “don‘’t know what they don’t know” — they need to
get their house in order by digitizing and integrating core information systems securely, to
set the foundation for more advanced transformations.

3.2 Solution Architecture

Solution1is a Secure Data Integration & Digitization architecture that unifies an organization’s
data and processes using low-code/zero-code tools, while enforcing fundamental security
and compliance. The approach is to create a central “digital backbone” with minimal
disruption: we wrap legacy systems with modern APIs, automate workflows, consolidate data
into a single source of truth, and implement unified identity management. All components are
deployed on-premises or on a secure private cloud to satisfy data sovereignty. The NQRust
platform components in this solution include NQRust-Zerocode, NQRust-BPMN, NQRust-
Identity, NQRust-Lake/Storage, and optionally NQRust-Enclave for specific sensitive
processes. The diagram below illustrates the architecture:
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gt Bacatura | Proneaang Layes

==z A
. b ] e
=l — e ==l

Figure 4: BUMN Agency Entry-Level Digital Backbone Architecture.
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Key Architecture Elements & Roles:

* NQRust-Zerocode as Integration/API Layer: We deploy NQRust-Zerocode to rapidly create
APIs on top of existing systems (for example, wrapping an old ERP or customer database
with modern REST/GraphQL endpoints). This allows different systems to communicate via a
universal data layer. Zerocode’s drag-and-drop interface means new integrations or even
simple web forms can be built without writing code, ideal for the limited IT resources. For
instance, an internal portal for data entry can be built in weeks, not months. Enterprise
connectors in Zerocode link to common databases (Oracle, MysQL), files (Excel), and even
email — bridging gaps between siloed tools. This layer enforces basic data validation and
policies (e.g. ensuring no personal data is exposed via APIs without authorization,
supporting PDP compliance).

* NQRust-BPMN as Workflow Automation Engine: All identified critical processes (employee
onboarding, budget approvals, procurement requests, citizen service requests, etc.) are
modeled in BPMN 2.0 diagrams and executed by NQRust-BPMN. This engine orchestrates
across departments: tasks can be auto-routed for approval, notifications sent, data fetched
from systems via service tasks, etc. By using an industry-standard BPMN format, the
processes are transparent and standardized across the organization. For example, a
multi-step contract approval that used to be email-based is turned into a BPMN workflow
with digital forms and e-signatures, cutting cycle time from weeks to days. BPMN also
directly integrates with Zerocode APIs - a service task in the process could call a
Zerocode-generated APl to retrieve or update data in a legacy system, achieving
integration without custom code. The BPMN engine logs every step (who approved, when,
what data was used) ensuring auditability for compliance.

* NQRust-Lake as Unified Data Repository: We establish a central data lakehouse (NQRust-
Lake) to aggregate data from various sources — both legacy databases (ingested via
connectors or ETL processes) and new data generated by the BPMN workflows and
applications. This Lakehouse is configured on commodity hardware with NQRust-Storage
under the hood to provide secure storage (encryption at rest) and fast query performance.
This becomes the “single source of truth” for reporting and analytics. For entry-level needs,
it can initially be used to generate basic dashboards (e.g. monthly financials combined
across all subsidiaries, or KPI reports to the Ministry). Even without advanced analytics yet,
just having all data in one place drastically improves decision-making speed. Queries that
once took days of compiling spreadsheets can be answered in seconds, since NQRust-
Lake’'s Rust-based engine accelerates analytics by 5-10x. It also ensures data quality and
consistency (one dataset for “customers” or “projects” rather than 5 incompatible versions).
Importantly, data governance rules (like PDP data retention and classification) can be
applied centrally here.

* NQRust-Identity for SSO and Basic Zero Trust: Implementing NQRust-Identity gives the
agency a single sign-on platform: users (employees, and potentially external partners or
citizens for certain apps) authenticate through one portal (with MFA), and then get role-
based access to all the new digital services. This immediately improves user experience
(one password instead of many) and security (strong authentication, fewer password
resets). It also lays the groundwork for zero-trust: every API call or workflow action can be
linked to an identity and checked for authorization. For example, BPMN tasks can require
certain roles to act, and Identity ensures only those roles can proceed. Integration with
national ID (if needed for citizen-facing parts) or Active Directory (for staff) can be done to
avoid duplicate accounts. Audit logs of logins and permissions changes are automatically
recorded, aiding compliance (Identity provides “auto compliance with built-in audit trails”
out of the box). This component addresses the basic access control and security hygiene
that entry-level SOEs often lack.
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» Applications & User Interface: On top of this backbone, simple web or mobile applications
are built (often via the Zerocode platform itself) to serve as user interfaces. For example, an
“SOE Service Portal” might be introduced where employees can request services (IT support,
leave, travel) — each request is a BPMN workflow under the hood, but the user just fills a form
on an app. Similarly, a small citizen-facing app might be built (e.g. to allow citizens to check
status of a service provided by the SOE) which pulls data from the Lake and triggers
processes. These apps use Identity for login, and call Zerocode APIs to interact with data or
processes, encapsulating complexity.

« (optional) NQRust-Enclave for Sensitive Data Processing: If the SOE deals with particularly
sensitive personal data (for instance, a healthcare SOE digitizing patient records, or a
financial SOE processing customer Pll), we can integrate NQRust-Enclave in targeted ways.
For entry-level, this could mean using enclaves to host an ETL process that merges
personally identifiable data from multiple sources — ensuring that while data is being
combined and cleaned in the Lake, it's protected from any admin snooping. Another use: if
a certain workflow involves highly confidential information (say, a disciplinary case
approval), that process step could run in an enclave, encrypting data even in memory. This
is an advanced feature more relevant for later stages, but mentioning it here ensures the
architecture is “confidential computing ready” as their needs grow.

e Compliance and Governance: The architecture inherently supports compliance: data never
leaves the secure environment (all systems can be hosted in a private data center or
sovereign cloud zone — no dependence on foreign SaaS, addressing data residency).
Identity and BPMN maintain logs for accountability. We also include a compliance node in
the diagram to indicate that UU PDP policies (like consent management) can be
automated - e.g. an individual's consent record can be stored in the Lake and Zerocode
APIs can check it before disclosing data, etc., ensuring regulatory alignment from day one.

Overall, Solution 1 modernizes the IT backbone with minimal custom development and
ensures immediate gains in integration, efficiency, and security. This sets the stage for

more advanced capabilities, as the subsequent solutions will build upon this unified,
secure data foundation.

3.3 Use Cases & Business Scenarios

The entry-level solution unlocks several practical use cases and scenarios that deliver quick,
tangible benefits:

98 Integrated Financial Reporting

69" Procurement Process Automation

@{1} Unified Employee Services

o

@b Cross-Agency Data Exchange

WW

[]u,,g Basic Analytics and Reporting

@? Citizen-Facing Quick Win

Figure 5: SOE Digital Transformation Use Cases.
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¢ Integrated Financial Reporting: Many SOEs have multiple subsidiaries or regional offices,
each with their own accounting system. Using NQRust-Zerocode and Lake, the SOE can
integrate nightly financial data from all units into the central lokehouse. Use Case: A
“Consolidated Financial Dashboard” for the finance department and Danantara oversight.
Short-term (3-6 months), this dashboard could automate what used to be a monthly
manual consolidation. Mid-term, the Lake can support ad-hoc queries, e.g. “show energy
costs across all plants last quarter”. Impact: faster closing of books (from 2 weeks down to
2 days), improved accuracy, and one-click access for authorized stakeholders. This directly
addresses a board KPI on financial transparency.

e Procurement Process Automation: A typical internal scenario: procurement of
goods/services requires multiple approvals (requester, manager, finance, director) and
compliance checks. Before, it might be paper-based with no tracking. Use Case: Implement
a Procure-to-Pay BPMN workflow. An employee raises a purchase request via a web form
(zerocode app); BPMN routes it for approvals sequentially or in parallel (with email/mobile
notifications); once approved, it triggers an order in the legacy ERP via Zerocode API; when
goods are received, another form is filled which notifies finance to issue payment. Short-
term outcome: reduces procurement cycle time by, say, 50% (from 1-2 months to a couple
of weeks), eliminates lost paperwork, and ensures every step is logged (a boon for internal
audit). Mid-term: this workflow can integrate with external systems like the national e-
procurement system or vendor portals (aligning with SPBE’s integrated services). Long-
term: data from this process feeds into analytics to identify bottlenecks or high-spend
categories (supporting cost optimization).

* Unified Employee Services (HR One-Stop Portal): Use Case: Build an Employee Self-
Service Portal that consolidates common HR and admin requests — leave application,
travel authorization, reimbursement claims, IT support — which were previously separate
forms or emails. Zerocode can rapidly develop the portal Ul and needed backend logic.
Each request type corresponds to a BPMN workflow (with appropriate approvals and
notifications). Benefit: Employees now go to one place for all internal services (increasing
satisfaction), and HR/IT departments have clear visibility and SLA tracking on requests. For
instance, leave approvals happen in 1day instead of 1 week, and data (leave balances, etc.)
updates automatically in the HR system via API. ESG angle: Going paperless for HR forms
supports sustainability (e.g., printing reduction). Governance angle: Uniform handling of
requests reduces favoritism and ensures policy compliance (each workflow adheres to set
rules).

 Cross-Agency Data Exchange (Entry-level example): An entry-level cross-organization
scenario might involve sharing data with a regulator or another SOE in a controlled way. For
example, a state utility company might need to send customer subsidy data to the Ministry
of Social Affairs. Use Case: Using Zerocode, expose a secure API that the Ministry can call to
verify if a citizen has an account or usage data, instead of emailing Excel files. For
confidentiality, this APl could run inside an enclave so that queries are processed without
revealing raw data to even the hosting admins. Outcome: The verification that took days
per inquiry (and risked data leaks via email) is now instant and logged. This improves inter-
agency coordination significantly in the short term, and builds trust for future data
collaboration. It also aligns with the “Satu Data Indonesia” initiative (one Data) which
mandates standardized data sharing for government — the BPMN article noted how
mapping processes with BPMN made integrating with national platforms like OSS (business
licensing) and Satu Data easier.

» Basic Analytics and Reporting Use Cases: Once data is consolidated in NQRust-Lake, even
entry-level organizations can start deriving insights. Use Case: Create a set of ESG and
Performance dashboards - e.g, track paper usage (to measure sustainability efforts),
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e track average service delivery times (e.g. how long to issue a permit), track compliance
metrics such as number of data access requests processed under PDP law. In the short
term, these can be simple visualizations updated monthly. In the mid-term, with more dataq,
the organization can attempt simple predictive analytics: e.g, forecasting demand or
detecting anomalies (like an unusual spike in costs) by using NQRust-Analytics or exporting
data to a data science tool. The key is that the groundwork (clean, accessible data) is laid
by this solution. One real scenario is auditing and compliance reporting: The integrated
system can automatically produce reports required by regulators — such as BPK (audit
agency) — which previously took manual effort. This means fewer compliance penalties and
improved audit scores (which Danantara and boards pay attention to).

* Citizen-Facing Quick Win: As a long-term consideration (beyond internal improvements),
an entry-level solution can enable at least one citizen-facing digital service as a “quick
win” pilot. For example, if the SOE is a regional utility, it could introduce an online
application for new connections or a chatbot for billing queries, using the new platform to
handle requests. This not only improves public service but also signals to stakeholders that
the SOE is embracing digital. The National Al Roadmap 2025-2027 highlights public
services (like chatbots for government services) as a priority use case. While full Al chatbots
are advanced, even a simple rule-based chatbot integrated via Zerocode to FAQs or data is
a step in that direction. It sets the stage for later adopting NQRust-LLMOps to power more
intelligent services.

These scenarios demonstrate how Solution 1 delivers immediate and mid-term benefits:
internally, streamlined operations and data-informed decisions; externally, improved service
quality and transparency. Moreover, these use cases are incremental — each success (a faster
process, a unified report) builds confidence and capability for the organization to tackle more
complex digital initiatives in the future (e.g., analytics and Al). By addressing pain points that
frontline employees and managers feel daily (slow approvals, multiple logins, manual reports),
this solution gains buy-in across the organization and at the board level.

3.4 Business Impact

Implementing the entry-level solution yields significant business impacts that align with SOE
leadership’s key performance indicators (KPIs) and strategic goals:

Improved
Operational Financial Service GRC
Efficiency Impact & Levels & Improv
Gains ROI Satisfaction ements

Automation and Cost-effective Digitization and 100% audit trail Reduced paper Data maturity level
integration translate solution using open integration enhance coverage for BPMN consumption and moves from “ad-hoc”
to time and cost source components service delivery, processes. improved to "standardized

savings governance

Figure 6: Business Impact of Entry-Level Solution Implementation.

e Operational Efficiency Gains: Automation and integration directly translate to time and
cost savings. For instance, workflow automation can boost process efficiency by ~85% on
average — meaning tasks that consumed 100 hours of manpower now take 15 hours or less
due to elimination of waiting and manual steps. In our procurement example, a 45%
reduction in processing time was observed along with 28% cost savings by eliminating
redundant steps and paperwork. Across the board, SOEs can expect at least 20-30%
reduction in operating expenses for functions that undergo digitization-
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* (e.g. less staff time needed for data entry, fewer paper and printing costs, etc.). A concrete
KPI: cost per transaction/service delivered drops significantly, improving the bottom line
and allowing reallocation of human resources to higher-value work.

* Financial Impact & ROI: The solution is designed to be cost-effective (using open-source
based NQRust components and reducing reliance on expensive licenses). NQRust-Zerocode
can reduce development and maintenance costs by ~75% (fewer developers needed,
shorter project timelines). If an SOE typically spends X billion IDR on IT projects annually, this
could cut that to 0.25X for the same output, freeing funds. Most investments in this solution
have rapid payback — for example, NQRust-Lake boasts a 6-month ROI to break-even due
to immediate savings and insights. Quantitatively, an initial project might cost IDR 5 billion
but yield IDR 8 billion/year in efficiency and labor cost savings (a very plausible scenario
given the scale of inefficiencies currently). This makes a strong boardroom case: improved
EBITDA margins through cost control, a core KPI for Danantara evaluating SOE
performance.

e Improved Service Levels & Satisfaction: By digitizing and integrating, the SOE significantly
improves its service delivery KPIs. For internal services, employee satisfaction scores will rise
(the BPMN case study saw a jump from 6.1 to 8.4 in citizen satisfaction after process reforms
- similar principles apply internally). Externally, if citizens or customers get faster responses
or an online option where none existed, satisfaction and trust increase. This can be
measured via customer satisfaction surveys or Net Promoter Score (NPS). Additionally,
faster turnaround and fewer errors contribute to the SOE's public service obligation
metrics (e.g, if PLN processes new electricity connections 50% faster, it supports the
government’s electrification targets and improves its regulator evaluations). Reputation
boost: Early wins in SPBE (Digital Gov) evaluations - e.g., moving from a low score to above
3.0 (good”) - is likely as integrated services roll out. This not only avoids scrutiny but also
can unlock incentives or budget support for the SOE.

» Governance, Risk & Compliance (GRC) Improvements: The solution brings immediate
compliance gains: 100% audit trail coverage for processes that move to BPMN (every step
is logged digitally, vs. manual processes that might have undocumented approvals). This
drastically reduces the risk of hon-compliance findings during audits. As noted, one bank
achieved zero audit findings and saved $500k in compliance costs after deploying NQRust
solutions in their infra — similarly, our solution’s compliance-by-design approach means
fewer regulatory penalties and lower audit consulting costs. Risk reduction is also evident
in cybersecurity: by implementing SSO and MFA, the risk of account compromise (and
potential data breach) is lowered; memory-safe Rust components mean fewer
vulnerabilities. These improvements map to KPIs like “number of incidents per year” (target
to minimize) and “compliance score” in SPBE assessments or internal risk ratings. Reducing
risk has financial value too (avoiding fines and costly breaches) and strategic value
(maintaining public trust in the SOE’s services).

e ESG and Sustainability Outcomes: The entry-level solution contributes on multiple ESG
fronts:

o Environmental: Going digital with paperwork (forms, approvals, reports) will significantly
cut paper consumption and physical storage needs. For example, if an SOE processes
1,000 HR forms a month on paper, digitizing them saves perhaps ~12,000 pages a year,
plus transportation for delivering forms. While hard to quantify in money, this reduction
in resource use can be reported in sustainability reports (e.g. “XX trees saved” or “YY kg
CO2 avoided by reducing paper and travel”). Additionally, by optimizing IT
(consolidating servers as data is centralized), energy usage can drop. Though minor at
entry scale, one telco’s virtualization modernization saw 60% power reduction — our
simpler integration likely yields a smaller but notable reduction in server sprawl and
redundant equipment.
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© Social: Better services and transparency fulfill the social mandate of SOEs. The SPBE law’s
goal of “clean, effective, transparent, accountable” governance is directly served -
meaning less corruption (digital trails deter unofficial alterations), more equitable
access (online services reduce the need for personal connections to get things done),
and inclusive services (digital channels can reach people who previously had to travel
or queue to access services). A clear social KPI is improved citizen satisfaction and
uptake of e-services. Also, employees benefit from a less frustrating work environment
(no more juggling multiple systems or waiting on paper approvals), improving morale
and productivity — a factor that can be measured via internal surveys or reduced
turnover rates.

o Governance: With standardized processes and integrated data, management gets
better oversight. Dashboards from the Lake can highlight if any unit is lagging in
performance or if any process is stuck, enabling proactive governance. This ties to
Danantara’s emphasis on accountability: by removing ministers from boards and
professionalizing oversight, there’s an expectation of data-driven monitoring — our
solution provides that data and control on a unified platform. For instance, the board
can track a KPI like “percentage of key services digitized” or “SPBE index score” — both of
which improve with this solution.

* Strategic Readiness for Al and Future Phases: Although this solution is entry-level, it lays
quantifiable groundwork for the future. Data maturity level moves from “ad-hoc” to
“standardized” — an increase that could be measured via a data maturity assessment
score. This is important because Danantara and the National Al Strategy envision pilots in Al
by 2025-2027 - only organizations with good data and processes can participate. By
implementing NQRust-Lake and workflow digitization, the SOE is now Al-ready (all required
data is accessible and clean). The board can cite this in strategy reviews: e.g.,, “We have
integrated 80% of our data and automated 60% of our processes; next we can leverage
advanced analytics.” Essentially, this solution delivers a platform KPL a unified
infrastructure utilization rate. Instead of multiple isolated systems running at 20% utility,
consolidation might increase overall IT resource utilization to, say, 50-60%. This is a tangible
improvement in asset efficiency.

In summary
. -

Solution 1 provides a high ROI and relatively low-risk transformation. A conservative board
will appreciate that it's not a “big bang” overhaul but an incremental modernization with
measurable benefits in cost, speed, and control. It directly supports Danantara’s
immediate goals (improving SOE efficiency and transparency by 2024-2026) while
building capabilities for the more ambitious goals of 2027-2035 (Al and advanced
services). By quantifying results — e.g. “72% reduction in infrastructure cost vs previous
setup” or “process automation led to 3.6 SPBE score (very good) from 1.8” — the solution
helps SOE leaders make a data-backed case to stakeholders (Ministry, Danantarag, and the
public) that the enterprise is on the right modernization trajectory.

4. Solution 2: Mid-Level - Analytics-Driven & Zero-Trust Modernization

4.1 Problems & Challenges

SOEs at the mid-level maturity have made progress in basic digitization but now face a new
set of challenges as they scale digital initiatives and aim for deeper insights and stronger
security. Building on the entry-level foundation, typical issues and drivers at this stage include:
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Figure 7: Challenges and Drivers for Mid-Level SOEs in Digital Transformation.

 Explosion of Data & Need for Analytics: Having integrated and digitized many processes,
the organization now collects vast amounts of data (transaction records, sensor data,
customer interactions, etc.). However, turning this data into insights is a challenge.
Traditional Bl tools or manual analysis can’t keep up with real-time decision needs. There is
demand for advanced analytics (e.g, predictive models, trend analysis) and KPIs that
update in real-time, but current infrastructure might still be too slow or siloed. Without
improvement, decision-making could remain reactive — an issue highlighted earlier where
decisions were delayed by slow analytics. Data quality and consistency become more
critical: as more users depend on datag, any inconsistency or inaccuracy has bigger ripple
effects.

* Legacy Infrastructure & Application Modernization: By mid-level, the limitations of legacy
systems (some of which were wrapped by Zerocode in solution 1) become more apparent.
The organization may struggle with scaling — e.g., an on-premises ERP or database hitting
performance limits as more processes integrate. Also, reliance on expensive proprietary
software (like a legacy virtualization platform or database) becomes a cost and flexibility
issue. Many SOEs in this phase consider adopting cloud-native technologies (containers,
microservices) to improve scalability and agility, but lack a unified way to manage them
with existing VMs. Essentially, they face a hybrid IT environment: some workloads on VM,
some on new Kubernetes clusters — leading to complexity.

* Fragmented Management & Underutilized Resources: As found earlier, enterprises often
end up with multiple parallel platforms: one team runs VMware for certain apps, another
runs Kubernetes for new apps, maybe a separate cluster for Al experiments. This
fragmentation leads to low average utilization (~40%) of computing resources and higher
ops effort (60% more) to manage each environment. The organization realizes that to be
cost-effective and responsive, it must consolidate or centrally manage these platforms —
i.e, move toward a unified cloud approach (private or hybrid cloud). This is a stepping
stone to an “internal SOE cloud” that Danantara might encourage for synergy.

e Heightened Security Threats & Compliance Demands: With more digital operations and
more data, the security stakes are higher. Mid-level SOEs often become targets for cyber
attacks (especially if they are critical infrastructure or hold sensitive citizen data). The
approach to security needs to shift to Zero Trust: assume breach and tightly control access
internally as well.
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e For example, micro-segmentation of applications so that if one component is
compromised, it doesn’t lateral-move across the network. Traditional perimeter defenses
aren't enough. Additionally, compliance regimes tighten — by 2024-2025, UU PDP is fully
enforced, meaning regular audits of data protection measures. If the SOE uses any cloud
services, data residency verification becomes an issue (they must prove data stays in
allowed jurisdictions). The HV case study pointed out that foreign-controlled infra fails
sovereignty requirements, so mid-level SOEs are compelled to replace or mitigate foreign
tech in core operations (e.g., phasing out foreign cloud for sensitive workloads or ensuring
encryption).

e Cross-Organization Collaboration & One-Data Initiatives: At mid-level, an SOE often is
called to participate in larger ecosystem projects — for instance, connecting with other SOEs
or government platforms. A bank might need to feed data into a national credit scoring Al,
or a healthcare SOE might integrate with the national health data hub. These require secure
data sharing and joint analytics which the current setup might not handle. Multi-party
data projects demand things like federated learning or data sharing agreements where
data privacy must be guaranteed. The organization thus needs technology (like enclaves or
secure multi-tenant environments) to collaborate without compromising confidentiality,
aligning with “Satu Data” and the national Al ecosystem push.

e Talent and Change Management: The mid-level enterprise has upskilled compared to
entry-level, but now faces new talent gaps: data scientists, Al engineers, cloud architects.
They may have a small analytics team that can’t serve all departments’ needs, causing a
backlog. And IT staff who were comfortable with older systems need training on container
orchestration, security protocols, etc. This human factor means any solution must simplify
operations (reduce specialized skill needs) and incorporate Al assistance (like intelligent
monitoring, which can compensate for limited SRE teams by auto-detecting issues).

. .

The mid-level challenges revolve around scaling up - more data, more complex
infrastructure, more risk exposure — and the need to transition to a modern, unified, and
secure digital platform that can deliver advanced analytics and resilient operations. The
priorities expand from just efficiency to also include intelligence (analytics/Al) and robust
security.

\, S

4.2 Solution Architecture

Solution 2, Analytics-Driven & Zero-Trust Modernization, upgrades the digital backbone into a
more advanced, cloud-native, and secure architecture. It incorporates enterprise analytics
capabilities, unified orchestration of diverse workloads, and end-to-end zero-trust security.
Building on the components from Solution 1, we introduce NQRust-FleetMgr to unify
management of containers, VMs, and Al tasks; leverage NQRust-HV to modernize virtualization
with a memory-safe hypervisor; deploy NQRust-Insight for Al-assisted monitoring; and more
heavily use NQRust-Enclave and NQRust-SecureGPU to protect data and optimize resource
use in multi-tenant scenarios. We also integrate NQRust-Analytics (or existing analytics tools)
to enable data science and Bl at scale. The focus is on creating an intelligent cloud platform
internally, akin to having a mini “SOE Cloud” that is sovereign, secure, and efficient. The
following Mermaid diagram illustrates the architecture for mid-level modernization:
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Figure 8: Challenges and Drivers for Mid-Level SOEs in Digital Transformation.

Key Architecture Enhancements & Roles:

 Unified Orchestration with NQRust-FleetMgr: At the heart of this architecture, FleetMgr
serves as a single control plane that manages all types of workloads — virtual machines
(via NQRust-HV), containerized applications (via integration with Kubernetes APIs), and
specialized Al jobs or microVMs (using Enclave and SecureGPU). This means operations
teams have one dashboard to deploy and monitor applications, whether they are legacy
enterprise apps or new cloud-native services. FleetMgr ensures consistent policies: e.g., a
compliance policy can require that any workload handling personal data must run on
NQRust-HV (for data residency) and optionally inside an enclave for confidentiality —
FleetMgr will schedule accordingly. It also automates resource optimization: it can pack
workloads to improve utilization (for instance, run multiple microvMs on one host if CPU
allows, or spin them down during off-peak). By unifying these, the SOE eliminates the “3-5
separate platforms” problem. Outcome: simpler operations (60% less effort in multi-
platform management), higher resource use (target > 75% utilization with intelligent
scheduling, up from ~40% earlier), and much faster deployment of new solutions (minutes
instead of weeks). Developers and IT teams can request environments through FleetMgr's
self-service portal, which improves agility and is tracked centrally (no more shadow IT
Kubernetes cluster under a desk). FleetMgr also interfaces with external cloud for hybrid
cloud handling — e.g. bursting to a local public cloud for extra capacity or using it for
disaster recovery, all while maintaining oversight (the diagram shows a local cloud provider
integrating for flexibility).

* NQRust-HV for Secure Virtualization & MicroVMs: We replace or augment the legacy
hypervisor with NQRust-HV, which introduces sub-100ms boot microVMs and memory-safe
isolation.
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* For mid-level, this means migrating critical workloads off proprietary virtualization to this
open, Rust-based hypervisor. HV's benefits in this architecture are two-fold: (1) Security &
Sovereignty: as noted, it eliminates entire classes of vulnerabilities and ensures the
infrastructure is under Indonesian control (no hidden backdoors or foreign legal jurisdiction
issues). It also has built-in features like integration with HSMs (Hardware Security Modules)
and national PKI (the case of the Ministry of Digital Affairs using national PKI with NQRust-
HV) — meaning it can enforce cryptographic checks that VMs and data haven't been
tampered with. (2) Performance & Cost: NQRust-HV drastically reduces overhead — one
bank saw a 72% cost drop vs VMware. This architecture uses HV to host not just traditional
VM apps but also container runtime via microVM if needed (like running container
workloads inside microVMs for extra isolation, which FleetMgr can orchestrate). This
supports a zero-trust stance: each microservice or component could run in an isolated
microVM, so even if one is breached, others are safe — effectively micro-segmentation by
design. Additionally, HV's fast boot and support for Kubernetes integration (as per
roadmap: Kubernetes native integration) means it can work hand-in-hand with container
orchestration, giving the best of both worlds (VMs with container speeds).

e Zero-Trust Security Architecture: Mid-level introduces a comprehensive zero-trust model:
NQRust-Identity continues to serve as the central IAM, but now with conditional access,
continuous monitoring of sessions, and integration with identity-based segmentation
(every service call is tied to an identity). For example, services in Kubernetes use short-lived
tokens from Identity to talk to each other, preventing unauthorized lateral movement.
NQRust-Enclave is employed more broadly: for any application or analytics job handling
sensitive data, FleetMgr can deploy it inside an enclave by default. The diagram’s “Enclaves”
block indicates confidential VMs or containers running under HV in TEE mode. This ensures
data-in-use encryption for critical workloads. Remote attestation is integrated into the
Cl/CD pipeline — before a workload processes real data, it proves to a verification service
(perhaps managed by the compliance office, indicated as “Guard” in diagram) that it's
running in an approved enclave with the right code (no tampering). Network
microsegmentation is implicitly handled by identity and enclave boundaries rather than
physical network gear. Moreover, we incorporate advanced threat detection with NQRust-
Insight and potentially a “NQRust-Guard” (if such a component exists or just conceptually a
policy engine) to detect unusual behaviors and enforce security policies across the
environment. For instance, if Insight sees a normally stable process suddenly exfiltrating
large data, it can flag or stop it (tie-in with Al anomaly detection in operations). Essentially,
the mid-level platform is secure by default: memory-safe runtime, encrypted processing,
hardened identity, and continuous monitoring, fulfilling stringent regulations. A benefit:
when audited, the SOE can demonstrate technical controls like “data never leaves our
servers unencrypted and our cloud is sovereign” — echoing that government deployment
with cryptographic proof of data residency.

e Advanced Analytics & Al Integration: With NQRust-Lake already in place, mid-level sees
expansion of analytics. NQRust-Analytics (or integration with Python/R/Al tools) sits atop
the Lake to enable data scientists to run complex queries or training jobs on the data. This
architecture supports an Analytics Workbench: data scientists or analysts (BusinessTeams
in diagram) can use notebooks or Bl tools connected to the Lakehouse to derive insights.
For performance, heavy analytics jobs can be scheduled by FleetMgr to run on dedicated
compute (for instance, spin up a secure microVM with lots of RAM, or use the GPU pool via
NQRust-SecureGPU if doing machine learning). An example: an Al model to predict
maintenance needs is trained on 10 years of equipment data — FleetMgr allocates a slice of
GPU via SecureGPU for this training, running inside an enclave (ensuring training data stays
confidential).
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* Real-time analytics: the platform can also incorporate streaming data if needed (though
not explicitly described in NQRust components, presumably possible via connectors). The
key is that insights generation becomes faster and more proactive. NQRust-Insight
contributes by analyzing infrastructure metrics with Al to preempt issues (e.g., “predictive
capacity management” to avoid outages). The combination of business analytics and
operational analytics (Insight) yields an “intelligent enterprise” — always monitoring itself
and its environment.

« Enterprise Monitoring & Automation (NQRust-Insight): We deploy NQRust-Insight to cover
the expanded infrastructure. With many microservices and distributed workloads, manual
monitoring is impossible. Insight aggregates logs, metrics, traces across HV, Kubernetes,
networks, etc., providing a unified observability platform. It uses ML to detect anomalies,
reducing those alert storms (ie, it might correlate multiple low-level alerts into one
actionable insight). It can automatically scale or heal certain issues: for instance, if a
service is consistently maxing out CPU at certain hours, Insight might recommend (or
trigger via FleetMgr) scaling out that service. The “Guard” component indicates that
compliance monitoring is also in place — e.g., ensuring no workload violates placement
rules (FleetMgr + Insight can enforce that, say, no personal data processing happens
outside enclaves - if it does, an alert or auto-mitigation triggers). Essentially, with Insight,
the platform tends toward self-driving operations, which is crucial as complexity grows but
teams remain lean.

e Use of NQRust-SecureGPU for Multi-Tenant Al: If the SOE or its group companies have
multiple teams wanting to use GPUs (for Al or heavy analytics), SecureGPU is now fully
utilized in this architecture. Instead of buying separate GPU servers for each project, a
centralized GPU cluster is shared. FleetMgr via SecureGPU allocates MIG slices or virtual
GPUs to different tasks, with 85%+ utilization and strict isolation. For example, one MIG slice
runs a customer segmentation model for marketing, while another runs a risk model for
finance, and neither can access each other’'s data or affect performance. This maximizes
ROI on expensive hardware and ensures fairness (no one team hogs the GPU — scheduling
can be quota-based). It also future-proofs for Al Industrialization: when the national Al fund
becomes available around 2027-2029, SOEs with such shared Al infrastructure can leverage
grants effectively, demonstrating they already run a cost-efficient Al platform in-house.

* Hybrid/Multiple Cloud and Edge Integration: The architecture is flexible to connect beyond
the central data center. Many SOEs (like Telco, Energy) have edge or branch environments.
FleetMgr can manage distributed sites too (the HV case had 500+ edge locations
managed centrally). This could mean deploying microVMs or containers to, say, a factory or
substation and controlling them from HQ — crucial for loT or real-time processing needs.
Also, integration with a local public cloud (depicted in diagram) allows leveraging externall
resources for non-sensitive workloads, while keeping sensitive ones internal. The
orchestration ensures consistent governance across these — a key part of zero-trust is also
verifying not just users but the infrastructure (so FleetMgr ensures any extension of infra
meets the security baseline, using attestation if needed).

1

Solution 2 transforms the SOFE's IT into a cloud-native, intelligent, and secure enterprise
cloud. It's as if the SOE becomes its own cloud provider for its business units — with efficient
use of resources, strong isolation, and advanced analytics capability. This directly
addresses the mid-level challenges by providing the needed scalability, analytics power,
unified management, and tighter security that the earlier stage lacked.

\, y
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4.3 Use Cases & Business Scendrios

With the mid-level modernized platform, the organization can undertake more advanced and
impactful initiatives. Here are distinct use cases and scenarios unlocked by Solution 2:

Characteristic Use Case Key

Predictive Maintenance Predict
Analytics f

Executive Analytics Dashboard

Secure Data Sharing

Core System Cloud
Modernization

Intelligent Customer Service

Resilience and Continuity

surges

Figure 9: Solution 2 Use Cases & Business Scenarios.

¢ Enterprise Data Analytics & Al Use Cases: The SOE can now leverage its consolidated data
to drive strategic decisions and predictive insights. Use Case 2A: Predictive Maintenance
Analytics — Suppose the SOE is an infrastructure-heavy company (e.g. railway or utility).
Using NQRust-Analytics on the Lakehouse data (equipment sensor readings, maintenance
logs), data scientists develop a machine learning model to predict equipment failures. They
train it on the GPU cluster via SecureGPU (sharing GPUs among various projects efficiently).
The model is then deployed (perhaps as a microservice in an enclave for safety) to
continuously monitor incoming sensor data and send alerts before a failure occurs. Impact:
This shifts maintenance from reactive to proactive, reducing downtime by, say, 30% and
maintenance costs by 20%. It directly ties to KPIs like equipment uptime and cost per
maintenance incident. It also improves safety (fewer catastrophic failures). The national Al
strategy emphasizes such Al pilots in energy, transport, logistics by 2025-2027 - this use
case aligns perfectly.

¢ Real-Time Business Intelligence for Decision Support: Use Case 2B: Executive Analytics
Dashboard — Now that data is unified and systems are faster, the CEO and board can have
a real-time digital dashboard (accessible via secure portal with SSO) showing critical
metrics: revenue, production volume, customer service KPIs, ESG metrics, etc., updated
perhaps hourly. This could integrate NQRust-Analytics queries, as well as NQRust-Insight
data for operational KPIs (like system health). For example, a bank’s dashboard might show
current transaction volumes vs. projected (with Al forecasting any end-of-day shortfall or
anomaly). Impact: The leadership moves from retrospective monthly reports to continuous
situational awareness. They can respond quickly — e.g, if dashboard shows a spike in
system errors, they can ask IT to intervene (though Insight likely auto-resolves minor
issues). Also, this fosters a culture of data-driven decision-making, and the organization
can measure improvements quickly after any change (closing the loop for continuous
improvement). For Danantara, having such dashboards across its portfolio is invaluable —
this SOE could lead by example, providing Danantara with an APl to access key
performance data in real-time (with proper enclave security to ensure only aggregate data
is shared).
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e Zero-Trust Security and Compliance Use Cases: Use Case 2C: Secure Data Sharing with
Partner via Enclave - Consider a scenario where the SOE needs to collaborate with a
private partner or another SOE on a sensitive dataset (e.g., a telecom SOE working with a
fintech on combined data to develop a credit scoring model). Using NQRust-Enclave, they
set up a joint computation space. Both parties upload encrypted data to the enclave
(neither sees the other's raw data), an Al model is trained or a computation is done, and
only the result (e.g., credit scores or insights) comes out, all parties see only what's
permitted. Impact: This allows collaboration that was previously blocked by data privacy
concerns. It accelerates innovation (partnering to create new value from data) without
compromising trust. Additionally, it ensures compliance with privacy laows — even if
regulators audit, the SOE can show that data was never exposed, meeting PDP law
requirements for safeguarding data. This scenario could be extended to government
requests: if a ministry asks the SOE for data analysis on citizen data, instead of handing over
raw data (risky), the SOE could invite the ministry’s algorithm to run in its enclave on the
data — producing the needed stats without sharing underlying personal data. This is
cutting-edge, but such federated analytics align with global best practices and would put
the SOE as a leader in data governance.

¢ Modernizing Core Applications: Use Case 2D: Core System Cloud Modernization — Many
SOEs have core applications (billing systems, core banking for state banks, SCADA for
utilities). With NQRust-HV and FleetMgr, they can modernize these by re-platforming onto a
secure cloud foundation. For example, a bank might containerize parts of its core banking
software for scalability and deploy them on NQRust-HV microVMs orchestrated by FleetMgr.
Or a utility might move its SCADA control software into HV-based VMs with near real-time
performance (taking advantage of HV's sub-Ims virtualization for edge as seen in Telkom's
case). Impact: This yields cost savings (no more proprietary hardware lock-in, 74% TCO
reduction from HV adoption), improves performance (the bank example achieved 45ms
transactions vs 120ms target), and increases reliability (achieving 99.99% or better
availability as in case study). Importantly, it ensures sovereignty: for instance, the Ministry
case where they achieved cryptographically proven data residency means even core
citizen data stays on controlled infrastructure. So core modernization not only improves KPIs
like system uptime and transaction throughput, but also reduces vendor dependency risk
(a strategic KPI maybe tracked as “% of infrastructure on sovereign tech”).

* Enhanced Customer/Citizen Experiences with Al: Use Case 2E: Intelligent Customer
Service - Building on the unified platform, the SOE can deploy Al-enabled services such as
chatbots or personalized recommendation engines. For example, a state-owned insurance
company can create an Al chatbot for customer inquiries using an LLM fine-tuned on its
policy information (here NQRust-LLMOps might start coming into play for the first time). The
chatbot runs in an enclave (to safely handle customer data) and can access customer
data from the Lake to give personalized answers. FleetMgr can manage scaling this service
under high load by spinning up more instances in containers or microVMs. Impact:
Customer service availability goes to 24/7, response times drop to seconds, and
operational cost per inquiry falls (one bot can handle many queries that previously required
call center staff). This directly improves customer satisfaction and can be measured via
reduced average handling time and increased first-contact resolution rates. It also
demonstrates to regulators an embrace of Al for better service (the National Al Roadmap
explicitly encourages chatbots in public services by 2025-2027).

* Resilience and Continuity Scenarios: With integrated Insight monitoring and a unified
platform, the SOE can handle disasters or surges gracefully. Scenario: a sudden surge in
usage (maybe due to a government program or viral news) — FleetMgr detects the load
and automatically deploys additional microservices across the cluster (possibly even
tapping an Indonesia-based public cloud if internal capacity maxes, since hybrid is
configured).
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¢ Insight ensures no system gets overwhelmed. Conversely, in a downtime scenario,
automated failovers can kick in, and enclaves ensure even in chaos, data is secure. The
result is enhanced resilience — measured by improved recovery time objective (RTO) and
recovery point objective (RPO) in business continuity plans. The business sees less financial
impact from outages (e.g, if before an outage of 1 hour cost X, now either outages are
prevented by predictive measures or recovered in minutes, saving cost and reputational
damage).

Each of these use cases ties to board-level concerns: increasing revenue or value (predictive
maintenance reduces costs and avoids lost revenue from downtime; Al services can attract
more customers), reducing costs (platform consolidation and optimization are yielding huge
savings in IT spend and operations), managing risk (data-sharing enclaves and zero-trust
drastically lower breach risk and compliance risk), and future-proofing the enterprise (by
leveraging Al and modern infrastructure, the SOE stays competitive and aligned with national
digital ambitions).

For example, a board KPI might be “Percentage of decisions supported by analytics” — after
solution 2, this could jump from maybe 10% to 70% as most departments now have dashboards
or Al predictions. Another KPI could be “IT cost as % of revenue” — with consolidation and Rust
efficiency, perhaps this drops significantly, reflecting in the company’s profitability. If we
reference the earlier success stories: PT Bank Digital Indonesia saw 3x faster feature
deployment enabling new products; our mid-level SOE similarly can bring new digital products
to market faster, a competitive advantage in any industry.

Solution 2 situates the SOE on par with top-tier enterprises: it is effectively running a
secure, analytics-driven private cloud. This not only meets the immediate modernization

goals (2024-2026: stronger data-driven management, better cybersecurity, integrated
operations) but also positions it strongly for the next leap — enterprise-wide Al and
participation in the national digital ecosystem at scale.

4.4 Business Impact

The mid-level solution drives transformative impacts across financial, operational, and
strategic dimensions. These can be quantified and mapped to high-level KPIs that matter to
SOE boards and Danantara:

Cost Savings

Reduces capital and operating
expenses

Revenue Growth

Caplures new revenue streams

Performance

Enhances core operational KPls

Mid-Level Solution

Drives transformative
impacts

Security

Achieves zero security breaches

Alignment

Meets modernization targets

ESG Impact

Reduces carbon footprint

& P &

Figure 10: Mid-Level Solution Transforms SOE.
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« Significant Cost Savings & ROl Gains: By consolidating infrastructure and improving
utilization, the SOE saves on both capital and operating expenses. Replacing expensive
proprietary tech (like VMware, Oracle appliances) with NQRust and open standards yields
direct savings — as noted, an HV deployment can cut virtualization TCO by 74% over 5 years.
If previously the IT infra cost was e.g. IDR 100B/year, it might drop to IDR 26B for equivalent
capacity. Additionally, better utilization (targeting ~85% with FleetMgr scheduling from
~40%) means the SOE can do more with the same hardware or delay new purchases.
Combining these, we often see triple-digit ROI: e.g., the HV case showed 312% ROI over 5
years. This is extremely attractive to boards — it means money spent now returns value
multiple-fold, a key argument to invest in modernization. Furthermore, by sharing GPU
resources with SecureGPU rather than siloing, the company avoids redundant GPU
purchases — an up to 75% reduction in Al infrastructure costs was cited. So, if they planned
to spend $1M on GPUs for various departments, they might spend only $250k with the new
approach. These savings can be redirected to more strategic investments (the HV
government case saved $2.IM and reinvested in local IT capacity building). KPIs improved:
Operating margin (cost reductions improve profit), Return on Invested Capital (ROIC) for IT
projects, and Cost-to-Income ratio (for banks or service entities).

¢ Revenue and Service Growth Opportunities: With faster deployment and analytics-driven
strategy, the SOE can capture new revenue streams or improve output. For instance,
Telkom’s edge modernization enabled $50M in new 5G service revenue. In our context,
improved customer experiences (like Al chatbots, predictive maintenance ensuring
uninterrupted service) can lead to higher customer retention and acquisition — ultimately
boosting revenue. Also, agility means quicker launch of products: the bank example saw 3x
faster feature rollouts. If previously they launched 2 new digital services a year, now maybe
6 — each potentially tapping new customer segments or upselling to existing ones. This
increase in innovation velocity (a KPI possibly measured in number of new services or
time-to-market) can differentiate the SOE in competitive markets, like banking or telecom,
thus capturing market share. We could quantify: reducing time-to-market by 66% could
result in capturing opportunities before competitors, yielding perhaps a 5-10% bump in
revenue attributable to first-mover advantage in certain offerings.

e Enhanced Operational Performance & Resilience: The platform’s improvements yield
better core operational KPIs. System reliability (uptime) goes up - the bank achieved
99.999% availability vs 99.9% SLA. That extra “9” translates to just a few minutes of downtime
a year vs hours. For an SOE power utility or telecom, this directly correlates to regulatory
service level compliance and customer satisfaction. Latency and throughput: e.g., the bank
processed transactions in 4bms vs 120ms target — that's a 2.5x performance headroom. In
our use cases, whether it's transactions, response to user actions, or data processing jobs,
everything moves faster. A concrete measure: if nightly batch reports used to finish at 6am,
now maybe by 2am, leaving more room for additional tasks or error recovery. Or if website
page loads were 4 seconds, now <2 seconds (leading to higher user engagement).
Resilience: by deploying predictive monitoring and faster scaling, the organization likely
sees a reduction in major incidents (perhaps 87% fewer incidents as in Insight's promise).
So “number of critical outages per quarter” could drop to near-zero. This not only avoids
financial losses (downtime of a trading system for 1 hour can cost millions) but also bolsters
trust among customers and regulators. The risk of catastrophic failure (like a grid outage or
data center crash) is mitigated by the proactive and distributed nature of the solution.
Boards often track risk metrics like “operational risk incidents” or have key risk indicators —
all trending positively.
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* Security and Compliance Posture Elevation: This solution likely elevates the SOE to an
industry-leading security stance. The effect: Zero security breaches (the bank had zero
incidents in 18 months post HV/secure stack deployment). We can realistically expect a
dramatic reduction in vulnerabilities and successful attacks because memory-safe Rust
eliminates most common exploit vectors and enclaves protect critical workloads. Cyber
insurance premiums might even decrease (some insurers give discounts for certified
secure architecture; HV suggested a 15-25% premium reduction due to risk elimination).
Compliance is assured: passing audits with no findings, which is rare. That means no fines,
no remediation costs, and improved reputation. Under PDP law, demonstrating compliance
can also avoid the maximum penalties — our solution’s ability to prove data sovereignty
(cryptographic proof that data stays in-country) is a shield against regulatory action. For
Danantara and government stakeholders, an SOE with such a robust compliance posture
sets a benchmark. It could even become a reference site — as HV’'s case became a
reference for government virtualization security. Intangible but important: stakeholder
confidence goes up — be it foreign investors or local citizens, seeing that state enterprises
manage data responsibly and securely can improve public perception and investor
willingness (ESG investors, for example, look at governance and data privacy metrics).

* Strategic Alignment and Future Readiness: Solution 2 effectively meets and exceeds the
2024-2026 modernization targets and puts the enterprise on a trajectory to lead in the
2027-2035 vision. Achieving a unified cloud with Al capabilities internally aligns with
Indonesia’s Digital Government Blueprint emphasis on integrated infrastructure and one-
stop services. It also parallels international benchmarks (the SOE’s internal cloud may be
akin to Singapore GovTech’s GOVACIoud or India’s state data centers but with even more
advanced features like confidential computing). This positions the SOE for leadership in
public-private collaborations. They could offer their platform’s capabilities to smaller SOEs
or regional governments as a service (a new role as a provider in the ecosystem, potentially
generating inter-SOE service revenue, supported by Danantara’s consolidation approach).
The advanced use of Al and confidential computing ties directly into the National Al
Roadmap’s medium-term (2028-2035) goals of widespread Al adoption in government,
ethical Al use, and Al talent development. Our solution fosters talent: engineers are now
working with cutting-edge Rust-based tech, enclaves, etc., building national capacity. The
organization can showcase KPI like “% of workloads in confidential computing” or “Al models
deployed enterprise-wide” — metrics that only forward-thinking firms have. This
differentiates them globally, not just locally. Danantara likely measures synergy and
innovation across its portfolio; this SOE would score high, potentially attracting more
investment or being tasked to spearhead group-wide digital initiatives (which is prestige
and influence for its management).

* Board-Level KPI Mapping: Let’s explicitly tie to some board KPIs:

o EBITDA margin - improved via cost cuts and new revenues (we might see a few
percentage point improvement here which is huge for large firms).

o Customer Satisfaction Index - likely rises due to better services and fewer outages
(target to top quartile in industry).

o SPBE Index (for public sector scoreboard) — should reach “very good” (>3.5 out of 5) or
even “excellent” as integrated services and analytics are online (the example showed
hitting 3.6 after BPMN; with Al and integration, possibly above 4.0).

o Digital Maturity Level — internal assessments or independent benchmarks would rate
the SOE as digitally advanced. For instance, if using something like the Gartner maturity
scale, maybe moving from level 2 or 3 (“opportunistic” or “integrated”) to level 4 (“data-
driven” or “transformative”). This is a bragging point in annual reports and when
attracting partnerships.
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e ESG Impact Continues: The mid-level solution has even more ESG benefits:

o Environment: the power optimization from edge virtualization (60% less consumption
reported) and better resource use overall means a smaller carbon footprint for IT. Also,
using Al for efficiency (predictive maintenance means assets run optimally, saving
energy and materials). We could quantify: if data center consolidation removes 50
physical servers (due to better utilization and virtualization), that might save ~100 kW of
power, which is hundreds of tons of CO2 per year. The sustainable computing features
roadmap (like energy-efficient scheduling) will further boost this.

o Social: new digital services (like Al chatbots, more reliable services) improve public
inclusion — e.g. rural customers can get service via chatbot 24/7, not needing to travel.
Also, by using open source and building in-house talent, the SOE contributes to local
community knowledge (the HV case trained 50+ local engineers, showing how adopting
sovereign tech can also be a capacity-building exercise).

© Governance: advanced monitoring and audit readiness create a culture of
accountability. The board can trust the data they see (no more waiting on possibly
massaged reports). Transparency to oversight bodies (like Danantara or Parliament
committees) can be near-real-time, reducing suspicion of mismanagement. It's not
overstating that digital transparency tools can reduce corruption risks, a key
governance aspect.

In summary
I -

the mid-level modernization delivers on the promise of digital transformation — not just
making the enterprise efficient, but intelligent, secure, and innovative. It yields
measurable improvements in finances (cost and revenue), service quality, risk reduction,
and strategic positioning. These outcomes would be highlighted in annual reports to
shareholders: e.g., “Through our NQRust-powered cloud platform, we achieved a 30%
reduction in operating costs, a 20% increase in throughput, zero data breaches, and
launched 5 new Al-driven services, reinforcing our position as a leader in digital
innovation among SOEs.” Such a statement is fully backed by the kinds of metrics our
solution produces. It sets the stage for the final step — leveraging this robust platform to
implement truly national-scale, Al-driven infrastructure and services.

5. Solution 3: Advanced - Sovereign Al Infrastructure & Public Service Transformation
5.1 Problems & Challenges

At the advanced maturity level, the SOE (or a consortium of SOEs under Danantara) is how
poised to tackle nation-wide digital initiatives and Al industrialization. The challenges here
are at the frontier of technology and policy, involving not only the enterprise but the broader
public sector ecosystem:

e Sovereign Al & Digital Independence: Indonesia aims to be a regional Al powerhouse and
ensure “digital sovereignty”, meaning freedom from over-reliance on foreign tech giants
for critical Al capabilities. The challenge is building domestic infrastructure for Al (compute
power, data platforms, Al models) that can compete with global services while meeting
local needs and values. For an advanced SOE (especially in sectors like telecom, banking,
energy), this often means leading the creation of a national Al cloud or platform. The
problem: how to provide on-par Al services (like GPT-like models, big data analytics, smart
city solutions) internally without sending data to foreign cloud/Als, and to do so cost-
effectively. This ties into a broader challenge of establishing a Sovereign Al Fund and
ecosystem (the Al roadmap proposes Danantara-led Al funding by 2027-2029) — but the
tech backbone for that needs to be solved by pioneers now.
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Figure 11: Challenges in Indonesia’s Digital Transformation.

¢ Public Infrastructure & Cross-SOE Integration: At this level, boundaries between individual
SOEs blur for certain projects. Initiatives like an integrated national payment system, smart
logistics network, or citizen single sign-on (covering banks, utilities, transport, etc.) require
multiple SOEs to collaborate and share infrastructure/data. The challenge is coordinating
across organizational silos (which might still exist legally and operationally) and ensuring
interoperability on a grand scale. There's also the complexity of legacy public
infrastructure (e.g, traffic management systems, old power grid controls) that need
modernization to interface with Al. For example, building an Al-powered traffic optimization
system touches city governments, transport SOEs, and police — a complex web of
stakeholders. The technology must accommodate varied data formats, real-time
processing, and ultra-high reliability (public safety is at stake).

* Massive Scale & Performance Demands: Advanced solutions cater to entire populations
and national-scale workloads. Think of systems like India’s Aadhaar (1+ billion users) or UPI
(billions of transactions). Indonesia’s population of 270+ million means any national digital
service must scale similarly. Challenges include handling high concurrent loads (e.g.,
millions of e-KTP ID authentications per minute), big data volumes (petabytes of data
across health, finance, etc.), and maintaining low latency (e.g., an Al service in e-
government can't keep people waiting). Current enterprise systems, even modernized ones,
may not suffice — specialized architecture for high throughput (parallel computing, etc.) is
needed. The NQRust Secure Al Data Center paper outlined extreme requirements for Al: 8-
GPU servers drawing enormous power, networks needing RDMA for microsecond latency,
etc. The challenge is not just technical but also power and cooling (ensuring energy
resilience to support digital growth — noted as a concern in Asia House piece).

* Ethical Al and Governance: As Al becomes pervasive in public services (determining
resource allocation, making decisions in healthcare, etc.), ethical and governance
challenges loom. Ensuring algorithms are fair, avoiding bias, protecting personal privacy,
providing auditability of Al decisions — these are critical. The National Al Roadmap
emphasizes inclusive and ethical Al adoption. So the advanced challenge is implementing
technical measures for Al governance: such as explainable Al, audit logs for models (to see
why a decision was made), and strict control on Al model training data to avoid bias.
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¢ In practice, an advanced SOE might run, say, an Al that decides credit eligibility — it must
ensure compliance with fairness regulations and possibly allow regulators to inspect the
model’'s workings. Achieving this at scale and across many Al systems is a new kind of
challenge, beyond traditional IT governance.

¢ Public-Private Partnership & Innovation Ecosystem: By 2027+, the expectation is that SOEs
don't innovate alone; they are platforms for innovation by startups, academia, etc. For
example, opening APIs or data (with proper privacy controls) to third parties to build apps
on top of SOE infrastructure (like how Indian Railways or Singapore’s GovTech provide open
APIs for developers). The challenge is fostering an ecosystem while maintaining control and
security. It involves creating sandboxes, publishing APIs, and possibly hosting third-party
applications in a controlled environment (like startups deploying solutions on an SOE's
cloud). Technically, this means multi-tenant environments with varying trust levels — a
difficult thing to manage securely. There’'s also the challenge of bureaucracy: aligning
multiple stakeholders (ministries, regulators, international partners) in these large projects.

e Global Competitiveness & Benchmarking: At advanced stage, the performance of
Indonesia’s digital solutions will be measured globally. E.g.,, can the national payment or ID
system match the uptime and user-friendliness of world-class systems? Can local Al
models compete with Google’'s or OpenAl's in quality for Indonesian context? There's
pressure to meet global standards — Singapore and India are often cited as yardsticks. The
challenge is to leapfrog where possible using modern tech (Rust, Al, etc.), rather than catch
up slowly. This might involve dealing with nascent tech like quantum-safe cryptography
(mentioned in HV roadmap for 2027) or 6G integration down the line.

In summary
- .

at the advanced stage, the challenges are about building a national-scale, Al-driven,
highly secure digital infrastructure that serves not just an enterprise, but the entire
country’s public service and economic innovation needs. It's about turning the capabilities
honed in Solutions 1 and 2 into a platform for Al-enabled public-private growth, under
sovereign control and aligned with future visions (Golden Indonesia 2045 godls, etc.).

5.2 Solution Architecture

Solution 3, Sovereign Al Infrastructure & Public Service Transformation, is an architecture
blueprint that extends the NQRust ecosystem to a national or cross-enterprise scale. It
leverages all components of NQRust in an integrated stack — effectively creating a “Sovereign
Cloud & Al stack” managed by Danantara or a coalition of SOEs to serve wide-ranging public
sector needs. The architecture will be layered to handle the scale and complexity:

Infrastructure Layer

Secure data centers, high-density
GPUs

Secure Compute

Trusted and isolated computing

NQRust Ecosystem Orchestration Layer

Integrated stack for public Multi-site scale management

sector

Al/ML Platform

Al-as-a-service for agencies

% Application Layer

Digital services for citizens
Figure 12: NQRust Extends to National Al Infrastructure.
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« Infrastructure Layer: A network of secure data centers (could be SOE-run or a mix of SOE
and national data centers) equipped with high-density GPU servers, fast interconnects
(RDMA networks), and large distributed storage clusters (NQRust-Storage). NQRust-HV and
MicroVM provide the virtualization substrate across these centers, ensuring memory-safe
and hyper-efficient use of hardware. This layer focuses on performance (NVMe for <100ps
I/O, 1x9's data durability, etc. as per Secure Al DC specs) and on energy optimization (likely
using the latest cooling and power tech, in line with green data center initiatives).

e Secure Compute Layer. On top of raw hardware, we deploy NQRust-HV, Enclave,
SecureGPU, MicroVM, Edge as needed. This layer ensures all computing is trusted and
isolated. HV runs microVMs for general workloads, Enclaves run confidential workloads,
SecureGPU slices GPUs for mulltiple Al jobs, and possibly NQRust-Edge extends to edge
devices (like IoT gateways or 5G base stations for local Al tasks). The secure compute layer
is uniform across all environment — whether central cloud or edge — so that workloads can
move with consistent security (e.g, from central DC to an edge enclave if needed for
latency).

e Orchestration & Policy Layer: NQRust-FleetMgr here acts at multi-site scale -
orchestrating across possibly multiple data centers and edge clusters. It includes
advanced scheduling (Al-driven scheduling algorithms to optimize resource usage
globally) and policy enforcement for data locality (ensuring certain data or workloads only
run in certain geopolitical zones, etc.). Also integrated are compliance automation
modules and perhaps an Al service mesh — basically, everything needed to coordinate and
manage thousands of services and VMs spread nationwide. This is the command center
ensuring reliability and compliaonce across the cloud. It might also interface with
government oversight systems to automatically generate compliance reports (Perpres
95/2018 requires certain reporting — now could be real-time via APIs).

* Al/ML Platform Layer: Here we have NQRust-LLMOps for managing Al models (training,
fine-tuning, deploying large language models or other ML), NQRust-Lake for unified data
across agencies (with proper partitioning and share mechanisms), and other Al services
(like MLOps pipelines, Al model repository, etc.). This layer basically provides Al-as-a-
service internally: any SOE or government agency can train or use Al models on the shared
infrastructure easily, with NQRust-LLMOps handling the heavy lifting and optimizing for Rust
performance (remember LLMOps claimed 4.8x faster training and one-click deploy, crucial
at this scale for quick experimentation and deployment). It also includes analytics tools to
utilize data in the Lake - e.g., cross-agency analytics for policy making (like combining data
from health, education, and finance to target social programs).

e Application & Ecosystem Layer: On the top, we have the actual digital services and
applications that citizens, businesses, and officials interact with. This includes unified portals
(e.g. a one-stop citizen services app that covers everything from paying bills to applying for
permits), intelligent assistants (Al chatbots for every ministry or SOE service), decision
support systems (like Al-driven policy dashboards for government), and sector-specific Al
applications (smart grid control systems, traffic optimization, fraud detection in banking,
etc.). Many of these will be co-created with private innovators. They consume the Al
platform below via APIs or development sandboxes. Identity (NQRust-Identity) spans this
layer, giving every user (citizen or staff) a single digital identity to access all services
(potentially linked to the National ID number, but with added digital auth features).

This architecture essentially forms a national digital stack (similar in spirit to India Stack, but

more Al-infused and confidentiality-by-design). The Mermaid diagram below abstracts this
multi-layer concept:
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Figure 13: National Sovereign Cloud Layered Architecture.

Key Aspects of the Advanced Architecture:

* Nation-Scale Compute Fabric: The architecture pools resources across multiple centers
creating a national computing grid. NQRust-HV’s openness allows this grid to avoid vendor
lock-in and incorporate heterogeneous hardware (CPU/GPU from various vendors) while
remaining secure. This is essential for sovereignty — e.g, if geopolitical issues restrict one
vendor, the platform can adapt due to its open foundation. The high performance needs
(like sub-10ps network latency for Al training synchronization) are met by specialized
network (RDMA, possibly Infiniband) and NQRust’s optimized /O stack.

¢ Confidential, Multi-Tenant Cloud: The secure compute and orchestration layers together
implement a Confidential Cloud. Every workload (Al model, microservice, database) can
run isolated either at VM/container boundary or inside TEEs for sensitive ones. This means
multi-tenancy with zero trust: different agencies or companies can share the
infrastructure without fear of data leakage. For instance, both Bank Mandiri and BRI (two big
banks) could use the sovereign cloud's Al platform to train models on their data, and thanks
to enclaves and Identity-based access, they remain fully isolated and compliant. This
addresses the trust issue in public-private cloud collaboration — a major barrier historically.

« Unified Digital Identity: NQRust-Identity takes on a national scale role as a unified ID
system. Potentially integrated with Indonesia’s e-KTP (ID card) database but adding secure
auth, it allows any citizen or business to have one account for all digital services (similar to
Singapore’s SingPass but potentially with more advanced MFA and privacy controls). It also
integrates workforce identities (civil servants, SOE employees) for internal systems, creating
an identity federation. This is crucial for seamless service delivery (no more multiple logins
for different agencies) and supports the SPBE goal of integrated services. Privacy is kept by
using modern OAuth2/OpenID flows and data minimization (so not every service sees all
user data). This unified identity is a backbone for both user experience and security
(stopping identity fragmentation which was 130+ systems at enterprises — at national scale,
fragmentation would be chaos without this solution).
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« Digital Government & Services Platform: The application layer has things like the “One-Gov
Portal” which presumably is a single website/app where citizens access any government or
SOE service (pay taxes, apply for electricity, check insurance, etc.). This portal is powered by
the common infrastructure — it can call various microservices from multiple agencies,
orchestrated by BPMN across agencies if needed (we could imagine cross-agency
workflows like applying for a business license touches OSS system, tax office, local govt — all
coordinated via the digital platform with our underlying tech orchestrating). Al Assistants in
this portal can answer questions or help fill forms in natural language, likely backed by LLMs
fine-tuned on government data and running on the sovereign Al platform (ensuring no
data goes to external Al providers). Inter-agency apps might include an internal data
sharing portal or incident response system (ex: disaster response app where energy,
telecom, and transport SOEs coordinate to restore services, using shared data in the Lake to
prioritize efforts, with enclaves ensuring sensitive data like customer addresses are used
only for the operation and then protected).

¢ Public-Private Innovation Sandbox: The presence of “PPP Innovators” node suggests that
the platform allows external innovators to develop/test on it. For example, startups can be
given access to dummy or anonymized data via enclaves to build Al solutions, or they can
deploy a service on the platform for a trial with certain citizen users. FleetMgr and enclaves
help segment these sandboxes from core systems, maintaining security. This addresses the
national Al roadmap’s call for a “cross-sectoral open sandbox platform” to support
experimentation. By having it in the architecture, we ensure that innovation can happen
quickly without needing separate infrastructure (which often delays things). This also
fosters an ecosystem around the SOE cloud, turning it into a digital innovation hub.

e Advanced Governance and Sustainability: The architecture includes forward-looking
elements: e.g., quantum-safe cryptography is on the HV roadmap by 2027 - presumably
incorporated to protect data against future quantum attacks (important for national
security data). Also, sustainable computing features (perhaps dynamic workload
placement to use renewable energy availability, carbon tracking per workload) are
considered. Given Indonesia’s ESG commitments, the platform might allow tagging
workloads by carbon cost, etc, encouraging optimization. Governance-wise, every
transaction or Al decision is logged for audit in the Lake (massive audit trails that can be
analyzed by regulators’ Al too). This means if an automated decision is challenged (say an
Al denied someone a loan or subsidy), there’s traceability to explain it (supporting Al ethics
and avoiding black-box issues).

In simpler terms
"

this architecture is the realization of a Digital Nusantara (to coin a term): a fully integrated,
Al-enabled digital backbone for the country, anchored by state enterprises but accessible
to the whole economy. It ensures Indonesia’s digital sovereignty by controlling the full
stack from hardware to application with home-grown or open tech (Rust, etc.), and by
keeping critical data and Al within national jurisdiction. It also ensures world-class
performance and reliability for services used by all citizens, and fosters innovation within a

safe, regulated environment.
A\ y

Page 30

B contact@nexusquantum.id nexusquantum.id



Industry Solution: BUMN

5.3 Use Cases & Business Scendarios

Solution 3 enables transformative use cases that span ministries, industries, and the public at
large. These scenarios reflect near-future (2027-2035) ambitions which this advanced
platform makes achievable:

Improved public
sector
responsiveness

69 National Al Services Al assistant for

government services

@ Optimize
__dé Smart City/Nation infrastructure with Better quality of life
cross-SOE data

@9 Data Exch.ng. & Unified data Accelerated policy

standards and development and
<6 Analytics research

Figure 14: Solution 3 Use Cases.

 National Al Services (Public-Facing): Use Case 3A: “GARUDA” - Indonesian GPT for
Government Services. Imagine an Al assistant (let's call it GARUDA Al) that citizens can
query for any government-related question or service via chat or voice — in Bahasa
Indonesia and regional languages. This could include answering policy questions, helping
fill out forms, translating government documents, etc. Powered by NQRust-LLMOps,
GARUDA is trained on a massive corpus of local governmental data (laws, FAQs,
procedures) within the sovereign cloud (so no sensitive data goes out). It leverages
SecureGPU slices to handle many simultaneous queries cost-effectively. And with Identity
integration, it can, with consent, access a user’'s personal data from the Lake to provide
personalized answers (e.g, “What is the status of my pension?”). All of this is done
confidentially in enclaves so user data and Al model prompts are protected. Impact: This
fundamentally improves public sector responsiveness — citizens get instant, accurate
information 24/7, reducing the need to visit offices or call hotlines. It can handle millions of
inquiries (scaling like ChatGPT but domestically). It also eases bureaucratic load — routine
guestions don’t consume staff time. Importantly, it's aligned with the national language and
context, improving accessibility for those less fluent in English or facing literacy issues (it
could even answer via voice in local dialects). Metrics improved: citizen satisfaction with
government, cost per inquiry (massively lowered), and trust (since the Al is accountable to
government standards, unlike outsourcing to foreign Al where data control is lost).

* Integrated Smart City / Smart Nation Initiatives: Use Case 3B: Smart Public Infrastructure
Management. With cross-SOE data and Al, Indonesia can optimize infrastructure
holistically. For example, the platform can enable Al-driven traffic management in major
cities: real-time traffic data from CCTV (perhaps managed by a city govt or SOE) is fed into
the Lake; Al models analyze patterns and control traffic lights, digital road signs, public
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e - transport dispatch — all in real-time, running on the secure cloud. NQRust-Edge nodes
installed at intersections or stations handle local decisions in <Ims latency (with HV and
enclaves ensuring safety and security at edge). Similarly, smart grid management: data
from power plants (SOE PLN) and weather (agency BMKG) plus consumption patterns are
processed by Al to adjust generation and load distribution dynamically, preventing
blackouts and maximizing renewable usage. All these systems talk to each other via the
unified platform — e.g, if a big event is predicted (like a concert), the traffic system, power
grid, and telecom networks can proactively adjust capacity (since they share data via the
Lake and orchestrate actions through FleetMgr-run microservices). Impact: Better quality of
life — fewer traffic jams, more reliable electricity, quicker emergency response (as systems
can coordinate to give priority to ambulances, etc.). Efficiency gains are huge: e.g., a
reduction in city congestion can save billions in lost productivity, a smarter grid cuts fuel
costs and emissions significantly. These outcomes map to national KPIs like reduction in
average commute times, reduction in CO2 emissions (transport and energy sectors), and
improved public safety stats. The advanced SOE platform essentially acts as the digital
hervous system of the nation’s infrastructure.

¢ Cross-SOE Data Exchange & One Data Policy Implementation: Use Case 3C: National Data
Exchange & Analytics Hub. The government’'s Satu Data Indonesia initiative envisions
unified data standards and sharing across agencies. The advanced platform can realize
this by hosting a National Data Exchange service. Through this, different SOEs and
government bodies can publish datasets (which are stored in NQRust-Lake partitions with
appropriate access controls). Analysts or authorized third parties (e.g., universities, research
institutions) can request queries on combined data via enclaves - ensuring no raw
personal data leaks, but aggregate insights can be obtained. For example, to tackle a policy
question like “impact of pandemic aid on SME growth,” data from the finance ministry,
banks, and telecommunication (for mobility patterns) might be needed. This platform
allows such multi-source queries to be answered in hours with privacy preserved, whereas
earlier it might take months of negotiating data sharing agreements. Impact: Dramatically
accelerated policy development and research. The government can do data-driven policy
simulations by plugging variables into Al models (hosted on LLMOps) - e.g., forecasting
economic outcomes of a new regulation. It also fosters transparency: certain aggregated
data could be made open to the public via APIs, encouraging accountability and civic tech
development. This directly ties to SPBE's goal of open, integrated e-government services.
Key metric: Indonesia’s rank in global Open Data or e-Government indices would improve,
as well as evidence-based policymaking scores.

* National Security and Disaster Resilience: Use Case 3D: Secure National Crisis
Management Platform. In times of natural disasters (tsunami, earthquakes) or security
incidents, coordination among many agencies is needed swiftly. Our platform can provide
a confidential crisis management application where data from satellite imagery (space
agency), sensors, social media (for signals), and field reports converge in real-time.
NQRust-Enclave ensures that sensitive intelligence (like security service data) is only
accessible to those cleared, even as it's processed with other data for a common
operational picture. Al models running on GPUs predict disaster impact zones or civil unrest,
enabling preventive action. FleetMgr ensures this app stays highly available across zones
(with edge computing if networks are disrupted). Impact: Faster, more effective emergency
response — measured by reduced response times, lives saved, minimized economic
damage. Also, better inter-agency trust and collaboration because the platform enforces
data handling rules (e.g., military data stays secret but its insights can still guide civilian
response through enclaves). This scenario might not be everyday, but it's crucial — and it
fulfills the public sector resilience ambition (having robust systems for crises).
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e Economic and Financial Digital Ecosystem: Use Case 3E: National Digital Financial
Infrastructure. Building on what SOEs have (like state banks and e-wallets), the advanced
platform could support a unified payment and identity verification infrastructure
analogous to India’s UPI + Aadhaar. For instance, enabling instant person-to-person
payments using phone numbers and the national ID for verification, processed through this
secure cloud. NQRust-ldentity could serve digital KYC across all banks (with PDP
compliance). The Zerocode/BPMN components might implement e-forms for account
opening that automatically connect to government data (with consent) to verify identity
and creditworthiness in minutes (like India’s digital loan approvals). With such a platform,
financial inclusion can accelerate (people in remote areas accessing services via mobile
apps plugged into the SOE digital backbone). Impact: The number of citizens with access to
banking or digital payments could reach near 100% (from current ~60-70%). The volume of
digital transactions could muiltiply (like India saw >10x growth with UPI, hitting billions
monthly). This drives economic growth by formalizing transactions, increasing efficiency in
commerce, and enabling new fintech innovations on top of stable government-provided
rails. KPI: increase in cashless transactions share of GDP, SME lending up due to easier credit
assessment via shared data, etc. It also underscores sovereignty: using a local platform
means avoiding dependency on global card networks or cloud providers for payment
backbone, keeping fees low and data within national oversight.

* Global Competitiveness & Export: As a stretch scenario, if this platform is highly successful
domestically, Indonesia could export digital public goods to other countries. For example,
selling or co-developing a version of this NQRust sovereign cloud to friendly nations (like
some countries adopt Estonian X-Road or India offers its India Stack modules abroad). This
could turn into a new revenue stream and diplomatic tool. Danantara or the SOE could form
global partnerships (Oracle’s interest in Al & data sovereignty in Indonesia is an example -
instead of just receiving investment, Indonesia could license its platform tech). This scenario
means the SOE's KPIs include international client acquisition and intellectual property
development, which is a big leap from traditional measures, but not far-fetched if it
becomes world-leading.

These advanced use cases illustrate how Solution 3 is transformational for Indonesia’s public
sector and economy. It essentially addresses each pillar of the National Al Strategy and Digital
Roadmap:
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Figure 15: Solution 3's Transformational Impact.

Page 33

B contact@nexusquantum.id nexusquantum.id



Industry Solution: BUMN

e Talent & Ecosystem: by creating the sandbox and requiring advanced skills to run this,
thousands of local engineers and data scientists get practical experience, hitting that
target of 100k Al talents annually and fostering startups.

e Research & Innovation: the platform directly encourages cross-sector research via the
data exchange and partnerships.

¢ Infrastructure & Data: obviously, it builds that HPC, cloud in sovereign DCs the roadmap
calls for, including green DC via PPP (the platform itself is likely a PPP in how it's funded with
Danantara and others).

* Al Development Priorities: it covers public services (chatbots, etc.), bureaucratic reform
(process automation), security (crisis mgmt Al), transportation (traffic Al), energy (smart
grid Al), finance (digital payments Al) - literally the priority sectors listed.

In doing so, it also meets Danantara’s objective of boosting economic growth (digital
infrastructure is an engine for productivity gains and new business models) and fulfills the
President’s Asta Cita vision (which likely includes digital transformation as a key element).

Overall, these scenarios depict an Indonesia where state-of-the-art technology under
sovereign control delivers inclusive, efficient, and innovative public services, and where SOEs
shift from being sometimes seen as laggards to being champions of digital innovation.

5.4 Business Impact

The advanced solution drives broad, nation-level impacts alongside enterprise-level benefits.
At the highest level, it positions Indonesia to achieve its digital economy and governance goals
for 2027-2035 and beyond, with quantifiable value in multiple dimensions:

Strategic Autonomy

Control over digital destiny
Macro-Economic “
Growth

Boost in productivity across ° \

sectors

Public Service
Performance

Improved citizen satisfaction

Innovation and New
Industry Growth

Seeding new industries

Environmental and
Social Governance

Meeting climate and inclusion
goals

Figure 16: Business Impact of Advanced Solution.

e Macro-Economic Growth and Efficiency: By deploying a national Al infrastructure,
Indonesia can significantly boost productivity across sectors. Studies often estimate that Al
could add 1-2% to annual GDP growth for adopters; our solution makes Indonesia an early
mover regionally. For Danantara’s goal of 8% GDP growth, digital transformation is key — and
this platform directly contributes perhaps a few percentage points through efficiencies and
new digital markets. For instance, digital payments and fintech could formalize trillions of
rupiah in transactions, increasing the velocity of money. Smart infrastructure reduces waste
(traffic inefficiencies, transmission losses in power) which could save billions. One could
measure e.g. cost of logistics as % of GDP dropping (Indonesia’s has been high; better
transport coordination can cut it). If traffic Al reduces congestion by 20%, that might equate
to 0.5% of GDP gained from time saved and fuel saved. Also, enabling SMEs via digital
platforms can widen the tax base and economic inclusion, raising incomes.
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¢ Public Service Performance and Satisfaction: With one-stop platforms and Al assistance,
citizens’ satisfaction with government services should reach unprecedented highs. Hard
metrics: Service delivery times for various permits or documents could shift from
days/weeks to real-time or same-day (some countries now issue business licenses in
hours via integrated systems — Indonesia can too). Coverage of services: The percentage
of services available online could approach 100%, and usage rates could surge (assuming
strong digital literacy initiatives in parallel). The SPBE index for e-government could reach
the top tier (“very satisfactory”), and Indonesia’s rank in the UN E-Government Development
Index could climb into the top 20-30 from 77th (2018 rank) — a sign of global leadership.
Also, citizen feedback through app ratings or surveys could show trust regained in public
institutions due to responsiveness and transparency. A telling figure might be improvement
in corruption perception index: digital processes and monitoring can shrink petty corruption
(no need for middlemen or bribes if processes are automated and traceable), improving
Indonesia’s CPI score.

¢ Strategic Autonomy and Sovereignty Realized: The advanced platform means Indonesia
controls its digital destiny. Data sovereignty KPIs like “% of government data stored in-
country” and “% using sovereign encryption/tech” hit near 100%. The risk of foreign sanctions
or tech supply disruptions crippling services is mitigated — the country has its own cloud
and even can adapt open-source code as needed (backed by local talents). This
independent capability can have financial value (negotiating power with foreign vendors
improves; plus money spent on foreign cloud or software licenses can be retained
domestically — perhaps saving hundreds of millions of dollars annually). From a national
security perspective, having critical systems under local control is invaluable (no worries of
sudden service cut-offs or espionage through foreign infrastructure). Danantara’s decision
to emphasize tech sovereignty is achieved: as the HV case said, “Technology
Independence: eliminated dependency on foreign vendors” — now scaled nationally.

¢ Innovation and New Industry Growth: The platform seeds new industries — local data
center expansion, Al startups, fintech apps — all leveraging it. The fact that a startup can
plug into a government-sanctioned platform with data and computing means lower barrier
to entry and faster scale. We can expect an uptick in digital entrepreneurship: number of
tech startups might grow X% because they have a clearer path to integrate with national
systems (like how IndiaStack spurred a fintech boom). Also, local tech companies (like our
NQRust provider Nexus Quantum) become globally competitive, potentially exporting this
model (leading to high-value exports of software/services — a growth in the digital export in
the balance of trade). A KPI here could be digital economy as % of GDP — targeted to rise
(Indonesia wanted 10% by 2025; with this, maybe more by 2030).

¢ Environmental and Social Governance Achievements:

o Environmental: By optimizing energy and transport, the solution aids in meeting climate
goals. For example, smart grid reduces fossil fuel use at peak times, and integrated
transit management lowers emissions. These contribute to Indonesia’s commitments
under Paris Agreement etc. We could quantify CO2 reduction: maybe tens of millions of
tons saved by 2030 due to these optimizations (like a 10% cut in traffic emissions plus
improved power efficiency). Additionally, hosting workloads on efficient Rust-based
infrastructure likely uses less energy than traditional setups; the HV edge example gave
80% reduction in edge operations overhead including presumably maintenance and
wasted trips, etc.. Data centers built under green guidelines (the roadmap said promote
green data centers via PPP) would use renewable energy, efficient cooling — the
platform can schedule tasks to when renewable is available (for instance, non-urgent Al
training might run when solar power is ample).

Page 35

contact@nexusquantum.id nexusquantum.id



Industry Solution: BUMN

o Social: One huge social impact is inclusion. Bringing all citizens into the formal digital
economy and services means remote or disadvantaged populations get equal access.
If properly implemented, by 2030 perhaps 90%+ of adults have a digital ID and access to
digital banking (closing gender and rural gaps). Al assistants in local languages bridge
literacy gaps (people can speak or listen to services). Also, having data to target social
programs means more effective poverty reduction (e.g., better fraud detection ensures
aid reaches intended recipients, and Al can identify those in need who might be
overlooked). The trust in institutions can improve if Al and transparency reduce
corruption — an intangible but critical social cohesion metric.

© Governance: Real-time oversight and data-driven management should reduce waste
and increase transparency. Auditor agencies can get instant access to logs and
transactions via the platform (with proper controls), making corruption or
mismanagement harder to hide. If an Al monitors procurement patterns and flags
anomalies, it can stop scandals early. Thus, KPI like “procurement compliance score” or
number of corruption cases may drop. The culture shifts to one of accountability
(officials knowing their processes are measured and outcomes tracked openly).

* Financial Performance of SOEs: At enterprise level, the SOEs involved become leaner, more
agile, and more profitable, which is Danantara’s direct interest (higher dividends to state,
better valuations). With advanced analytics, they find new cost savings and new revenue
models (like monetizing some of their data or platforms responsibly). For example, Telkom
might offer APl services to startups using our platform and create a new revenue stream. Or
the combined purchasing of IT through one platform yields economies of scale (Danantara
could negotiate better deals for hardware for the entire SOE network, saving cost). Their KPIs
like Return on Assets improve as assets are digitally optimized (e.g., predictive
maintenance extends asset life). Inter-SOE synetrgies finally materialize - e.g., a state bank
and state telecom cross-sell services using shared insights, boosting each other's
revenues.

* Global Leadership and Soft Power: By building something arguably on par with (or even
beyond) what other countries have, Indonesia could position itself as a model for digital
transformation in emerging economies. This carries diplomatic weight — the country can
share its success story in ASEAN and wider, improving its international standing in tech. It
might attract foreign investment due to confidence in its digital infrastructure. It's a bit
abstract to quantify, but potentially seen in FDI inflows (tech giants might set up R&D in
Indonesia to tap into this vibrant ecosystem — some already like Microsoft investing in cloud
region because they see the momentum).

In summary
- -

Solution 3's impact is comprehensive: economic (growth, efficiency, innovation), societal
(better services, inclusion, trust), governmental (trdnspdrency, effectiveness), and
sovereignty (independence, security). Many of these can be quantified in KPIs, and others
will be qualitative improvements that cumulatively fulfill the vision of a resilient, sovereign,
and prosperous digital nation.
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For the stakeholders reading this whitepaper (policymakers, SOE boards, ecosystem
partners), these impacts provide a compelling rationale to pursue the advanced solution.
It's not merely tech for tech’'s sake; it's a strategic enabler of national objectives. By
investing in this now (2024-2026 for building blocks, so that by 2027-2035 these
capabilities are realized), Indonesia ensures it will not be left behind in the global digital
race, and in fact can leap ahead in certain areas. As the Asia House article noted,
Danantara has already designated Al and digital ecosystem development as priorities —
this advanced blueprint is exactly the cohesive strategy to achieve that, tying together
digital sovereignty, ESG (through green, inclusive tech), resilience, and Al industrialization.

6. Conclusion

NQRust's integrated platform offers Indonesia’s State-Owned Enterprises a powerful lever to
drive digital transformation in alignment with national objectives. Across the three solution tiers
— from foundational digitization to sovereign Al infrastructure — we've detailed how each
NQRust component addresses concrete BUMN pain points while advancing strategic priorities
like data sovereignty, ESG, resilience, and Al industrialization. By embracing these solutions:

b National Digital Backbone

Empowers Indonesia’s digital economy

?é Modern Enterprise

Secure, data-driven enterprise

c—1o Foundational Digitization
—

Quick wins in efficiency and transparency

Figure 17: NQRust's Digital Transformation Pyramid.

* SOE leaders and policymakers can achieve quick wins in efficiency and transparency
(Solution 1), build a modern, secure, data-driven enterprise (Solution 2), and ultimately co-
create a national digital backbone that empowers Indonesia’s digital economy and public
services (Solution 3). The trajectory outlined ensures that near-term modernization targets
(2024-2026) are met with tangible ROl and improved KPIs, while setting the stage for
Indonesia’s Golden Digital Era (2027-2035) where Al and innovation are pervasive yet
sovereign and ethical.

e Technical teams and C-level executives gain a clear roadmap of architectures -
complete with logical diagrams and defined roles for each NQRust module - to guide
investments and implementation. From deploying Rust-powered hypervisors to eliminate
70% of vulnerability exposure and save 74% costs, to using zero-code tools to deliver new
digital services 3x faster, to leveraging confidential computing that enables collaborative
Al without compromising privacy, the path is laid for technical excellence and innovation
leadership.

* Public-private ecosystem partners (local startups, global tech firms, academia) are
invited to plug into this vision — whether by building on the unified data & API layers
established in early phases or by co-innovating in the Al sandbox environment of the
advanced phase. The whitepaper’s use cases demonstrate realistic collaboration
scenarios, from fintech integrations to joint Al model development in enclaves. This ensures
the SOE-led transformation is not a silo but a catalyst for broader digital ecosystem
growth, in line with Danantara’s mandate to optimize and grow strategic assets through

investment and partnership.
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In implementing these solutions, several key success factors should be kept in mind:

Visible Successes

Early wins build momentum

Phased Implementation Eox]
Manage change with incremental @

rollout

Governance Support 51@
Update regulations and establish
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rg?g Capacity Building

Invest in training and digital
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Infrastructure Investment

Utilize funding mechanisms and
public-private partnerships

Continuous Improvement

Benchmark outcomes and @

implement feedback loops

Figure 18: Key Success Factors for Implementing Digital Solutions.

* Phased, Agile Implementation: Adopt a phased rollout (as hinted in each solution’s
timeline of short-, mid-, long-term use cases) to manage change and deliver incrementall
value. For example, start with a pilot BPMN automation in one department, then scale across
the SOE, then extend inter-agency. Nexus Quantum’s materials suggest a phased approach
and quick wins focus, which builds momentum and confidence. Early successes (like the
SPBE index jump from 1.8 to 3.6 in 18 months) will secure stakeholder buy-in for later, larger
steps.

e Capacity Building and Change Management: The most advanced technology will falter
without human capacity and organizational buy-in. Invest in training programs (Rust
programming, data science, process modeling) in partnership with universities (the HV
case transferred knowledge to 50+ local engineers). Cultivate “digital champions” in each
SOE and government unit to drive adoption. Manage change by communicating wins and
benefits (the BPMN case emphasized communication to overcome resistance). Encourage
a culture shift to data-driven decision making and cross-functional collaboration (as
happened when staff started thinking end-to-end rather than in silos).

e Governance and Regulatory Support: Update or clarify regulations to support these
innovations — e.g., ensure Perpres 95/2018 SPBE guidelines explicitly endorse use of
confidential computing for data sharing, or that UU PDP implementing regulations allow
necessary data processing in enclaves as compliaonce measures. Establish clear
governance structures (data governance councils, Al ethics boards) to oversee the
platform usage, as recommended (a process “center of excellence” was cited as critical for
sustainability). The technology provides tools for compliance (audit logs, attestation) — use
them to build trust with regulators and the public (perhaps even get independent
certifications for the platform’s security and privacy).

e Infrastructure Investment and PPP: While cost savings are substantial, the advanced
solutions still require upfront investment (data centers, networks, training). Utilize
Danantara’s funding mechanisms and the proposed Sovereign Al Fund (2027-2029).
Engage in public-private partnerships — for example, co-invest with cloud providers (as is
being done with data centers and Oracle’s planned investment) but on terms that maintain
sovereignty (e.g. Indonesia owns encryption keys or has exit strategies).
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¢ The Patriot Bonds issuance indicates willingness to finance strategic projects; a portion can
be channeled to this digital infrastructure, given the clear economic returns and risk
mitigation it offers.

e Benchmarking and Continuous Improvement: Continuously benchmark outcomes
against global standards. Aim not just to catch up but to leapfrog — e.g., memory-safe Rust
infrastructure is something even many developed nations haven't implemented at
government scale (this could make Indonesia a pioneer). The HV roadmap shows an
ambition for features like WebAssembly support, 6G integration, zero-trust quantum-safe
operations by 2027+ — Indonesian SOEs should align with these to stay ahead. Implement a
feedback loop (as in BPMN case: measure impact, communicate success, iterate) for each
phase. The platform should evolve — e.g., incorporate new Al advances (maybe by 2030,
integrate Indonesian-developed Al chips or use even more efficient algorithms to remain
cost-leader in Al operations).

In conclusion, the NQRust Industry Whitepaper for BUMN outlines a strategic, rigorous
pathway for Indonesia’s SOEs to become the backbone of a sovereign, resilient, and thriving
digital nation. By mapping cutting-edge technology solutions to real operational needs and
national mandates, we ensure that every byte of data and every process improvement drives
value — be it in rupiah saved, revenue earned, service minutes saved for citizens, or carbon
emissions reduced. The vision is ambitious, but as shown by global benchmarks and the initial
success stories cited, it is entirely within reach.

The call to action for Indonesia’s SOE leaders and partners is clear: embrace this
integrated approach, start with targeted digital reforms now, and scale up boldly. In
doing so, BUMNs will not only fulfill their commercial and public service duties more
effectively, but will also collectively create a legacy of digital sovereignty and innovation

that propels Indonesia into the forefront of the global digital economy by 2035. It is a rare
alignment of technological possibility with political will — and by acting on it, Indonesia’s
state enterprises can ensure their relevance and leadership long into the future, delivering
prosperity and security for the nation in the Intelligence Age.

Page 39

B contact@nexusquantum.id nexusquantum.id




